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Introduction

About this
report

This 2016 Bermuda CRO survey is the first survey targeted
at insurance CROs operating in Bermuda. This report is
part of a wider set of EY publications on the role of the CRO
across the North America, EMEIA and Asia-Pacific regions
and is aimed at gaining insights into the current structure
and role that risk functions play in their organizations. In
particular, the survey aims at:

» Assessing CROs' ability to contribute indirectly to
value creation

> Identifying key challenges CROs face and their priorities as
a result of changing regulatory requirements and unstable
economic and political environments

» |dentifying the key priorities of CROs in the short and
medium term

We hope this survey provides our clients with insights on how
their peers are dealing with big-picture risk issues today and
how they are viewing the future direction of the CRO role in
the insurance sector.

Our
respondents

We spoke to a spectrum of leading life and non-life insurance
companies, reinsurers and prominent groups that specialize
in multiline insurance business generating sizable premiums
and with an extensive global reach.

Our survey captures responses from 11 insurance CROs at
firms with the following characteristics:

> One Bermuda retail insurer, with operations primarily
across Bermuda and the Caribbean

> Five (re)insurers headquartered in Bermuda with
global operations

» Four (re)insurers headquartered in Europe with
Bermuda operations

» One Bermuda-based life insurer

Each of the firms interviewed is unique in how it is
structured, leading to interesting differences in the role
played by CROs at these firms.

EY sincerely thanks the CROs and companies that shared
their time and insights for this year's survey.
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The role of th
now establishe
views on the C
fundamenta

When asked to describe th
fundamental role played by
the CRO, responses varied
among respondents. However,
consensus exists over the
need for risk functions to be

a "trusted partner” to the
business to enable success.
Page 4

challenges but
has not been a
game changer for
Bermuda CROs

Bermuda CROs do
not see the value
of defining ““hard"
metrics to measure
the value of risk

Although CROs ressed
confidenceint ty to
evidence complian ith the
new requlatory regime, CROs
consider the volume of change
in general as a challenge and
their objective is primarily to be
market consistent.

Page 6

Consistent with the findings
arising from our global CRO
survey, Bermuda CROs do not
have a formal suite of metrics
to measure the value delivered
by the risk function. However,
softer metrics are increasingly
being considered to determine
value creation.

Page 8




Risk appetite
remains an area

for improvement

so that it is
effectively embedded

The approach to
emerging risk
identification and
reporting varies
greatly among
participants

All our respondents
have adopted a formal
three lines of defense
governance model

People and skill sets
will remain a priority
for investment

There is a general sense among
our respondents that senior
management understands risk
appetite, to the extent that it's
relevant to them. CROs should
continue to work to pro
effective communication
the organization, making
appetite more operational
and tangible.

Page 10

We note varying degrees of

maturity in our respondents’

emerging risk processes,
with the identification of

emerging risks often being a
“subjective call” from business

participant
Page 12

Although governance models
have converged toward

the three lines of defense
principles, challenges still
exist in their effective
implementation throughout
the organization.
Page 14

analytical and data
skills are considered
equirements for risk
ionals going forward,
with the appropriate
nding of the business
e effective challenge
line teams.

()
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The role of the CRO is now
established, but views on the CRO's
fundamental role vary



60% of CROs have a
direct reporting line and
accountability to the CEO.

100% confirmed their
unfettered access to
the board risk and audit
committees.

CROs play a leading role in
traditional risk processes
(e.q., risk appetite and
tolerance setting), which is
consistent with what we have
observed in the US, Europe
and Asia-Pacific.

When considering other key
business processes, CROs
are confident in their ability
to influence decisions even
where the risk function is not
seen as the process owner.

When asked to describe their
fundamental role within their
organizations, responses
varied among respondents.

To whom does the CRO report?

60%

CEO M CFO [ GroupCRO

Risk management function by process

Technical provision

Reserving

Model validation

Model governance

Risk mitigation

Strategic decisions (e.g., M&A)
Reinsurance

Investments

Product approval

Stress and scenario testing
Capital management

Business strategy

Risk tolerance and limit setting
Risk appetite setting

Risk is process owner [l Risk is part of decision committee and has influence

B Risk has limited influence

0%

20% 40% 60% 80% 100%

What do
CROs say?

When asked to describe
their fundamental role
within their organizations,
responses varied among
respondents.

“The role of risk is about
informed decision-
making, to learn from
the data to make better
decisions in the future.”

“Its primary focus is to
increase the ability of
the business to meet
the business plan. The
function is designed to
challenge decisions to
make sure we achieve our
business plan targets.”

“We view ourselves as
partners and help
make better risk-based
decisions — we are not a
compliance function.”
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Solvency Il poses challenges
but has not been a game changer
for Bermuda CROs



Although CROs have expressed confidence in their ability to evidence
compliance with Solvency Il, there is a common view that the volume of
change in general may be challenging. Encouraging market consistency
and avoiding being an outlier are key objectives for insurance CROs.

Subsidiaries of European insurance
groups in particular have been able to
significantly leverage the work already
performed at Group to comply with
Solvency Il.

CROs pointed to the increased intensity
of risk reporting requirements and

the implementation of the Economic
Balance Sheet as the two most

material changes they had to make in
response to the implementation of the
equivalence regime.

One of our CROs noted that one of the
consequences arising from Bermuda
obtaining Solvency Il equivalence can be
seen in the regulatory approach adopted by
the Bermuda Monetary Authority (BMA).

As opposed to their North American
and European counterparts in particular,
Bermuda CROs are overall satisfied with
the level of requlatory intrusiveness.

Time spent on average on the
regulatory vs. business agenda

63%

B Regulatory Business

What do
CROs say?

“We are already
Solvency Il compliant
because of the syndicate
in London. Our focus has
been on ensuring the
model is used and fit for
purpose.”

“EBS trial run was
probably the biggest
challenge. We leveraged
a lot from the syndicate,
and therefore, we have
had little challenges from
a Pillar 2 perspective.”

“We have a good reqgulator.
Things are changing,
and we feel comfortable
pushing back when things
are not appropriate/
proportionate to us.”
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Bermuda CROs do not see the
value of defining “hard" metrics to
measure the value of risk
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Consistent with the findings arising from our CRO survey
globally, Bermuda CROs do not have a formal suite of metrics What d 0

to measure the value delivered by the risk function. C ROS Say?

When asked how they know that the risk function is creating

value, CROs provided a wide range of different responses. Noreal metrics in place =

we get down and do it."

Common soft metrics considered by CROs to

. “We stop value
measure value creation:

destruction. We don't

» CROs' performance appraisal have formal metrics, but

. _ " . we have found things that
» Use of risk metrics in underwriting decisions others hadn't in thegpast .

» Risk function’s involvement in key decisions

. . . “We try to track the
» Variances to budget being kept to a minimum ROE g’ver time of each
» Regulatory feedback business, grow the

businesses with good
ROE and shrink those
with low ROE by looking
at the profitability.”

» Feedback from board of directors

“Risk adds value when
people look at things in
different ways."

What if CROs do not define clear metrics to measure

and monitor value creation?

“How can you prove that
you have avoided what
was avoided?"

Given risk is not immune from cost reduction pressures
impacting other business functions, it is more
important than ever that a strong case be made to
attract investment.
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Risk appetite remains an area
for improvement so that it is
effectively embedded
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When we asked CROs about the split of time
allocated to each risk category, we note
that their attention is largely skewed toward
insurance risk.

Only one CRO allocates more than 75% of his
time to the management of operational risk.

Interestingly, we have not seen a high level of
involvement of CROs in the area of cyber risk
to date.

Two CROs in our sample have developed
formal risk appetite statements for cyber risk,
supporting the management of cyber risk
both as a threat as well as a line of business
(see page 19 for more details on cyber risk).

All our CROs expressed confidence that risk appetite
is well understood by the board and the management
team.

Only 33% of our respondents believe they have
reached full consistency between top-down
statements and bottom-up limits, while the remainder
of our participating CROs believe more work is
needed to fully embed risk appetite in the decision-
making process at all levels of the organization.

Particularly with respect to the operational risk appetite,
CROs acknowledge the need for continued investment
in training and communication to make it more tangible
and clarify the implications for the business arising

from a change in appetite agreed upon by the board.

Case study

Average percentage of time
allocated by CROs to each
risk category

10%

54%

Insurance risk M Market risk

M Operational risk Other

What did one multinational
corporation do to close the
gap on operational risk?

» Encourage a culture where people
“really care about it”

» Use vehicles such as the risk
committee to act as “police” to
promote accountability

» Confirm the right “tone from the top”

» Have risk professionals who regularly
prioritize what to focus on

» Engage early with the business to
operationalize risk limits

What do
CROs say?

“It's not embedded. It's
difficult to get people’s
attention outside of
their core specialties.
We report against
tolerances, and that's
how people know how
we are performing
against appetite.”

“In need of better
communication

surrounding risk appetite,
but there is a policy
document with risk limits
that is circulated.”

“It's about communication
and reinforcement.”
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While emerging risks feature as

a standing item on the board risk
committee agenda for all of our
respondents, frequency of reporting
to the board varies considerably
across firms.

Only two respondents have a
formal framework in place for the
identification and reporting of
emerging risks, with an emerging
risk log in place that is regularly
reviewed and updated by various
business functions.

The majority of our respondents
confirmed that the identification of
emerging risks is more subjective

in nature, in the absence of a
standardized, rigorous monitoring and
identification process.

How often does the topic of
emerging risks appear on
committee meeting agendas?

29%

43%

W Monthly Quarterly
[l Biannually Annually

Methods for emerging risk identification:

» General awareness and conversations
with first-line teams

» Emerging risk log in place with regular
updates from various functions

» Group driven

» CRO assessment

What do
CROs say?

“No specific framework —
it's a subjective call from
business participants.”

“We focus on those we
think we are exposed to.”

“We use the risk register
as a starting point to see
how new developments
may impact the
risk profile.”
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All our respondents have adopted
a formal three lines of defense
governance model



Of our respondents, 100% confirmed they have adopted a formal three lines of defense model.

In theory the model works well, and CROs are largely satisfied that the level of collaboration
among control functions when implementing the framework is appropriate, particularly with
respect to the collaboration between risk and internal audit.

Evidencing independence remains
the biggest implementation challenge,
according to our respondents

The need to evidence independence between
activities undertaken by first-line and second-
line teams resulted in different structures

being implemented across firms. For example:

» Actuarial teams report to the CFO
to evidence independence between
“production” and “review" activity.

» Control teams work alongside first-line
teams to support control assessments.

» Where the CRO leads both actuarial and
risk teams, the use of an external appointed
actuary can help with independence.

>
®)
-
)
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How can the three lines of
defense work best in practice?

» Collaborate closely between risk and
internal audit to define the audit plan

Use a central risk register as a
repository of all risks and controls,
with formal quarterly attestation on
key controls

Implement common risk language
and standards across the group

Confirm the model is not a “tick-box"
exercise

Constantly educate the business on
why it's important

What do
CROs say?

“It's difficult to maintain
that independence
with the first line.
Particularly, it's
difficult to provide
recommendations
for improvement
without impacting
independence.”

“The biggest
challenge is the small

management team
which makes it difficult
from an independence
perspective.”

“In terms of second and
third line, this works
well. Internal Audit can
be too rigid sometimes
and they shoot
themselves in the foot
by being so rigid in
that line.”
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People and skill sets will remain a
oriority for investment

16 | 2016 Bermuda Insurance CRO Survey



CROs have identified a number of common Wh at dO
1 i technology constraints arising from their
Which skills are CROs say?

existing infrastructure that they would

CROs |00king for like to improve:
going forward?

Analytical/data
mining

Modeling Data scientists

m

CRO views on future budget
for the risk function

“"We will focus on
people although some
investment in improving
current IT infrastructure
may be needed.”

Data required for production
of management information is
not always available

“Group has already made
significant investments;
therefore, | wouldn't
know where to add value
on technology.”

Run times of models are too Uncertainties exist over
long to effectively use in the integrity of the systems
key business decisions to deliver what is needed

“We are currently investing
in new technologies and
continuously asking
ourselves which new
technology we should
have in place. We are
also looking at the people
side as we recognize that
people risk is a key risk
when it comes to new
technologies.”

Production of management
information is time consuming
and manually intensive

57%
will prioritize investment in people
and skills

Stay similar [l Increase
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The risk function of the future

Key insights

“Smaller teams with more automation. This
will allow the CRO to focus more time on
discussing strategic priorities as opposed
to acting as a gatekeeper.”

“The CRO will have a
larger responsibility in
driving profitability.”

“Increasing involvement on external :
au@ences, sgch as pecomlng closer to Financial services is : More IT-focused
b rating agencies and investors."” becoming much more
Y "'n{l r,.‘r .I.l, "y .- . A
iy =1L mathematical and -
: .ﬂdl['lFr =t 1 . Technical

Soft skills

sl 'tgfliy ‘will increase and the role of CROs will need to be : modeling
-?,,H ?.'?"-r], vlvﬂl need to adapt to help the more quantitative.” :
buﬁfh‘ess pa\[ %afe the uncertamty -

q:.

regulatory rep |
requirements.”
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Other CRO perspectives

“Cyber continues to be
a challenge.”

Survey results and commentary

» On the underwriting side, some
respondents noted a low appetite
for writing cyber risks.

» From an entity and group standpoint,
cyber is an emerging risk, with
cybersecurity in particular now being
considered more rigorously and
moving higher up the CRO agenda.

» Benchmarking and investment in
technology are two focal areas that
are used by one CRO to identify
unusual behaviors and mitigate
cyber risks.

» Some entities are looking toward
dedicated cyber personnel and/or
training existing personnel to manage
their cyber risk exposure.

“Brexit is still considered
an emerging risk."

Survey results and commentary

» CROs tended to refer to Brexit as
an emerging risk rather than an
immediate one, often representing
part of their overall political
uncertainty considerations.

» A number of respondents noted that
they were actively monitoring and/or
implementing strategies to mitigate
foreign exchange risk and to hedge
their investment portfolios.

» As Brexit negotiations progress, some
CROs note that further clarity will help
them better focus on the implications
and revise their strategies.

Actions taken as
a result of Brexit

1

1. No action ‘ 2/10

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

FIRRRR

2. Initial steps | /10

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

L

2/10

3. Immediate
action

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooo
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How does Bermuda compare

with other jurisdictions?

Common themes with other Key differences of the

jurisdictions Bermuda CRO
Larger roles and increasing responsibilities are shaping While regulatory intrusiveness has been a key theme
the role of CROs, who are increasingly expanding their in Europe and the US for some time, CROs in Bermuda
influence beyond traditional risk processes. have expressed their appreciation for the pragmatic

and proportionate approach adopted by the BMA in

While the CRO role varies across firms, there is a . . )
implementing Solvency Il equivalence.

clear ambition among respondents to confirm the risk

function is perceived as a trusted “business partner” CROs in Bermuda have largely been able to leverage
and, sometimes, as a “strategic enabler.” the work performed by their European counterparts
to comply with the enhanced requirements under the
new regime, being therefore able to provide additional
focus on the business agenda.

Cyber risk; significant economic and geopolitical events,
e.g., Brexit; and US elections will continue to shape the
industry in the coming years and are future areas

of focus for CROs. (Re)insurers’ approach to the identification and
management of emerging risks in Bermuda is somewhat
less developed compared with Europe, where ORSA
requirements largely drove the need for more structure
and formalization in approach.

There are common challenges in implementing the three
lines of defense model, particularly in terms of evidencing
independence between Line 1 and Line 2 teams.

Although CROs recognize the importance of continuing
to invest in technology, their focus remains on people,
particularly in terms of upskilling their teams in the area
of cyber risk and data analytics.

Although operational risk is an area for further
improvement across all jurisdictions, this is not perceived
as a key area of increased focus in Bermuda going
forward.
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In summary

» The risk function has clearly established itself in the organizational
structure, with CROs playing a role across all key processes within the
organization.

» Bermuda CROs are confident in their ability to meet the enhanced
requlatory requirements arising from the implementation of the
Solvency Il equivalence regime, recognizing that regulatory change
will continue in the future.

» While the external risk environment continues to evolve — leading to
new and rapidly changing risks — room for improvement exists to further
formalize and structure a framework for the effective management of
emerging risks as part of the overall risk management framework.

» Technology is recognized as one of the key tools to aid monitoring and
reporting capabilities across risk functions. CROs are clear on the need
to maintain an effective balance between investment in skill sets and
investment in new technologies.

» Looking ahead, CROs acknowledge that their role will continue to evolve
to meet the needs of their organizations, with the aim of becoming even
more influential at the executive table and steering their firms' strategic
direction.
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AL
Q

ht questions to ask yourself

Do my colleagues in the business share my view of the role of risk?

Is risk as close a contributor as it could and should be to all the strategic change projects
within the business?

Do my best people have a clear career path with the firm? How will | close the talent gap,
train and retain, and build for the future?

How can | contribute to an agile global business while promoting suitable cascades of
information and decision-making?

Whom have | asked to own the assessment of technology options in risk?

Where should we aim to influence further with other functions and initiatives within
the business?

How much more should risk focus on operational risk and cyber risk in particular?

Do | have the right people driving the rhythm of interaction with each regulator and is
everybody connected appropriately?
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For more information, please contact the report authors directly:

Chris Maiato
EY Bermuda Ltd.

Principal, BBC Advisory Services Leader

+1 441 294 5346
chris.maiato@bm.ey.com
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EY Bermuda Ltd.

Senior Manager, BBC Insurance Risk

+1 441 294 5398

paolo.fiandesio@bm.ey.com

Or please contact your usual EY contact:
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+1 441 294 5653
pete.cangany@bm.ey.com
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craig.redcliffe@bm.ey.com
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+1 441 294 5378
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About EY

EY is a global leader in assurance, tax, transaction and advisory services. The insights and quality
services we deliver help build trust and confidence in the capital markets and in economies the world
over. We develop outstanding leaders who team to deliver on our promises to all of our stakeholders. In
so doing, we play a critical role in building a better working world for our people, for our clients and for
our communities.

EY refers to the global organization, and may refer to one or more, of the member firms of

Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young Global Limited,
a UK company limited by guarantee, does not provide services to clients. For more information about
our organization, please visit ey.com.

EY is a leader in serving the global financial services marketplace

Nearly 51,000 EY financial services professionals around the world provide integrated assurance, tax,
transaction and advisory services to our asset management, banking, capital markets and insurance
clients. In the Americas, EY is the only public accounting organization with a separate business unit
dedicated to the financial services marketplace. Created in 2000, the Americas Financial Services
Organization today includes more than 11,000 professionals at member firms in over 50 locations
throughout the US, the Caribbean and Latin America.

EY professionals in our financial services practices worldwide align with key global industry groups,
including EY's Global Wealth & Asset Management Center, Global Banking & Capital Markets Center,
Global Insurance Center and Global Private Equity Center, which act as hubs for sharing industry-
focused knowledge on current and emerging trends and requlations in order to help our clients
address key issues. Our practitioners span many disciplines and provide a well-rounded understanding
of business issues and challenges, as well as integrated services to our clients.

With a global presence and industry-focused advice, EY's financial services professionals provide high-
quality assurance, tax, transaction and advisory services, including operations, process improvement,
risk and technology, to financial services companies worldwide.
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