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Foreword
Bermuda has taken proac1ve and posi1ve steps to achieve its reputa1on as a leading interna'onal ﬁnancial
centre, commi'ed to quality and integrity. As part of that, Bermuda has established a strong and robust
regulatory regime to combat money laundering and the ﬁnancing of terrorism and prolifera6on, that is compliant
with the interna%onal standards. We have con%nually and proac%vely taken steps to assess and enhance our
framework and to play a leading role in the global ﬁght to combat money laundering and terrorist ﬁnancing. In
order to maintain and enhance this global reputa#on, as a country we are aware that we must comprehensively
examine our economic, legal and regulatory environments, to best understand the risks we face. That allows us
to formulate appropriate policies and strategies to address these risks and to place resources where they can
have the greatest impact to combat the scourge of criminality. Bermuda is not willing to be used as a home for
criminal ac)vity or a hiding place for illicit proceeds, from either domes,c or foreign sources.
This is why I am pleased to publish this Report on Bermuda’s na-onal inherent money laundering risks and on the
relevant terrorist ﬁnancing risks. The money laundering risk assessment, undertaken in 2017 is Bermuda’s second
risk assessment of money laundering, and was a follow-up to the na*onal money laundering risk assessment
carried out in 2013. The terrorist ﬁnancing risk assessment was conducted in 2016 and was Bermuda’s ﬁrst
analysis of these risks. These assessments were done in accordance with the interna5onal standards established
by the Financial Ac.on Task Force.
The objec.ve was to be8er iden.fy, assess and understand the money
laundering and terrorist ﬁnancing risks to which Bermuda is exposed, given our unique economic and geographic
context, so that we can ensure appropriate ac/on is being taken to eﬀec/vely mi/gate and manage the risks.
The work carried out involved all of Bermuda’s competent and supervisory authori9es that have responsibili9es
for Bermuda’s an.-money laundering and an!-terrorist ﬁnancing regime. The ini1a1ve had the full support of the
Cabinet and the senior public service execu4ves, who provided the necessary founda4onal support to facilitate
the work. The private sector, who play an important front-line role in this ﬁght, provided necessary data,
perspec&ve and insight to facilitate a more comprehensive and credible analysis of the factors that are relevant to
the determina+on of risk. I am grateful for the professionalism and commitment that those involved have
demonstrated to ensure that these ini.a.ves were successfully completed.
The outcomes of these risk assessments provide valuable informa6on to stakeholders in the Government,
supervisory authori.es, and those in the private sector, to support their eﬀorts to address the challenges they
face in tackling these illicit ﬂows. It is also a tool for the Cabinet to assist in their work to ensure strong and
sustainable growth of the economy and opportuni6es for all. The results of these na6onal assessments have
already been considered by Cabinet and the Ac2on Plan, derived from the ﬁndings, has been approved and is
already being implemented.
This Government is determined to con0nually demonstrate Bermuda’s long-standing commitment to eﬀec!vely
protec'ng its borders and addressing these nefarious crimes I am conﬁdent that by appropriately responding to
these risks, and with con0nued coopera0on and synergy between the public and private sectors, we will ensure
that our regime con.nues to be eﬀec+ve in addressing these types of criminal ac+vity and that Bermuda remains
a great place to conduct legi/mate and quality business.
The Hon. E. David Burt, JP, MP
Premier of Bermuda and Minister of Finance
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Executive Summary
All jurisdic%ons must unite in the global ba2le against money laundering, terrorist ﬁnancing and the ﬁnancing of
prolifera)on. The Government of Bermuda has con3nually expressed and demonstrated its commitment to
maintaining a robust and eﬀec1ve regime to combat these risks that meets interna'onal standards. But these
risks can be nebulous and the landscape in which criminals operate can shi4, so jurisdic7ons must remain vigilant
and keep their standards up-to-date.
The Government of Bermuda performed its ﬁrst na#onal money laundering (ML) risk assessment in 2013, which
was followed in 2016 with an assessment of its terrorist ﬁnancing (TF) risk. In 2017, a wide-reaching,
comprehensive update to the 2013 ML risk assessment was conducted. These three na*onal risk assessments
have provided an important basis for con$nued strengthening of Bermuda’s framework to combat ML and TF.
This report contains key informa,on on the inherent ML risks resul+ng from the 2017 analysis and documents the
understanding of Bermuda’s na#onal TF risk. In addi'on to providing informa'on about Bermuda’s threat and
vulnerability proﬁle, this report will highlight the factors that contribute to the strength and eﬀec7veness of
Bermuda’s AML framework, as well as providing informa1on on steps being taken to further enhance the regime.
In the 2017 ML assessment, Bermuda’s overall threat ra$ng for money laundering was placed at medium- high (as
compared to medium in 2013). This threat ra$ng does not reﬂect a change in the na$onal situa$on, but rather
reﬂects a be*er understanding and more eﬀec+ve analysis of the threats that exist, owing to more
comprehensive informa/on and sta/s/cs and the greater level of experience and exper$se.
Foreign crimes, such as fraud, corrup-on, market manipula-on/insider trading, interna'onal tax crimes and
foreign bribery and corrup0on, as well as drug traﬃcking in the domes)c landscape were assessed to have the
highest ML threat. The poten)al scale of money laundering that can be derived from these oﬀences has a direct
impact on Bermuda's ﬁnancial ins3tu3ons and other intermediary sectors that provide services to interna1onal
clients.
For the ﬁrst *me, the na*onal risk assessment exercise in 2017 produced ﬁndings on the ML risk for key sectors of
the economy. A money-laundering threat ranking was produced for each of these sectors, then a determina*on
was made about the inherent money-laundering risk for these sectors, taking into account the ﬁndings on
inherent vulnerability. Based on the sectoral threats and the inherent ML vulnerability assessment, the sectors
with the highest ML inherent risk are: banking; securi'es; trust service providers (TSP); and corporate service
providers (CSPs). The sectors with medium-high ML inherent risk are: legal, insurance (long-term direct); and
money services businesses (MSBs), while dealers in precious metals; real estate; be#ng; and gaming are medium
risk. The Bermuda Stock Exchange (BSX); accountants and dealers in high-value goods have a medium-low ML
inherent risk. In addi'on, it should be noted that the casino gaming sector was given a low threat ra1ng as there
are currently no casinos opera/ng in Bermuda.
There was no evidence of terrorism or terrorist ﬁnancing having taken place in Bermuda, so the assessment of
sectoral vulnerability was based on poten&al risk. For most sectors, as expected, the sectoral TF vulnerability was
deemed to be either low or medium-low with only the not-for-proﬁt sector assessed at a medium ra#ng.
To keep the An#-Money Laundering/An0-Terrorist Financing (AML/ATF) threat and vulnerability levels in check—
and to reduce them—the Government of Bermuda has imposed extensive requirements for controls across
various sectors. In the private sector, the implementa1on of those controls is at diﬀerent stages. Financial
sectors that have been subject to AML obliga5ons and supervision for an extended period of -me, generally have
greater awareness and understanding of AML ma2ers.
5

Given Bermuda’s commitment to safeguarding its ﬁnancial system from abuse by criminal elements, key ac:on
items have been given a high priority to ensure the con3nued eﬀec3veness of the AML/ATF framework. A
number of legisla/ve, ins/tu/onal and opera/onal changes have already been implemented and the work is
ongoing. Along with the signiﬁcant work done in prior years, a na6onal strategy and ac6on plan, formally
documented in 2016, has already shown a posi.ve impact and con.nues to be reviewed and updated. The results
of these risk assessments con-nue to be incorporated into that ever-evolving plan. Government and other key
non-government ins$tu$ons are also assessing the results of the work done and are appropriately upda1ng and
implemen'ng their ac'on plans. Prac&cally, this means that intelligence and law enforcement should focus on
ﬁnancial crimes stemming from the ﬁnancial services sector and supervisors should focus on those sectors and
en##es that have the most prominent vulnerabili#es.
It is important for the private sector to review the results of these risk assessments and ensure that their
AML/ATF ac*vi*es appropriately reﬂect the required risk-based approach. AML/ATF eﬀorts should be focused on
those threats and vulnerabili0es that are most relevant to each sector.
With con)nued diligence and hard work, Bermuda can con)nue its interna)onal commitment to eﬀec$vely
combat money laundering, terrorist ﬁnancing and the ﬁnancing of prolifera6on.
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Chapter 1: Introduction and Context
The Government of Bermuda is determined to con4nually improve its understanding of ML and TF risk in
Bermuda. The Government of Bermuda also con$nuously strives to strengthen and improve Bermuda’s AML/ATF
framework and to design policies and strategies to eﬀec'vely mi'gate the risks. However, a country’s exposure
to, and ability to combat, ML and TF are framed by the unique context of the jurisdic5on, the features of which
must be considered when analysing these risks. Relevant requirements in this regard and guidance is provided by
the Financial Ac,on Task Force (FATF) in rela(on to these ma#ers, which were taken into account in these
assessments.
Competent and supervisory authori2es have been ac2vely involved in the assessments that are the subject of this
report, and in a coordinated and collabora-ve way, have carried out the required analysis. This has enabled them
to further their knowledge and understanding of Bermuda’s ML and TF risks and have the relevant informa.on
required to play their part to further strengthen our regime and ensure that appropriate risk-based programmes
are being eﬀec+vely implemented.
Industry has also played a key role in these assessments and have provided cri5cal input into the process. In
rela%on to dissemina+on of the results to industry, informa+on sessions have been held by the relevant
supervisory authori.es and wri2en documenta.on provided on the relevant threats and vulnerabili.es. This
report, which highlights the results of the ML and TF risk assessments done by Bermuda to date, is therefore a
further step in ensuring that ﬁnancial ins1tu1ons (FIs) and Designated Non-Financial Businesses and Professions
(DNFBPs) are fully aware of this important informa2on to assist in their own risk assessments and the
development of appropriate risk-based programmes.

Relevant FATF requirements
The acknowledged interna'onal standard se)er for AML/ATF ma)ers is the Financial Ac7on Task Force (FATF). Its
Recommenda)ons and associated Methodology set out the requirements for the framework and mechanisms
that jurisdic(ons—along with their relevant public and private sector agencies—must have in place to combat
money laundering, prolifera1on and terrorist ﬁnancing.
FATF Recommenda)on 1 states, in part:
Countries should iden.fy, assess, and understand the money laundering and terrorist ﬁnancing
risks for the country, and should take ac3on, including designa3ng an authority or mechanism
to coordinate ac#ons to assess risks, and apply resources, aimed at ensuring the risks are
mi#gated eﬀec#vely. Based on that assessment, countries should apply a Risk-Based
Approach (RBA) to ensure that measures to prevent or mi5gate money laundering and
terrorist ﬁnancing are commensurate with the risks iden3ﬁed. This approach should be an
essen$al founda$on to eﬃcient alloca$on of resources across the an$-money laundering and
countering the ﬁnancing of terrorism (AML/CFT) regime and the implementa=on of risk based
measures throughout the FATF Recommenda3ons.
Technical Compliance Criteria 1.4 of the FATF Methodology requires that “Countries should have mechanisms to
provide informa-on on the results of the risk assessment(s) to all relevant competent authori(es, self-regulatory
bodies (SRBs), ﬁnancial ins/tu/ons and DNFBPs.”
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Under the characteris-cs of an eﬀec-ve system, the FATF’s Eﬀec%veness Methodology states that “A country
properly iden+ﬁes, assesses and understands its money laundering and terrorist ﬁnancing risks, and co-ordinates
domes&cally to put in place ac&ons to mi&gate these risks. This includes the involvement of competent
authori(es and other relevant authori(es; using a wide range of reliable informa(on sources.”

Bermuda’s Geographical Context
Bermuda comprises the Bermudas or Somers Islands, an archipelago of some 150 islands in the Atlan;c Ocean,
about 570 nau+cal miles southeast of North Carolina in the USA. Ten of the islands are linked by bridges and
causeways to form the principal mainland. Bermuda covers an area of approximately 21 square miles, is some 22
miles long and rarely more than one mile wide and has 60 miles of coastline. Its principal municipal areas are the
City of Hamilton (the capital) and the Town of St. George. Bermuda is less than two hours ﬂying 1me from key
northeastern North American ci/es and there are good airline service providing direct access to the United States
of America USA), United Kingdome (UJK) and Canada. Since Bermuda has no direct gateways to any other
countries, all passengers ﬂying to Bermuda on commercial ﬂights must transit through major ci6es in the USA, UK
or Canada. Because of its loca-on, most cruise ships come from ports in the USA, but there are occasionally
vessels that come from UK ports.

Bermuda’s Political and Juridical Context
Bermuda is the United Kingdom’s oldest overseas territory with internal self-government, and it exercises a high
degree of control over its own aﬀairs, except for defence, internal security, and interna/onal aﬀairs.
The Head of State is the Bri0sh monarch, whose representa0ve in Bermuda is the Governor. The principal bodies
that cons)tute the poli)cal decision-making process in Bermuda are the Cabinet and the Legisla've branch, which
is comprised of the House of Assembly and the Senate. The House of Assembly has 36 members elected from 36
cons%tuencies, represen%ng the public’s vote during the General Elec%on. The party in power is the one which
holds the majority of the seats in the House of Assembly; and the leader of that party serves as Premier of
Bermuda. The Senate, or Upper House, has 11 members and is an appointed body. Five members are appointed
on the advice of the Premier, three on the advice of the Opposi+on leader, and three by the Governor. The
Senate does not have any power to veto or amend any legisla4ve proposals presented by the House and can only
defer the proposal for up to a period of one year.
The Premier is formally appointed by the Governor and nominates the Cabinet Ministers and designates the
por$olios for which they are each responsible. The Government is currently comprised of 11 ministries including
the Cabinet Oﬃce with Responsibility for Government Reform. The Cabinet Ministers are each responsible for the
opera&ons and strategy of their par&cular Ministry and are accountable to the Legislature. General elec)ons are
held at most every ﬁve years, with the most recent being held on July 18, 2017.
Bermuda’s legal system is based on the UK model, consis8ng of codiﬁed legisla8on and English common law. The
court system is made up of Magistrate Courts, the Supreme Court, a local Court of Appeal, with ﬁnal appeal to the
Privy Council in the United Kingdom. Bermuda also has a long-established and transparent legal system as well as
an extensive, well-qualiﬁed support system of legal professionals.

Bermuda’s Economic and Social Context
Bermuda’s economy is based primarily on interna#onal ﬁnancial services and tourism, both of which represented
a signiﬁcant por-on of Bermuda’s 2016 nominal GDP of BD $6.1 billion, or real GDP of BD $4.6 billion. The
Bermuda dollar is pegged to the US dollar at a ﬁxed exchange rate of US$1.00=BD $1.00 (par).
8

Bermuda has four licensed banks, all serving domes6c and interna6onal clients. Bermuda’s corporate registry has
approximately 16,000 registered legal en##es, and approximately 1,300 of these are AML/ATF regulated FIs.
According to the 2016 Popula'on and Housing Census Report. Bermuda had a popula-on of 63,779, of which
19,332 residents are foreign born and 9,506 are foreign born workers. The popula*on of foreign workers is
drawn from a large number of countries, with the UK, Canada, the USA, Azores/Portugal, Asian countries and
Caribbean na)ons accoun)ng for the largest percentage.
The oﬃcial language is English, and Bermuda has a high standard of educa2on, coupled with high literacy rates.
There is free compulsory educa2on in government schools for students aged between 5 through 18. About 87%
of the adult popula,on has graduated from secondary school, and a signiﬁcant propor,on of secondary-school
graduates go on to higher educa&on, either in Bermuda or overseas.
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Chapter 2: Bermuda’s AML/ATF Legislative
Framework and Key Agencies
Legislative Framework
Bermuda has a comprehensive suite of legisla5on to combat money laundering and the ﬁnancing of terrorism and
prolifera)on.

Core Legislation
Key laws in rela!on to AML/ATF include:
i.

Proceeds of Crime Act 1997 (POCA) – This Act establishes the criminal oﬀences of money laundering, sets
the legal framework for conﬁsca2ng proceeds of crime and confers inves2ga2ve power on the police. The
Act also confers expansive informa(on-gathering powers to the police rela,ng to inves,ga,ons and
contains provisions empowering the courts to make conﬁsca,on orders, forfeiture orders and freezing
orders and to impose other penal/es. It contains the provisions rela+ng to ﬁling of Suspicious Ac"vity
Reports (SARs) and provides the legisla5ve basis for regula5ons to impose requirements on speciﬁed
Financial Ins#tu#ons (FIs) and Designated Non-Financial Businesses and Professions (DNFBPs) for
preven"ve measures in rela"on to AML/ATF ma5ers. It also contains the legisla.ve basis for the Minister
responsible for Jus.ce to give direc.ons in rela.on to ma6ers that have signiﬁcant ML/TF risk. It
establishes the Na+onal An+-Money Laundering Commi%ee (NAMLC) and establishes the civil recovery
regime which provides for the Enforcement Authority to recover funds that are the proceeds of criminal
conduct.

ii.

An#-Terrorism (Financial and other Measures) Act 2004 (ATFA) – This Act criminalises the ﬁnancing of
terrorism and establishes a series of oﬀences rela2ng to involvement in arrangements for facilita2ng,
raising or using funds for terrorism purposes. The Act also confers informa1on gathering powers on the
police and empowers the courts to make orders and impose penal.es in rela.on to inves.ga.ons rela.ng
to terrorism oﬀences. It also contains relevant provisions in rela/on to TF and Prolifera)on Financing (PF)
ma#ers that appropriately mirror those rela/ng to ML that are contained in POCA.

iii.

Proceeds of Crime (An0-Money Laundering and An/-Terrorist Financing) Regula2ons 2008 (Regula2ons)
– This legisla*on was established in accordance with POCA and ATFA. The regula'ons prescribe the
preven&ve measures to be taken by AML/ATF regulated FIs and regulated Non-Financial Businesses and
Professions (DNFBPs).

iv.

Proceeds of Crime (An0-Money Laundering and An/- Terrorist Financing Supervision and Enforcement)
Act 2008 (SEA) – This Act establishes the supervisory framework whereby supervisory authori4es are
required to monitor certain persons and take measures to secure compliance by such persons with
regula'ons made under the Proceeds of Crime Act 1997 and the An'-Terrorism (Financial and Other
Measures) Act 2004. The responsibili-es and powers of supervisory authori-es are prescribed as well as
the civil penal,es for breach of the Regula,ons.
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v.

Criminal Code Act 1904 – This Act criminalises a wide range of oﬀences, which comprise the majority of
the predicate oﬀences for money laundering; and establishes the framework for charge, prosecu:on and
sentencing of all oﬀenders.

vi.

Misuse of Drugs Act 1972 – This Act criminalises a wide range of drug traﬃcking oﬀences and provides
addi$onal police powers for inves$ga$ng such oﬀences including forfeiture orders.

vii.

Bribery Act 2016 – The Bribery Act amalgamates all bribery oﬀences, including bribery of a foreign public
oﬃcial. The Act also prescribes the procedure for repor*ng, prosecu*on and penal*es.

viii.

Revenue Act 1898 – This Act provides the regulatory regime for Customs and confers appropriate powers
on the Collector of Customs.

ix.

Companies Act 1981 – This Act provides the framework for the incorpora(on, registra(on, and winding-up
of companies. Other legisla,on which relate to the establishment and opera2on of other types of legal
en##es in Bermuda include the Partnership Act 1902; the Limited Partnership Act 1883; the Exempted
Partnerships Act 1992; the Overseas Partnerships Act 1995; the Limited Liability Company Act 2016; and
the Segregated Accounts Companies Act 2000. These Acts are reinforced and supported by the Registrar
of Companies (Compliance Measures) Act 2017, which confers powers on the Registrar of Companies to
be#er provide for inspec/on of, and compliance by, certain en//es that are registered in Bermuda.

x.

Exchange Control Act 1972 – This Act provides the regulatory framework for exchange controls and
includes provisions that allow for the ve3ng of beneﬁcial owners. This Act and the Exchange Control
Regula'ons 1973 are important components of Bermuda’s long-standing history of knowing and ve#ng
the key players behind companies registered in Bermuda.

xi.

Chari&es Act 2014 – The Chari)es Act imposes a registra,on framework for chari,es and establishes a
risk-based supervisory framework for registered chari6es, to ensure compliance with regula%ons that
prescribe the AML/ATF obliga5ons on chari5es: the Chari'es (An'-Money Laundering, An0-Terrorist
Financing and Repor.ng) Regula.ons 2014.

xii.

Criminal Jus,ce (Interna,onal Co-opera%on) (Bermuda) Act 1994 – This legisla*on establishes the
framework to enable Bermuda to provide legal assistance, evidence and other material support, to cooperate with other countries in the inves0ga0on and prosecu0on of criminal oﬀences and the deten0on
and recovery of criminal proceeds.

xiii.

Interna'onal Coopera)on (Tax Informa)on Exchange Agreements) Act 2005 – This Act makes general
provision for the implementa0on of tax informa+on exchange agreements entered into by the
Government of Bermuda, as authorised by the Government of the United Kingdom, with other jurisdic.ons
and to enable the Minister of Finance to provide assistance to the competent authori6es of such
jurisdic(ons under such agreements.

xiv.

Interna'onal Sanc'ons Act 2003 – The Sanc)ons Act allows the Minister responsible for legisla!ve aﬀairs
to make the necessary regula1ons for the interna1onal sanc1ons regime. Other relevant Sanc-ons related
legisla'on include:
• Interna'onal Sanc'ons Regula'ons 2013 – These Regula'ons, whose legisla,ve basis is derived from
the Interna!onal Sanc!ons Act, provide the mechanism for Overseas Territories Orders for
interna'onal sanc%ons measures (United Na+ons and others) to be brought into force in Bermuda.
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•

Interna'onal Sanc'ons No'ce 2017 – This No"ce confers powers by any provision to any of the
Orders listed in Schedule 1 to the Interna3onal Sanc3ons Regula3ons 2013 to maintain and publish a
list of designated or listed persons cons0tu0ng the target of ﬁnancial sanc0ons and a list of restricted
goods.

Additional Legislation
In addi'on to the above core legisla/on, the framework for monitoring and enforcing compliance is strengthened
by measures contained in the primary Acts establishing the supervisory authori2es which include the:
i.

Bermuda Monetary Authority Act 1969 – This Act established the Bermuda Monetary Authority and
provides its powers for, among other things, the regula5on and supervision of ﬁnancial ins5tu5ons and the
preven&on of ﬁnancial crime.

ii.

Casino Gaming Act 2014 – This legisla*on provides for integrated resorts, to allow casino gaming, to
establish a Bermuda Casino Gaming Commission and to establish a Problem Gaming Council to address
problem gambling.

iii.

Financial Intelligence Agency Act 2007 – This Act established the na'onal Financial Intelligence Unit (FIU)
as an independent, autonomous agency to receive reports of suspicious transac1ons from regulated
ﬁnancial ins)tu)ons and other persons and to collate, analyse and, as appropriate, disseminate
informa(on to law enforcement and other competent authori/es for inves*ga*on or other ac)on.

iv.

Real Estate Brokers’ Licensing Act 2017 – This Act provides for the opera.on of a licensing regime for the
Real Estate industry and establishes the supervisory framework.

v.

Bermuda Bar Act 1974 and Chartered Professional Accountant of Bermuda Act 1973 – These Acts
contain provisions relevant to the establishment and opera2on of the Barristers and Accountants
AML/ATF Board and the oversight of persons in the legal and accoun:ng sectors.

In addi'on, the suite of regulatory legisla/on can also be used as part of the AML/ATF framework and includes the
following pieces of legisla.on:
•
•
•
•
•
•
•

Banks and Deposit Companies Act 1999
Corporate Service Provider Business Act 2012
Insurance Act 1978
Investment Business Act 2003
Investment Funds Act 2006
Money Services Business Act 2016
Trusts (Regula)on of Trust Business) Act 2001
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Key AML/ATF Agencies
The Government of Bermuda has, by statute or delega&on, designated the following agencies to play a leading
role to address AML/ATF ma*ers:
Agency
Na#onal An#Money Laundering
Commi%ee
(NAMLC)
A"orney General’s
Chambers (AGC)
The Bermuda
Casino Gaming
Commission
(BCGC)
Bermuda
Monetary
Authority (BMA)
Bermuda Police
Service (BPS)
The Department
of Customs
(Customs)
The Department
of Public
Prosecu(ons (DPP)
Financial
Intelligence
Agency (FIA)
The Ministry of
Finance (MoF)
The Ministry of
Legal Aﬀairs
(MoLA)
The Registry
General (RG)
The Registrar of
Companies (RoC)
The
Superintendent of
Real Estate (SoRE)
The Barristers and
Accountants
AML/ATF Board
(Board)

Primary role within the AML/ATF regime
! AML/ATF advisory and coordina(ng body
! The Oﬃce of NAMLC acts as secretariat for NAMLC and plays a key role in rela+on to
coordina(on and development of the na(onal policies, framework and programme.
!
!
!
!

Central authority – Mutual Legal Assistance
Civil asset recovery
Supervisory authority for casino gaming
In progress – to become the supervisory authority for be'ng

!
!
!

Supervisory authority for ﬁnancial sector
Responsibili*es in rela*on to ve#ng and retaining informa/on on beneﬁcial ownership of
legal persons
Criminal inves&ga&ons

!

Immigra'on and customs control at all ports of entry

!
!

Criminal prosecu/ons
Conﬁsca(on/forfeiture (convic'on based)

!
!
!
!
!
!
!

Receipt of Suspicious Ac"vity Reports (SAR) and analysis and dissemina)on of SARs and other
ﬁnancial intelligence
Supervisor for dealers in precious metals and stones and other high-value dealers
Authority for exchange of tax informa(on
Domes&c tax authority
Minister appoints NAMLC Chair
Minister with key responsibili1es under POCA, SEA and ATFA
In progress – to become the delegated authority for targeted ﬁnancial sanc5ons

!
!
!

Supervisory Authority for Chari2es
Registrar of births, deaths and marriages
Registra)on and regula'on of legal en&&es (company registry)

!

Supervisory Authority for real estate brokers and agents

!

Supervisory Authority for independent professionals – lawyers and accountants
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The National Anti-Money Laundering Committee
and the Office of NAMLC
NAMLC was established by Sec#on 49 of POCA 1997 and advises Government Ministers on AML/ATF ma#ers. Its
role is deﬁned as follows:
•

•

Advising Government Ministers in rela%on to:
o the detec%on and preven%on of ML/TF and the ﬁnancing of prolifera%on;
o the development of a na-onal plan of ac-on to include recommenda-ons on eﬀec-ve
mechanisms to enable competent authori.es in Bermuda to collaborate with each other
concerning the development and implementa1on of policies and ac1vi1es to combat ML/TF and
the ﬁnancing of prolifera0on.
Advising the Government Ministers about Bermuda’s par,cipa,on in the interna,onal eﬀort against
ML/TF and the ﬁnancing of prolifera(on, including the development of policies.

NAMLC consists of a Chair, appointed by the Minister of Finance, and the heads of all of the competent
authori(es that are primarily involved in AML/ATF ma9ers. Through regular mee,ngs of the commi%ee and its
working groups, NAMLC works to ensure that AML/ATF ma:ers are appropriately addressed and facilitates
coordina(on, collabora'on and coopera*on. There are three permanent working groups established: the
Legisla(ve and Policy Working Group, the Supervisory Forum and the Opera4onal Working Group. In addi'on, a
Sanc%ons Working Group has been established to address key ma6ers in rela7on to the development and
implementa)on of targeted ﬁnancial sanc.ons.
The Oﬃce of the NAMLC is the Secretariat for NAMLC and works with NAMLC agencies and other en##es to
ensure that the mandate of NAMLC is eﬀec6vely carried out. It plays a key role, on behalf of NAMLC, in
coordina(ng Bermuda’s AML/ATF na#onal and mul%-agency ac#vi#es, including na%onal risk assessments and
development of na-onal policies.

The Attorney General’s Chambers (AGC)
The AGC, on behalf of the A0orney General, acts as the legal advisor to the Government and is responsible for
mutual legal assistance in responding to foreign requests for formal assistance in criminal ma1ers. The AGC also
deals with requests (on behalf of the DPP) to other countries to assist Bermuda in ML/TF criminal ma>ers.
The AGC, on behalf of the A0orney General and Minister of Legal Aﬀairs, also plays a key role in rela<on to civil
recovery of assets deemed to be the proceeds of criminal conduct.

Bermuda Casino Gaming Commission (BCGC)
The BCGC was established in 2015, by the Casino Gaming Act 2014, to regulate casinos in Bermuda. The BCGC has
developed ﬁve key principles which outline the requirements for a casino to be established in Bermuda. These
are: suitability; accountability; integrity; collectability of payments and protec&on of the vulnerable.
Although no casinos are currently in opera2on in Bermuda, the BCGC has issued two provisional licences.
However, en%%es holding such provisional licences are not able to oﬀer gaming services to the public un#l a
comprehensive assessment of the suitability of relevant persons and en..es is undertaken and an opera&ng
licence has been issued. BCGC has done considerable work in rela3on to the development of its AML/ATF
framework. Further regula+ons to the Casino Gaming Act 2014 will be enacted to provide direc0on to casinos
and their operators on internal control requirements, policies and procedures necessary to manage ML/TF risks.
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Bermuda Monetary Authority (BMA)
The BMA was established by the Bermuda Monetary Authority Act 1969 as the sole ﬁnancial services regulatory
body in Bermuda. In addi'on to the core ﬁnancial sectors of banking, insurance and investments, the BMA also
supervises persons licensed to conduct trust business, such as Trust service Service Providers (TSPs) and en##es
licensed to conduct Corporate Service Provider business (CSPs) in Bermuda. The BMA is also responsible for
supervising ﬁnancial en//es in order to combat ML and enforce ATF measures in Bermuda.
Through its role as a member of NAMLC, the BMA advises the Government on supervisory and regulatory ma2ers
rela%ng to ﬁnancial en%%es in order to ensure that robust AML/ATF legisla.on is in force to eﬀec,vely carry out
its statutory mandate and to meet domes$c and interna$onal standards and best prac%ces. Further, where
appropriate, the BMA develops and issues AML/ATF Guidance Notes to the sectors that it regulates.
The BMA —an independent authority—regulates the following ﬁnancial en))es in accordance with its
powers under Bermuda’s AMF/ATF framework:
• Banks
•

Credit Union

•

Securi&es Companies (investment businesses, investment funds and fund administrators)

•

Insurance: long-term business insurers (i.e., life and non-life insurers), insurance managers
and insurance intermediaries (brokers, salesmen and agents)

•

Money Service Businesses

•

Trust Service Providers

•

Corporate Service Providers

The BMA also has a statutory role in the company incorpora/on process in Bermuda, including, as appropriate,
ve#ng the applica*ons and keeping the registry of beneﬁcial owners of legal en33es on behalf of the Minister of
Finance.

Bermuda Police Service (BPS)
The BPS is responsible for inves0ga0ng crimes. The Organised and Economic Crime team deals with oﬀences of
ML/TF and with associated predicate oﬀences. The POCA places responsibili3es on the BPS to inves3gate, trace
and conﬁscate the proceeds of criminal conduct.
The BPS’s AML/ATF policy objec1ves are to:
• ensure that ﬁnancial inves-ga-ons become the cornerstone of all major proceeds-genera&ng cases
and TF cases
• iden%fy proceeds of crime, trace assets, and ini0ate asset conﬁsca0on measures, and use temporary
measures such as freezing/seizing, and restraint powers when appropriate
• ini#ate ML inves)ga)ons when appropriate
• uncover ﬁnancial and economic structures, disrupt transna2onal networks, and gather knowledge on
crime pa)erns

The Department of Customs (Customs)
The Department of Customs is under the control of the Minister of Finance but is subject to the direc.ons and
instruc(ons of the Minister of Na(onal Security in rela(on to import and export prohibi(ons.
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Customs was established under the Customs Department Act 1952. Customs has border control and protec2on
responsibili*es, the key powers of which are contained in the Revenue Act 1898 In rela(on to the processing of
incoming passengers, customs oﬃcers carry out the primary traveler screening process for the Department of
Immigra'on.
The Department’s main responsibili+es are:
• facilita'on of legi(mate trade
• assessment and collec)on of duty revenue
• interdic(on of drugs and other contraband and the proceeds of crime at our borders

The Department of Public Prosecutions (DPP)
The Department of Public Prosecu3ons is responsible for public prosecu.ons, conﬁsca.on and convic&on-based
forfeiture of assets. DPP prosecutes criminal oﬀences, including in rela,on to ML and TF, and advises the BPS,
Government departments and the Criminal Injuries Compensa1on Board.

Financial Intelligence Agency (FIA)
The FIA was established by the Financial Intelligence Agency Act 2007 to act as an independent agency authorised
to receive, gather, store, analyse and disseminate informa4on rela4ng to ML, suspected proceeds of crime and
poten&al ﬁnancing of terrorism received in the form of Suspicious Ac"vity Reports (SARs). The repor(ng of
suspicious transac%ons requirements (Sec%on 46 of the Proceeds of Crime Act 1997 (POCA)) and +pping oﬀ
provisions (Sec-on 47 of POCA) apply equally to all persons during the course of their business, trade or
profession. The FIA has the authority to share relevant informa(on with the BPS, other domes+c competent and
supervisory authori(es and foreign ﬁnancial intelligence units.
The FIA is also the supervisory authority for dealers in precious metals and stones and other high value dealers in
speciﬁed retail sectors.

The Ministry of Finance (MoF)
The MoF supervises the economy of Bermuda and has overall responsibility for providing a framework for the
ﬁnancial management and control of Government ac+vi+es and ﬁnances. The Treaty Management and
Administra*on Unit within the MoF acts as the authority for the exchange of tax informa2on and the Oﬃce of the
Tax Commissioner, which has responsibility for domes8c tax ma9ers, is also a department within this Ministry.

The Ministry of Legal Affairs (MoLA)
The MoLA has administra1ve responsibility for the A!orney General’s Chambers, Judiciary, Department of Court
Services, DPP and Legal Aid Oﬃce. The Department has overall responsibility for upholding the cons%tu%on and
legal system of Bermuda, providing legal services together with the eﬃcient delivery and accessibility of jus;ce.
MoLA works closely with the Governor and Government House in rela9on to interna9onal sanc9ons and PF
ma#ers. The Minister has key responsibili,es and powers in rela,on to AML/ATF ma(ers under POCA, ATFA and
SEA. All Guidance Notes issued by supervisory bodies are subject to approval by the Minister. In addi'on, the
Minister can issue direc+ons to regulated ﬁnancial ins$tu$ons in rela$on to speciﬁed ma2ers involving high ML,
TF or PF risk. Ma#ers related to the issuing of regula*ons prescribing preven,ve measures for the preven/on and
detec%on of ML and TF, also fall within the purview of the Minister.
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The Registry General (RG)
The RG became the supervisory authority for chari)es under the Chari&es Act 2014. The applicable AML
requirements are detailed under the Chari0es AML/ATF regula0ons and as required under FATF, allows for a TFfocused, risk-based approach, both in rela,on to the requirements imposed and to the monitoring and
enforcement of compliance. This agency is part of the Ministry of Home Aﬀairs.

Registrar of Companies (RoC)
The RoC was established in 1970 and supervises all registered en::es (i.e. companies, partnerships, and Limited
Liability Companies (LLCs)) formed under the following opera2ve Acts:
•
•
•
•
•
•
•

Companies Act 1981
Partnership Act 1902
Limited Partnership Act 1883
Exempted Partnerships Act 1992
Overseas Partnerships Act 1995
Limited Liability Company Act 2016
Segregated Accounts Companies Act 2000

The Compliance Measures Act 2017 grants the RoC addi+onal power and responsibili+es in rela+on to monitoring
and enforcing compliance with legisla2on that applies to establishing and opera&ng legal en''es registered
and/or opera*ng in or from Bermuda.
The RoC is also responsible for:
• revenue collec%on
• providing publicly searchable records of registered en44es
• company inves&ga&ons and complaint resolu&on
• company winding-ups/strike oﬀs
• handling certain bankruptcies and liquida1ons

The Superintendent of Real Estate (SoRE)
The SoRE was designated under SEA as the supervisory authority for the Real Estate sector in Bermuda in
September 2016. At the same )me, the sector was brought into scope under the AML/ATF framework.
Addi$onal powers and responsibili$es in rela$on to AML/ATF supervision of the sector are contained in the Real
Estate Brokers’ Licensing Act 2017. This Act contains the applicable licensing requirements, including those in
rela%on to “ﬁt and proper” criteria to which the sector is subject, as well as a range of enforcement measures for
non-compliance with relevant legisla2on.

The Barristers and Accountants AML/ATF Board (Board)
The Barristers and Accountants AML/ATF Board (the Board) is a self-regulatory body established jointly by the
legal and accoun+ng sectors on the basis of their having similar professional codes, client bases and work
products. The Board was then established in law under Sec$on 25A of the Bermuda Bar Act 1974 and Sec$on 8A
of the Chartered Professional Accountants of Bermuda (CPA) Act 1973. Eﬀec%ve August 10, 2012, the Board was
designated as a supervisory authority by order of the responsible Minister, issued under Sec$on 4 of the Proceeds
of Crime (An,-Money Laundering and An/-Terrorist Financing Supervision and Enforcement) Act 2008 (SEA).
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The Board is responsible for supervising Regulated Professional Firms (RPFs) for compliance with the obliga0ons
under the AML/ATF Regula3ons. RPFs is deﬁned to bring into scope accoun4ng ﬁrms who are members of CPA
Bermuda and legal ﬁrms which advise clients in connec/on with speciﬁed ac/vi/es.
As the Board is not a government agency or a public authority, it is not a member of NAMLC. It does however,
work closely with the NAMLC agencies, in addressing ma+ers relevant to the eﬀec!ve development and
implementa)on of the regime. It is a member of the NAMLC Supervisory Forum and ac#vely par#cipates in
na#onal ini$a$ves.
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Chapter 3: Bermuda’s AML/ATF
Operational Framework
A. Regulation and Supervision
As highlighted previously, the Proceeds of Crime (Supervision and Enforcement) Act provides the legisla/ve
underpinning for the AML/ATF supervisory framework for regulated ﬁnancial ins>tu>ons and non-ﬁnancial
business and professionals as deﬁned in the Regula*ons. The supervisory bodies that derive their authority from
the provisions detailed in SEA are the BMA, the FIA, the SoRE and the Board. This sec(on provides informa)on on
the approach that these agencies take for monitoring and enforcement of compliance with the relevant AML/ATF
requirements.
The table below provides informa4on on the nature and size of the regulated sector.
Table 1: The Regulated Sectors

Sector

Number of Regulated
Entities in Sector
(as at Dec. 31, 2017)

Banking
(incl. credit union)
Securities

5
892

Insurance
Money Service Businesses

1485
2

Gaming
Betting

0
2

Real Estate

53

Dealers in precious metals and stones
Accountants

2
5

Lawyers

23

High-value dealers (Car, boat,
motorcycle and antique dealers; and
auctioneers)
Trust Service Providers
Corporate Service Providers

0

28
62
1

Other ﬁnancials (Bermuda Stock
Exchange)
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The Bermuda Monetary Authority's
Supervisory Framework
The BMA is responsible for licensing and supervising with regard to both ﬁnancial stability (i.e. pruden1al ma3ers)
and conduct-related issues (including AML/ATF) and se6ng out the AML/ATF control obliga:ons for the sectors it
supervises.
Its supervisory framework provides a comprehensive risk-based approach to AML/ATF supervision across those
sectors and en++es it regulates. The BMA uses the FATF Recommenda3ons and guidance1 as the basis for
developing this risk-based supervisory framework and is commi'ed to con,nuous engagement with FATF
direc&on in order to maintain a credible deterrent to ML/TF within its scope of responsibili8es.
The BMA’s AML/ATF supervisory framework comprises the following components:
1.
2.
3.
4.
5.
6.

Assessment of ML/TF risks and controls – to inform planning
Licensing and authorisa0ons – to eﬀect market entry controls
Regula'on and informa'on – to guide and inform regula/on and regulated FIs
Oﬀsite and onsite supervision – to assess the quality of controls for regulated FIs
Enforcement – to propor&onately address breaches of requirements
Monitoring and repor-ng – to ensure ongoing eﬀec-veness of supervisory ac-ons on compliance

Assessment of ML/TF risks and controls
The BMA conducts, or provides input to, ML/TF risk and control assessments at the na'onal, sectoral and en'ty
level. Each of these risk assessments is used to inform and cross-calibrate the overall results. This ensures that
the BMA, and other relevant competent authori5es in Bermuda, have a consistent, current and holis*c view of
ML/TF risks.
The BMA develops its understanding of the ML/TF risks facing sectors under its supervision by conduc=ng an
annual risk assessment at both sector and en2ty levels, using data calls and ques%onnaires. The risk assessments
are structured in three stages: understanding the inherent risk within a sector; assessing the eﬀec,veness of the
ML/TF controls in place; and es'ma'ng the level of residual risk in that sector. This risk assessment is used to
inform the Risk-Based Approach (RBA) to AML/ATF supervision across all stages of the AML/ATF supervisory
lifecycle. As the process is repeated in an itera/ve cycle of risk assessment and supervisory ac/vi/es, the BMA’s
understanding of residual risk is con1nually deepened and reﬁned. The results of these risk assessments informs
the annual calendar of supervisory ac3vi3es and requirements, including the development of the BMA’s
supervision strategies, priori/es and resourcing.

Licensing and Authorisations
A key component of the BMA’s RBA to supervision relies on robust market entry controls. This is achieved
through the BMA’s licensing process. The BMA plays a key “gatekeeper” role in ve#ng beneﬁcial owners for all
companies opera,ng in Bermuda, to address the risk of criminals or their associates from holding (or being the
beneﬁcial owner of) a signiﬁcant or controlling interest, or performing a management func6on, in a ﬁnancial
ins$tu$on. The market entry controls for ﬁnancial ins,tu,ons are based around the determina/on of beneﬁcial
ownership, assessment of ﬁt and proper shareholder controllers, and gran5ng of licensing or registra5on. The

1

2012 revised FATF Recommenda4ons and FATF Guidance for a Risk-based Approach “Eﬀec0ve supervision and enforcement
by AML/CFT supervisors of the ﬁnancial sector and law enforcement”, October 2015
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BMA places emphasis—through its licence and registra+on applica+on process—on ensuring that Bermuda
maintains quality-over-quan%ty of approved ﬁnancial ins%tu%ons.
Each of the various regulatory Acts administered by the BMA describes the legisla4ve requirements for the
licensing or registra-on of the respec-ve FIs. All local or overseas FIs (including non-resident insurance
companies) are subject to these Acts and are required to apply for and receive a licence, registra*on or
exemp%on, or where applicable, register an exemp4on with the BMA before they are able to conduct business in
Bermuda.
The licensing process in Bermuda for FIs consists of three stages:
1. Incorpora(on: the BMA conducts ve.ng as part of the incorpora(on process, which includes
a review of the shareholding and beneﬁcial ownership of the proposed company as well as
their suitability, considering any risks to the Bermuda economy.
2. Licence: this includes an assessment of controllers—in rela(on to “ﬁt and proper” criteria,
the business plan and governance arrangements, which would include proposed AML/ATF
policies and procedures as well as the source of funds.
3. Ongoing Monitoring: the BMA conducts ongoing monitoring of minimum licence criteria,
assesses changes in beneﬁcial ownership and controller informa5on and terms of the licence.

Regulation and Information
The BMA provides relevant input to NAMLC and, as appropriate, to Cabinet on AML/ATF-related items. The BMA
is also responsible for providing comprehensive guidance to industry on (i) how the AML/ATF regula2ons will be
applied; (ii) the expecta)ons of the BMA for individual sector compliance with the regula,ons and processes, and
(iii) enhancing overall understanding of AML/ATF ma*ers, including AML/TF risks. The BMA has implemented a
programme of industry outreach and communica3ons that ensures regular updates on these topics and promotes
a collabora(ve dialogue with industry.

Off-site and On-site Supervision
The BMA employs a risk-based approach to on-site and oﬀ-site supervision ac.vi.es appropriate to the level of
ML/TF risk of each supervised sector and their component FIs. The BMA’s risk-based framework for AML/ATF
supervision is underpinned by the risk proﬁles of each sector and of their component ins0tu0ons, as described
above. The supervisory plan is revised and implemented by the BMA on an annual basis.
The results of the NRA and the BMA’s annual sectoral risk assessments provide the main input for sectoral risk
proﬁling and supervision planning. This enables the BMA to conduct macro sectoral analysis of risk that can be
used to priori+se higher-risk sectors for enhanced supervision. Within each sector, the results of the BMA’s
en#ty-level risk assessment is used to iden0fy en00es with higher-risk proﬁles for enhanced supervision, taking
into account the risk proﬁle of the sectors to which they belong.
The reports arising from supervisory reviews are communicated to the FI concerned, and a formal programme of
follow-up is implemented to ensure that ma0ers are addressed in an appropriate and +mely manner. If serious
deﬁciencies in an FI’s AML/ATF regime are uncovered or remedia'on deadlines are missed, the RFI may be
referred to for enforcement ac+on.

Enforcement
The BMA exercises its powers of enforcement to fulﬁl its func+on as a supervisor and regulator of ﬁnancial
ins$tu$ons in Bermuda, to demonstrate its commitment to adhering to interna.onal standards and to foster a
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fair commercial environment in Bermuda. The BMA will take ac*on in accordance with the principles set out in its
Enforcement Guide, which include exercising powers in a fair, consistent and propor4onate manner. A key
guiding principle is that the Authority will apply enforcement sanc6ons that are dissuasive and propor$onate to
all of the surrounding circumstances, including risk.
Enforcement ac,ons are speciﬁcally intended to address and alleviate failures of compliance or breaches of
regula'ons, and to mark them with dissuasive outcomes. Where the nature of the breach is of suﬃcient
seriousness, enforcement measures or—as is more typically the case—a combina)on of remedia)on and
enforcement measures may be required. During the period covered by the risk assessment, the BMA used its
powers to levy civil ﬁnes, issue public and private sanc-ons and take other regulatory ac-on as required.

Monitoring and Reporting
The BMA carries out ongoing monitoring of the eﬀects of the supervisory process, as it is important to ensure
that BMA’s supervision is improving the compliance of the FIs. The steadily increasing numbers of SARs is one
indicator of enhanced compliance in the private sector, demonstra-ng an understanding of the key driver. .

The Financial Intelligence Agency’s Supervisory Approach
Amendments made to the SEA, which came into eﬀect on December 1, 2016, designated the Financial Intelligence
Agency as the supervisory authority for dealers in high-value goods (DiHVG, which include jewellery dealers; car,
boat and motorcycle dealers; precious metal and stone dealers; an)que dealers and auc)oneers). DiHVG were
brought into scope of the Proceeds of Crime (An0-Money Laundering and An/-Terrorist Financing) Regula2ons
2008 (Regula)ons), subject to the requirement that they be registered with the FIA if they intend to carry out cash
transac'ons equal to or above BD $7,500, or the equivalent in any other currency. Registered DiHVG must also
ﬁle Cash Transac&on Reports (CTRs) with the FIA whenever they carry cash transac8ons equal to or above BD
$7,500. En##es that fall within the deﬁni-on of DiHVG that are not registered with the FIA are not authorised to
accept cash above this threshold.

Outreach and Training
Having an eﬀec+ve programme of outreach and training is a key aspect of the FIA’s supervisory programme. Prior
to the regime being brought into eﬀect, the FIA conducted group training sessions advising the sector of the scope
and eﬀect of the forthcoming requirements. In addi'on, targeted outreach to all dealers in precious metals and
stones (and jewellers) was undertaken to ensure all such dealers were aware of the obliga'ons being imposed on
the sector. Targeted outreach was also conducted to other DiHVG who were known to have previously carried
out large cash-based transac+ons. This programme of outreach and training is an ongoing and important
component of the FIA’s supervisory approach.

Guidance and Communication
The FIA issued Guidance Notes to the Dealers in High-Value Goods sector on December 1, 2016. In addi'on, there
is ongoing communica+on with the en++es in the sector on ma$ers that are relevant to their AML/ATF
compliance. Persons from industry were involved in the ML risk assessment and communica(on of the results of
the NRA are part of the 2018 plan.

Supervision and Oversight
At the end of 2017 there were two businesses registered with the FIA. As part of the implementa)on of its new
regime, the FIA conducted 16 visits to poten3al registrants for the DiHVG regime. During these visits, the FIA
explained the new regime and all poten0al registrants were also given a registra0on package.
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All persons who submi0ed applica4ons for registra4on were subject to a ﬁt and proper assessment, and only
applicants, which met the requirements were considered for registra'on. This process is seen as an integral part
of the supervisory programme.
The FIA completed the ﬁrst round of on-site visits to registered businesses by December 2017 and the ﬁndings of
these on-site visits were provided to the registered DiHVGs along with &melines given for remedia&on of
iden%ﬁed deﬁciencies. The speciﬁed )melines were inﬂuenced by the nature, scope and assessed impact of the
gaps. Given the small number of registrants, the current plan is for annual visits, but it is intended that a more
risk-based approach will be developed and implemented.
Ensuring that unregistered en..es are not breaching the requirements is another core feature of the FIA’s
supervisory programme. Requests for informa/on were sent to ﬁve unregistered jewellery dealers to determine
the level of cash received in 2017 and the informa,on received has been assessed. Follow-up ac&on in rela&on to
these ma(ers, including applying enforcement measures, as necessary, will con7nue to be an ongoing part of the
FIA’s programme.

Risk Assessment
The FIA recognises the importance of ensuring that there is a good understanding of the risks in the sector and
that this informa,on is kept up to date. Therefore, the FIA has more recently surveyed every known business in
the sector to collect addi)onal informa(on that it reasonably requires to carry out its supervisory func$ons.
These data-gathering exercises will be conducted on a regular basis and the informa2on will be used to inform the
FIA’s supervisory approach and understanding of risks.

The Superintendent of Real Estate’s Supervisory Approach
The Superintendent of Real Estate has adopted a comprehensive approach to real estate sector supervision with
ac#vi#es ranging from educa#on to inspec#on and correc#ve ac#on. The supervisory framework includes all
tools and func%ons that will help achieve the highest level of compliance within the sector.
The Superintendent of Real Estate has implemented a risk-based approach to supervision that allows for the
appropriate focus of resources on high-risk en((es. The six key func)ons that form the basis of the
Superintendent’s risk-based supervisory framework are:
•
•
•
•
•
•

licensing
risk assessment
legisla've and policy interpreta'on
repor%ng en%ty assistance
monitoring and inspec/ons
correc%ve ac%ons/enforcement

The goal is to achieve high levels of coopera)on and compliance, to contribute to an eﬀec)ve system that will
minimise the poten(al for abuse by those involved in ML/TF ac(vi(es and also to reduce the need for
enforcement ac+ons.

Licensing Framework
An updated licensing framework has now been established in legisla/on that includes ﬁt and proper
requirements. On the basis of these requirements, new licences were issued, eﬀec%ve 1 December 2017.
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Risk Assessment
SoRE has conducted a risk assessment of the sector and iden0ﬁed the informa,on gaps. In this regard, an
assessment matrix was developed and used to update the required sta4s4cal return. This return was completed
and submi*ed by all brokers and has been subjected to review by the team of the SoRE.

Legislative and Policy Interpretation
The SoRE has issued Guidance Notes to provide further clariﬁca1on on the requirements in the relevant Acts and
regula'ons. The team is also implemen.ng coordina.on mechanisms to ensure that its legisla(ve and policy
interpreta$on is consistent with other AML/ATF supervisory agencies, to the extent deemed appropriate given
the nature and scope of the sector.

Reporting Entity Assistance
The development and circula2on of Guidance Notes, as noted above, has been a key ini0a!ve in this regard. In
addi$on, a number of outreach sessions have been held and an agreed strategy and ac.on plan has been
implemented to ensure that there is an ongoing programme to build awareness and understanding of AML/ATF
ma#ers, including in rela$on to ML/TF risks.

Risk-Based Monitoring and Inspection Programme
The team has completed its desk-based review of brokers’ AML/ATF policies and procedures and has begun the
implementa)on of its on-site inspec)on programme. The results of these reviews will be used to address issues
of non-compliance, iden-fy compliance trends and allow for the development and implementa-on of strategies
to address common deﬁciencies.

Enforcement of Compliance
The SoRE has developed policies and procedures to promote and enforce compliance and intends to conduct
annual reviews of the impact of correc-ve ac-on to enhance the supervisory programme.
The Superintendent of Real Estate also has the goal of strengthening stakeholder rela6onships by ac#vely
par$cipa$ng in the AML/ATF Supervisory Forum (with other supervisory agencies) and the NAMLC Opera.onal
Working Group; and by collabora'ng with the Bermuda Chamber of Commerce – Real Estate Division on outreach
to industry.

The Barristers and Accountants AML/ATF Board’s
Supervisory Approach
Outreach and Training
Outreach and training are key ac0vi0es for the supervisory programme of the Board. Following the designa/on of
the Board as the supervisory authority for en22es in the legal and accoun2ng sector, Guidance Notes were
developed for each sector and published in 2012, with training and outreach delivered to the sectors therea*er.
Training and outreach to RPFs and to the professional community in these sectors con2nue to be held on an
ongoing basis to ensure that the knowledge and understanding of AML/ATF ma9ers are con$nually strengthened.
Informa(on rela(ng to the na#onal and sectoral risks has been disseminated to allow for more eﬀec(ve risk
analysis by regulated en//es.
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Oversight and Supervision
To ensure that en,,es complied with the requirements to register, discussions were held with ﬁrms regarding the
nature and scope of their ac#vi#es. RPFs were required to provide their policy and procedures manuals, and
about their ac$vi$es and the nature of their businesses.
The Board then conducted desk-based reviews involving analysis of the requested informa(on, which was then
used as the basis for onsite reviews on all the RPFs. Priori%sa%on of these inspec'ons was done on the basis of
the deemed risks arising from the desk-based review. The result of these inspec'ons was a programme of
remedia'on and ongoing monitoring to address issues of non-compliance. The Board has developed an
enforcement plan, but to date no ac1on has been deemed necessary, as ﬁrms have been responsive to taking the
required ac*ons based on the iden%ﬁed gaps. Work is currently ongoing to enhance the risk-based approach to
supervision.

Legislation and Guidance
As noted previously, Guidance Notes were issued for the Legal and Accoun/ng sectors in 2012. This guidance has
been subject to comprehensive review and upda'ng, in line with changes in the legisla-ve framework.
The Board con,nues to review its legisla,ve framework and to recommend changes to enhance it. The work
currently being done in this regard will allow for more eﬀec6ve assessment of ac#vi#es being undertaken by all
ﬁrms, will strengthen the entry controls and will provide a wider range of sanc0ons that can be applied for noncompliance.

Liaison with Other Relevant Bodies
Given the concurrent supervision of the Board in rela(on to RPFs and the BMA in rela.on to CSPs and TSPs in
common ownership with such RPFs, the Board and the BMA have signed a Memorandum of Understanding (MoU)
in rela%on to formalising an eﬀec)ve rela)on for coopera)on and collabora)on. Protocols in rela-on to that MoU
are also being developed to ensure appropriate, en#ty-risk-speciﬁc group internal controls, with the standard to
be applied where an RPF works jointly with its aﬃliated CSP or TSP.
The Board meets with the Bar Council and CPA to hold informa3onal mee3ngs, to distribute important
announcements and documents and to communicate disciplinary concerns. There is also ongoing and posi/ve
communica(on with the oversight commi%ees of these en--es in rela-on to proposed legisla-ve and framework
changes which require the support of the sponsoring agencies.

Risk Assessment
The Board has also taken steps to strengthen its understanding and assessment of the nature, scope and risk of
the business undertaken by the regulated sectors through data calls involving details which include:
•
•
•
•
•
•

the risks of the ﬁrm
the nature of the business
clients
transac'on amounts
services provided
geographical details of the clients

In addi'on, the Board has reviewed the respec.ve risk-assessments supplied by the RPFs. The analysis of the risk
assessments is considered to be a vital component of the supervisory regime, in keeping with a risk-based
compliance programme.
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Oversight of Charities
Consistent with FATF requirements, the primary focus in rela9on to chari&es is their poten'al abuse as a
mechanism for the ﬁnancing of terrorism. An updated framework for oversight of chari*es was introduced in
2014 to bring the requirements for and oversight of Bermuda’s charitable sector into compliance with FATF
standards. The Act appointed the Registrar General as the supervisory authority for chari)es, as well as imposed
a registra)on framework for chari)es to ensure compliance with the AML/ATF regula'ons. The framework was
amended in 2016 in response to updates in the FATF standards.

Outreach and Training
The Registry General has issued Guidance Notes for chari2es on compliance with the AML/ATL Regula2ons, which
are available online on the Government of Bermuda website. Also, the Registry General conducts training for
chari&es’ compliance oﬃcers on a quarterly basis, which is designed to enhance the knowledge and
understanding of the sector of AML/ATF ma7ers.

Risk Assessment
A desktop review was conducted at the end of 2017 to evaluate the risk proﬁle of registered chari,es. The criteria
used for assessing chari$es’ risk proﬁles included:
•
•
•

the chari)es’ volume of ac)vi)es
interna'onal/cross-border ac)vi)es (foreign sources of funding or where a charity had overseas
branches, or was itself a branch of an overseas en2ty)
exposure to countries and regions that are vulnerable to terrorism (including, but not limited to,
terrorism known to be associated with religious extremism)

These factors were used to create a risk matrix for assigning a risk proﬁle to every registered charity. The Registry
General intends to conduct annual risk reviews of registered chari&es commencing in July 2018, to iden(fy trends
in the charitable sector using the same criteria as the 2017 desktop review and assign a risk ra'ng to all chari'es.

Oversight and Monitoring
The Registry General has implemented a supervisory programme for chari)es, consistent with its ML/TF risk. High
risk chari%es are now subject to on-site visits to assess compliance with the requirements, which are intended to
be conducted on a regular basis.

Addressing Non-Compliance
At the end of 2017, the RG commenced a compliance review of all registered chari4es to iden4fy non-compliant
chari&es so that appropriate ac&on can be taken. As a result of the compliance review, several chari+es that were
dormant have deregistered, and it is an0cipated that several more chari0es may be forced to close as a
consequence. Also, civil penal.es have been imposed on ﬁve chari.es for non-compliance (failure to submit
annual reports and ﬁnancial statements within the speciﬁed 0meline).

B. Transparency and Beneficial Ownership
Bermuda has a long-standing beneﬁcial ownership framework that requires all legal persons to be registered in
the company registry and regulated ﬁnancial ins%tu%ons to have their beneﬁcial owners (based primarily on
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vo#ng shares) ve#ed by the BMA. This control mechanism has allowed for a focus on quality of applicants, and
thus Bermuda has approximately 17,000 registered companies.
The BMA also vets changes in beneﬁcial ownership of all regulated ﬁnancial ins/tu/ons and most other legal
persons with foreign ownership who represent more than two-thirds of registered persons. Shareholders and
controllers of all regulated ﬁnancial ins%tu%ons are required to ﬁle and appropriately update beneﬁcial ownership
informa(on with the BMA, which the BMA monitors. This includes informa1on about controllers as per the FATF
deﬁni&on of beneﬁcial owners. Addi$onally, all regulated ins"tu"ons must carry out customer due diligence on
all beneﬁcial owners of their clients. This covers a high percentage of the en..es formed in Bermuda, including
legal arrangements. This informa,on must be retained by regulated en,,es.
Bermuda’s long-standing and comprehensive beneﬁcial ownership framework has resulted in Bermuda being
recognised as a leader in this area. However, there were some gaps iden%ﬁed in the framework as part of a
recent self-assessment exercise that have been addressed through recent changes to the legisla-ve framework.
The deﬁni(on of beneﬁcial ownership in rela(on to the incorpora(on process and ongoing ve2ng by the BMA in
that area, has now been speciﬁcally expanded to include those exercising control of a legal person or en1ty by
other means. Further, amendments have been made to require companies to know their beneﬁcial owners and
ensure that the relevant informa-on is available in respect of all types of legal persons. The Companies Act 1981,
the Limited Liability Companies Act 2016, and the Partnership Acts have been amended to require companies,
LLCs, and partnerships formed under those respec4ve Acts to obtain, hold and ﬁle the beneﬁcial owners of the
legal person with a central register. Requirements rela&ng to the ﬁling of subsequent changes in beneﬁcial
ownership with the BMA have now been expanded to include changes involving resident persons. The required
informa(on to be obtained and ﬁled speciﬁcally mirrors the FATF deﬁni,on of beneﬁcial owners.
CSPs have also now been licensed by the BMA and, according to their records, about 75% of the en??es formed
on the register will be serviced by licensed CSPs and the informa8on on beneﬁcial owners will be retained in
Bermuda.
A dedicated compliance unit has been established within the Registrar of Companies and a proac7ve programme
of compliance monitoring against requirements within the relevant legisla,on rela,ng to legal persons, is now
ongoing. Furthermore, there is ac*ve liaison and collabora&on between the BMA and the RoC to achieve the goal
of eﬀec've and eﬃcient oversight in this regard.
Bermuda was recently assessed and rated largely compliant overall under the Tax Transparency and Informa:on
Exchange Peer Review Assessment that was concluded by the Organiza<on for Economic Co-opera&on and
Development (OECD) in 2017. The OECD conducts peer reviews of its member jurisdic2ons’ ability to cooperate
with other tax administra/ons. Eﬀec%ve exchange of informa%on requires that jurisdic%ons ensure informa%on is
available, that it can be obtained by the tax authori3es and that there are mechanisms in place allowing for
exchange of that informa/on. The Assessment report indicated that Bermuda exchanged diﬀerent types of
informa(on (ownership, accoun(ng, insurance and banking), including informa(on held in a ﬁduciary capacity
during the period under review. It was also concluded that there were no limita0ons found in Bermuda’s
instruments and peers had not raised any issues in this respect. This highlights that Bermuda is recognised as
having a strong framework in rela2on to tax transparency.
Consistent with our commitment to being a leader in rela4on to interna4onal agreements for exchange of
informa(on for tax purposes, Bermuda has undertaken the following:
•

joined the OECD Inclusive Framework on Base Erosion and Proﬁt Shi!ing (BEPS);
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•

•

implemented the OECD Country-by-Country (CBC) automa.c exchange of informa.on regime by
collec%ng from Mul$na$onal Enterprises headquartered in Bermuda their 2016 ﬁscal year informa5on by
December 31, 2017 to exchange with CBC partner countries by June 2018; and
signed a bilateral CBC automa.c exchange of informa.on competent authority agreement with the
United Kingdom of Great Britain and Northern Ireland and the USA

Bermuda also became an early adopter to automa'cally exchange the OECD Common Repor3ng Standard (CRS)
informa(on; and was among the countries that signed the mul2lateral competent authority agreement (MCAA)
for CRS in Berlin in October 2014 and subsequently exchanged 2016 year CRS informa@on.
Bermuda has also signed more than 40 bilateral Tax Informa'on Exchange Agreements (TIEAs) and has joined the
Joint Council of Europe-OECD Mul)lateral Conven)on on Mutual Administra)ve Assistance in Tax Ma9ers (the
Conven&on), in which Bermuda’s par1cipa1on entered into force and eﬀect on March 1, 2014. This agreement
immediately established a tax informa+on exchange rela+onship with more than 110 countries.
Bermuda’s total por/olio of approximately 16,000 registered legal en''es highlights the ongoing commitment
that has been made to a,rac/ng quality over quan/ty and this—coupled with the demonstrated commitment to
transparency—reinforces the objec.ve that Bermuda will con$nually strive to be a good place to do good
business, but not a place to hide “bad” business.

C. International Cooperation
The Government of Bermuda is commi'ed to coopera.ng with other countries and with regional and
interna'onal organisa"ons to combat ML/TF. Bermuda’s relevant authori(es have, as appropriate, developed
strong links with their interna/onal counterparts and are ac/ve in regional and interna/onal bodies, where
AML/ATF ma*ers are addressed. Gateway provisions in the required legisla5on ensure that informa.on can be
appropriately shared with counterparts in other jurisdic1ons.
Through the Mutual Legal Assistance Treaty (MLAT) process and the various tax trea:es and agreements that
Bermuda has become a signatory to, Bermuda is able to both provide and request informa9on to assist or gain
assistance from overseas authori0es in inves0ga0ons and even, through appropriate mechanisms, in the
prosecu(on of relevant crimes.
Through the extensive network of ﬁnancial intelligence units that are part of the Egmont Group, the FIA is ac#vely
involved in exchanging ﬁnancial intelligence. In addi'on, through rela%onships within the Caribbean Ac-on Task
Force (CFATF) and other such bodies, the FIA is able to have and u)lise informa(on-sharing agreements with nonEgmont FIUs. The BPS interacts on a regular basis with foreign agencies, including the UK’s Na2onal Crime
Agency, the FBI and other such bodies. Customs cooperates with all customs counterparts world-wide through
the World Customs Organiza4on (WCO) and regionally through the Caribbean Customs Law Enforcement Council
(CCLEC). They also work closely with the following: the United States Customs Border Protec3on, which has a preclearance unit in Bermuda; the Canada Border Services Agency Liaison Oﬃcer, who is sta)oned in New York and
meets with Bermuda on a regular basis; and the UK Border Force; and the Na)onal Crime Agency (NCA).
Agreement has now been reached for the Regional Intelligence Liaison Oﬃcer (RILO) post for CCLEC to operate
out of Bermuda. The RILO will work closely with Bermuda’s Joint Intelligence Unit as well as the regional
Caribbean Customs Departments to communicate and disseminate all aspects of intelligence through the CCLEC
Organisa"on.
The sectors supervised by the BMA have a signiﬁcant impact on Bermuda’s economy. The BMA is ac#vely
involved in interna(onal standard-se#ng bodies such as the Interna,onal Associa,on of Insurance Supervisors
(IAIS), the Interna.onal Organiza.on of Securi.es Commissions (IOSCO), and the Group of Interna$onal Financial
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Centre Supervisors (GIFCS) as well as having strong links with supervisory bodies in key ﬁnancial centres such as
the United States’ Securi0es and Exchange Commission (SEC), the UK’s Financial Conduct Authority (FCA) and
Pruden'al Regulatory Authority (PRA) and the European Insurance and Occupa1onal Pensions Authority (EIOPA).
The BMA host or a%end supervisory colleges in rela0on to the oversight of en00es that have global opera0ons.
Through this and other mechanisms, the BMA and other supervisors as appropriate ensure that there is
coordinated engagement, where necessary, to strengthen the eﬀec,veness of the regulatory and AML/ATF
framework, from a domes+c and interna+onal perspec+ve.
Bermuda is ac,vely involved in the Caribbean Ac+on Task Force (CFATF)and, through membership in that body,
has been able to play a role even in FATF ma+ers. In this regard, Bermuda chaired a joint CFATF/FATF typology
report on Money Laundering Using Trust and Company Service Providers, which was published in October 2010.
Bermuda will con/nue its strong and ac/ve support of global and regional ini/a/ves in the ﬁght against ML, TF
and PF ac(vi(es.
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ASSESSMENT OF INHERENT MONEY
LAUNDERING RISKS
Chapter 4: Methodology for the Money
Laundering Risk Assessment
General Methodology and Key Terms
The 2017 Na+onal Risk Assessment on Money Laundering (the 2017 NRA) began in April 2017 and was led by the
Na#onal An#-Money Laundering Commi0ee (NAMLC), with the support and sanc<on of the Cabinet and Civil
Service Execu+ve. The en&re project was coordinated by the Oﬃce of NAMLC, which provides secretariat services
to NAMLC. One dedicated high-level coordinator was appointed to manage the NRA, and an interna7onal AML
expert was engaged as a consultant to provide technical guidance and support throughout the project.
Par$cipants in the working groups included persons from relevant government agencies, supervisory authori$es
and representa*ves from the private sector. Persons involved in this ini*a*ve had a wide range of experience and
exper%se, which allowed for comprehensive discussion and analysis.
This NRA, similar to the one undertaken in 2013, is premised on the no-on that money-laundering risk is a
func%on of money laundering threat, vulnerability and consequence. This process a,empts to iden1fy, analyse
and understand money-laundering risks and serves as a ﬁrst step in addressing them. Performing a risk
assessment involves making judgments about threats, vulnerabili0es and consequences. These key concepts are
explained by the FATF as follows2:
Money laundering: The process is used by criminals to conceal or disguise the origin of criminal proceeds to make
them appear as if they originated from legi+mate sources.
Threats: These are the predicate crimes that are associated with money laundering. In some cases, speciﬁc
crimes are associated with speciﬁc money laundering methods. Crimes and criminal ac-vity that generate
proceeds that can be laundered make up the “threat environment.” Understanding the threat environment is
essen$al to understanding the vulnerabili$es that create money laundering opportuni$es, and to understanding
the residual risks.
Vulnerability: Vulnerabili,es facilitate or create the opportunity for money laundering. This comprises those
things that can be exploited by the predicate crimes or that may support or facilitate these ac6vi6es. These are
weaknesses inherent in a speciﬁc ﬁnancial sector or product; or a weakness in the laws, regula6on, supervision, or
enforcement framework; or these may reﬂect the unique circumstances when it is diﬃcult to dis3nguish legal
from illegal ac,vity.
Consequence: Consequence refers to the impact or harm that money laundering may cause and includes the
eﬀect of the underlying criminal ac3vity on ﬁnancial systems and ins3tu3ons, as well as the economy and society
more generally. The consequences of money laundering may be short or long term and also relate to popula3ons,
2

FATF Guidance: Na/onal Money Laundering and Terrorist Financing Risk Assessment, February 2013
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speciﬁc communi,es, the business environment, or na,onal or interna,onal interests, as well as the reputa,on
and a%rac(veness of a country’s ﬁnancial sector.3

The Risk Assessment Tool
The World Bank’s risk assessment model was used in this project to allow parity and to make accurate
comparisons to 2013, when it had also been used. It should be noted that, although the tool used was designed
by the World Bank, they took no part in this assessment and provided no technical input or guidance in the
analysis conducted or the conclusions drawn.
The World Bank Model iden0ﬁed seven key areas to assess, as follows:
i.
ii.
iii.
iv.
v.
vi.
vii.

Module 1: Na$onal money laundering threat
Module 2: Na$onal vulnerability
Module 3: Banking/credit union sector vulnerability
Module 4: Securi(es sector vulnerability
Module 5: Insurance sector vulnerability
Module 6: Other ﬁnancial sectors vulnerability, namely, money service businesses and the Bermuda Stock
Exchange
Module 7: Non-ﬁnancial sectors vulnerability, namely designated non-ﬁnancial businesses and
professions (DNFBPs) and others, such as:
• trust service providers
• corporate service providers
• casino gaming and the be/ng sector
• real estate dealers
• dealers in precious metals and stones
• lawyers and accountants
• dealers and auc+oneers specialising in high-value goods like cars, boats, bikes and an3ques

Module 1, which evaluates the na3onal threats, requires the Working Group to determine a subjec've ranking of
the ML threat from the various predicate oﬀences. It also requires the ranking of the money laundering threat to
each sector, as well as the iden0ﬁca0on and ranking of the cross-border threat. Upon ranking all of these threats,
the user must determine a single na-onal threat rank.
For the vulnerability assessment (Modules 2 = 7) key features of the na.onal or sectoral AML/ATF framework, or
the products oﬀered by each sector, were assessed and a quan%ta%ve ra%ng assigned. These ra)ngs were
ul#mately translated by the tool into the relevant vulnerability ra#ngs.
Addi$onal informa$on on the tool is provided in Appendix B

3

It should be noted, however, that given the challenges in determining or es6ma6ng the consequences of ML, countries can
opt to focus their risk-assessment eﬀorts primarily on achieving a comprehensive understanding of their money laundering
threats and vulnerabili/es – which is what Bermuda has done.
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Chapter 5: Bermuda’s National Money
Laundering Threats
Introduction
As a small island jurisdic.on with a popula.on of approximately 64,000 people, Bermuda boasts a rela0vely low
crime rate, a high standard of living and high respect for law and order amongst the majority of its resident
popula&on.
Quarterly reports on crime sta*s*cs, produced by the BPS, indicate a general downward trend in all crimes during
the eight-month period of late 2016 and early 2017.
In 2016, a total of 3,587 oﬀences were reported to the police, spanning three categories:
•
•
•

crimes against the person, such as murder, robbery, assaults, oﬀences against children and all forms of
sexual oﬀences: 740 reports (including seven murders and one case of manslaughter)
crimes against property, which includes the5s, fraud and burglary: 2,428 reports
crimes against the community, which includes drug traﬃcking: 419 reports

Grave oﬀences such as murder for hire, kidnapping or other serious oﬀences against the person commi%ed for
ﬁnancial reward are not common in Bermuda. According to local law enforcement, the vast majority of crimes
against property reported to the police are considered opportunist crimes of low ﬁnancial value—the average
value of loss for such crimes is in the region of BD $500—and very rarely do these crimes involve violence against
individuals.
Drug traﬃcking occurs in Bermuda and Bermuda’s high cost of living makes it a proﬁtable crime, even though the
market is small and ﬁnite. Because the island is an end des.na.on, Bermuda escapes much of the criminality
associated with highly organised crime syndicates, which is o3en seen in jurisdic6ons that par6cipate in drug
produc'on and transshipment.
As the na)onal inves)ga)ve and prosecu)ng authori)es, the Bermuda Police Service and the Department of
Public Prosecu,ons regularly and successfully inves,gate and prosecute criminals for all types of crimes reported
to, and detected by, the Police. The opera)on of the administra)on of jus)ce and the func)oning of the Courts in
Bermuda, from the lowest to the highest, are highly visible and the results of criminal cases are rou7nely reported
in local print and electronic media. This visibility of the law at work contributes to the high degree of respect for
law and order which is the norm in Bermuda.

Scope and Process
Bermuda’s na,onal money laundering threat was assessed by a working group comprised of representa3ves from
all of the competent and relevant authori2es in Bermuda, including law enforcement, prosecutorial, tax and
supervisory authori)es. Appropriate support was also obtained from other Government agencies with relevant
informa(on or knowledge, including the Department of Sta(s(cs, the Department of Immigra(on, the Mari(me
Department (also called the Mari3me Authority), and the Cybercrime Department.
This threat assessment primarily aims to determine the amount of proceeds from crime that criminals launder
through Bermuda’s ﬁnancial and non-ﬁnancial sectors. That aim is impeded by a lack of na4onal knowledge of
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the criminal environment which arises from imperfect rates of detec3on of crime and the inherently secre%ve
nature of criminal ac.vity.
Taking these factors into account, the working group u4lised Module 1 of the World Bank’s na4onal risk
assessment tool, which requires the use of quan%ta%ve evidence of crime and criminal proceeds; but which also
facilitates a subjec've analysis of the money laundering threat, based on es)mates of the undetected proceeds
derived from crime.
The module made it possible to es0mate a monetary or qualita0ve understanding of the value that criminals
derive from and through crime in Bermuda and the value of proceeds of crime exported to Bermuda from abroad.
To make this determina/on, the working group:
• considered crimes that typically underlie money laundering ac3vi3es (called “predicate oﬀences”)
• determined or es+mated the number of incidences of each of these predicate oﬀences
• tried to ascertain the average value generated by an individual oﬀence.
Each predicate oﬀence was then assigned a money laundering threat ranking of Low, Medium-Low, Medium,
Medium-High or High.
In order to rank the money laundering threat, the working group set benchmarks to ensure consistency of ranking
across all vectors. For the most part (but not exclusively), domes9c crime represents a lower monetary value and
is typically seen as a low threat. However, the interna4onal proceeds of crime laundered in Bermuda will typically
represent large amounts and consequently are a high threat.
The benchmarks were established as follows:

Ra#ng

BD $ Amount based on three year period

High

+ 10 million

Medium-High

+ 1 million

Medium

+ 100,000

Medium-Low

+ 50,000

Low

under 50,000

In carrying out this work, the working group considered the full range of predicate oﬀences as required by the
Financial Ac)on Task Force (FATF), while taking account of any peculiari)es in Bermuda’s criminal laws and other
reali&es in Bermuda.
To this end, the working group gathered data from the period January 2013 to December 2016 to determine:
•
•
•
•
•

the numbers of cases reported/detected, inves+gated and prosecuted for each oﬀence, including money
laundering
the numbers of intelligence dissemina3ons provided to law enforcement
the value of property seized or frozen
the value of property conﬁscated through criminal or civil processes
a case-by-case catalogue of the money laundering cases and the civil asset recovery cases that were based
on suspected money laundering
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By considering this data in the context of the origin of the crimes that give rise to money laundering in Bermuda
and which sectors in the economy featured most prominently, the working group was able to develop an opinion
on whether the source of Bermuda’s money laundering threat is interna5onal, domes5c or a mix of the two. The
group also iden.ﬁed which sectors are most impacted by the money laundering threat, or that play the most
pivotal roles in money laundering in Bermuda.
The working group also iden/ﬁed the eight countries and one region that featured most prominently or
frequently in trade in goods and services with Bermuda to perform a cross-border analysis based on foreign
investment, cross-border aspects of criminal cases. These sta(s(cs provide the basis on which the working group
forms opinions about the interna0onal nature, scope and direc0on of the money laundering threat.

Predicate Offenses that Generate Proceeds of Crime
There are 23 categories of oﬀences that are the typical predicates to money laundering. Based on the analysis,
the working group concluded that of these, the predicate oﬀences that pose the highest ML threat in Bermuda
were drug traﬃcking (with a domes(c and external component) and from primarily external sources - fraud,
insider trading/market manipula1on, tax crimes and corrup*on/bribery. It should be noted that the fact that
these predicates are high ML threats is not necessarily dissimilar to what would be the situa.on in other peer
jurisdic(ons.
Aside from the predicates rated as high, the other predicate oﬀences of note were commercial smuggling and
domes&c tax crime, which were rated as medium-high for money laundering. Thirteen other predicate oﬀences
were assessed to represent a low threat for money laundering in Bermuda, with only arms traﬃcking being rated
as medium-low. It should also be noted however, that the threat of money laundering from predicate oﬀences
that could not be iden'ﬁed (unspeciﬁed predicate oﬀences) was determined to be medium, given the value of
money laundering cases which ﬁt this proﬁle.

a) High-threat predicate crimes
These ﬁndings are based on sta0s0cal evidence of inves0gated and prosecuted cases, and on the value of
proceeds shown to have been generated, deduced from the amount of proceeds conﬁscated. There is a degree of
es#mate here, too, as some of the proceeds from those crimes go undetected. These es&mates are based on law
enforcement’s understanding of crime-detec%on levels.

I.

Drug trafficking

All oﬀences under the Misuse of Drugs Act 1972 were considered, ranging from purely domes>c drug traﬃcking—
seen at the level of the street dealer—to drug traﬃcking with an interna1onal component, namely, importa/on
and conspiracy to import.
To a signiﬁcant extent, drugs sold in Bermuda are imported from elsewhere, which means that Bermuda is an
end-user des'na'on for drugs. Drugs that arrive in Bermuda are des1ned for the local market and not for
repackaging and transshipment.4 Another salient factor is that the street value of drugs in Bermuda is
signiﬁcantly higher than in other countries, so there is generally a fairly signiﬁcant spread between the purchase
value of the drug purchased at import and the retail value of the drug within Bermuda.

4

This is to be dis+nguished from the transit in narco%cs predicate, which was considered separately from the drug traﬃcking
oﬀences, as those drugs are on-board vessels that transit through Bermuda’s ports without ever being landed in Bermuda.
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Law enforcement authori0es, supported by annual reports produced by the Department of Na0onal Drug
Control,5 have concluded that the annual average value of the drug market in Bermuda is approximately BD
$25,000,000. This es'mate is based on an es#mated detec&on rate by law enforcement at the borders of 20%.
Over the period 2013–2016, law enforcement detected 1,356 drug traﬃcking cases through drug seizures,
resul&ng in 364 cases being prosecuted, with convic&ons resul&ng in 326 of those cases. Proceeds of crime
conﬁscated from the drug traﬃcking cases that were prosecuted amounted to approximately BD $264,000,
represen&ng approximately 50% of the property seized or restrained in those cases.
During that same period (2013–2016), 51 money laundering cases were inves9gated where drug traﬃcking was
the predicate, resul/ng in 10 cases being prosecuted, with convic/ons resul/ng in all those cases. From these
cases, proceeds of crime amoun0ng to approximately BD $2.4 million were conﬁscated, represen.ng
approximately two-thirds of the property originally seized or restrained in connec0on with the money laundering
cases.
THREAT LEVEL: Drug traﬃcking is s"ll assessed to be a high threat for money laundering, both as a result of the
proceeds conﬁscated in drug traﬃcking and money laundering cases and of the annual es.mate of the value of
the drug market in Bermuda.
This ranking remains unchanged since the 2013 Na6onal Risk Assessment, though the numbers of drug seizures
have declined since 2013. This reduc+on was par+ally a3ributed to the normal ebbs and ﬂows in seizures within a
small jurisdic,on, but mostly to unusually large drug seizures which took place in 2011, which was the year
examined in the 2013 review.

II.

Fraud

Measuring fraud in Bermuda is more diﬃcult than measuring drug traﬃcking, given the fact that law enforcement
only recorded composite sta0s0cs covering a range of decep0on-based oﬀences under the Criminal Code 1907.
Fraud, forgery, decep/on and counterfei/ng currency are all considered within this single category of oﬀence,
and data for each oﬀence cannot be separated.
During the review period, police detected or inves4gated 1,216 instances of these oﬀences, resul4ng in 104
prosecu(ons and 86 convic(ons. There were no seizures or restraint of property in rela)on to any of these cases,
as the law enforcement and prosecutorial experience with these domes4c cases showed that they were generally
low value, with the value of property defrauded amoun4ng to an average of BD $5,000 or less.
Although there were 48 dissemina-ons from the FIA to law enforcement rela-ng to suspected fraud occurring in
Bermuda, none of these were money laundering cases. Law enforcement es.mates that only about 50% of
domes&c fraud cases are reported. Based on the BD $5,000 average seen in the actual reported cases, it is
es#mated that the value of the undetected proceeds of crime resul0ng from the unreported crime would amount
to approximately BD $12,000,000.
Notwithstanding this es.mated ﬁgure, law enforcement experience in the actual reported cases suggests that
money laundering ac/vity resul/ng from fraud within Bermuda would be extremely minimal, given the low value
of individual cases.
However, there were ﬁve civil recovery ac1ons undertaken by Bermuda’s A$orney General’s Chambers, arising
from inves+ga+ons of money laundering based on suspected fraud, in circumstances where no criminal
prosecu(on in Bermuda was possible. These cases all involved fraud occurring outside of Bermuda, with part of
5

A department of government that provides drug abuse preven4on, treatment and rehabilita4on services; and performs
research and develops drug policy for Bermuda.
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the suspected proceeds found in Bermuda. From these ﬁve cases, approximately BD $406,000 was conﬁscated,
derived from property valued at over BD $15,000,000 that was frozen or seized. The es&mated undetected
proceeds in Bermuda derived from foreign fraud is likely to exceed BD $20,000,000 over that period based on the
experience from these ﬁve civil recovery cases when viewed in the context of over 22 mutual legal assistance
cases involving foreign fraud and suspected money laundering.
THREAT LEVEL: In light of these factors, fraud s0ll represents a HIGH THREAT of money laundering in Bermuda.
Interna'onal fraud, while probably represen'ng a signiﬁcantly fewer number of cases than domes-c fraud, poses
a more signiﬁcant threat for money laundering because of the much higher value of proceeds involved and the
actual use of the ﬁnancial system in Bermuda to launder those proceeds. This ranking remains unchanged since
the 2013 Na+onal Risk Assessment, although, as noted, in 2013 there were no separate sta(s(cs available on the
value of domes,c fraud in 2013, and no sta's'cs on the role played by foreign fraud in the Bermudian economic
landscape.

III.

International tax crimes

There were no cases leading to a prosecu2on for money laundering during the period in ques/on. There was only
one poten'al case detected and four dissemina'ons from the FIA to law enforcement involving possible foreign
tax crime. During this period, foreign tax evasion of income/proﬁt-based taxes was not a predicate for money
laundering in Bermuda.
However, there were two civil asset recovery cases undertaken during this period, involving fraud and
interna'onal tax evasion leading to property valued in excess of BD $6 million being frozen, and to the
conﬁsca'on—in one case—of approximately BD $2.8 million of the proceeds (the other case is s6ll pending).
Overall, it is es$mated that the undetected proceeds of foreign tax crimes in Bermuda would likely exceed BD $10
million.
THREAT LEVEL: Interna&onal tax crimes were assessed to represent a high threat of money laundering in
Bermuda. In 2013, it was ranked as medium as there was no sta+s+cal informa+on available on the money value
of the proceeds of this predicate.

IV.

Market manipulation and insider trading

During the review period, 31 requests were received by the ﬁnancial services regulator from foreign counterparts
concerning criminal inves.ga.ons in their jurisdic.ons rela&ng to market manipula&on and insider trading. There
was also a single dissemina-on from the FIA and one civil recovery case connected to this predicate. The amount
of proceeds seized and subsequently conﬁscated in that civil recovery case amounted to approximately BD
$53,000.
Because the inves-ga-ons into these ac-vi-es occurred outside of Bermuda, no informa-on was provided about
the value of proceeds involved in the cases. Nevertheless, the usual nature of these oﬀences when criminal
ac#on is taken for such oﬀences overseas, the beneﬁt usually ranges in the millions and in many cases, hundreds
of millions of dollars.
There is no speciﬁc evidence to suggest that Bermuda is the des(na(on for a signiﬁcant propor$on of such
proceeds. However, it is es$mated that the value of proceeds that might be present in Bermuda, associated with
the 31 requests in ques-on, could well exceed BD $10 million, as it was considered that the proceeds conﬁscated
from the lone civil recovery case was not indica've of the trend for this predicate.
THREAT LEVEL: Market manipula(on and insider trading taking place overseas was therefore assessed to
represent a high threat of money laundering in Bermuda. In 2013, the threat level for market manipula1on was
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considered to be medium. Although the sta,s,cal informa,on available since that ,me has only marginally
improved, there is a deeper understanding of the nature of the crime that enables a be1er es2ma2on of the
threat posed to an interna-onal ﬁnancial service jurisdic-on such as Bermuda.

V.

Corruption/bribery

During the review period, there were two civil recovery cases based on foreign corrup5on/fraud, resul'ng in over
BD $5.2 million in funds being conﬁscated. It was es(mated that the value of property involved in pending
inves&ga&ons and to date undetected from overseas sources could exceed BD $10,000,000. In addi'on, ﬁve
ma#ers related to poten.al corrup.on/bribery were referred by a Commission of Inquiry for inves.ga.on, which
are s"ll under inves"ga"on at the "me of wri"ng.
THREAT LEVEL: Considering the evidence available, corrup5on/bribery was assessed to be a high threat of money
laundering in Bermuda, with the primary factor being the ac3vi3es in this area occurring outside of Bermuda. As
noted later in this chapter, there is li#le actual evidence in rela+on to domes&c money laundering in this regard.
In 2013 this threat was rated as medium as there were no inves-ga-ons and less speciﬁc informa-on available
from foreign sources.

b) Medium-high threat predicate crimes
I.

Commercial smuggling

Although individuals occasionally bring goods into Bermuda without declaring them to avoid paying du,es, the
money-laundering threat posed by this kind of ac5vity is negligible. The working group focused solely on
smuggling of commercial goods into the island, which is believed to occur in more signiﬁcant numbers and
represents higher value. The sta(s(cs provided by the Customs Department relate to ac(ons taken for such
commercial smuggling using powers under the Revenue Act 1898, rather than under criminal laws.
During the review period, the Customs Department detected and inves6gated 67 cases of commercial smuggling
represen&ng approximately BD $1.3 million of seized property. The Customs Department es0mates that up to BD
$5 million worth of commercial goods are illegally imported into Bermuda and not detected by Customs.
THREAT LEVEL: Commercial smuggling of goods into Bermuda was assessed as a medium-high threat of money
laundering in Bermuda. In 2013, this predicate was considered a low threat, as no sta;s;cal informa;on was
provided because the focus was on criminal inves5ga5ons and prosecu5ons. This change is not seen to represent
a spike in commercial smuggling since 2013, only that the source of informa7on u7lised in this assessment was
not considered in 2013.

II.

Domestic tax crimes

The Oﬃce of the Tax Commissioner provided informa6on on delinquent taxpayers, against whom criminal ac6on
could be taken in rela)on to payroll taxes. Yet in most cases, the tax authority pursued the taxpayer through civil
remedies to recoup the lost tax revenue.
Over the review period, 41 cases were successfully pursued and BD $1,561,079.14 in taxes collected. In that same
period, tax authori.es iden.ﬁed or referred 646 cases to the Debt Enforcement Unit for ac.on to be taken—some
of which were se+led before civil ac1on could be taken.
Determining the ra,ng for this predicate was diﬃcult, given the lack of criminal inves*ga*on or prosecu*on and
the understanding that in many types of tax delinquency cases, criminal ac7on is not always a reasonable
response. It was also diﬃcult to determine what criteria to use to decide what the money laundering implica6ons
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were for failure to pay payroll tax. Clear cases can be made for poten1al money laundering in payroll tax
delinquency where employers collect/deduct payroll tax from employees’ salary but fails to pay these over to the
tax authority. However, the data rela%ng to how many such cases were iden0ﬁed or pursued during the period
under review was not available.
THREAT LEVEL: Based on the actual numbers provided for debt collec.on from delinquent taxpayers, domes.c
tax crime was assessed to be a medium-high threat for money laundering in Bermuda. This threat ra*ng in 2013
was ranked as low in 2013, based on the limited informa0on provided at the !me.

c) Medium-threat predicate crimes
There were two money laundering cases inves5gated and prosecuted for which convic5ons were achieved, but
where no predicate oﬀence was iden0ﬁed. The total of the proceeds seized or conﬁscated from these two cases
amounted to approximately BD $843,000. Without knowing the predicate, it is impossible to es7mate the value
of undetected proceeds in these crimes.
THREAT LEVEL: This type of case is not useful for analyzing threat but based on proceeds alone would be
considered medium threat.

d) Low-threat predicates
Of the 226 categories of predicate oﬀences analysed, 10 were assessed to be a low threat of money laundering in
Bermuda. These include:
•
•
•
•

all violent crimes and crimes against the person7, either because of the low numbers for such oﬀences or
because there is no associated ﬁnancial gain for such crimes in Bermuda
acquisi've crimes (including robbery, the2, handling of stolen goods), because the average value of
property gained by criminals is around BD $500, based on 8,206 reports
other oﬀences, such as domes,c market manipula,on/insider trading, piracy of goods and extor,on,
because there were no reported incidents during the review period
environmental crime, because the three cases brought to the courts during the review period related to
commercial ﬁsheries oﬀences involving low values

Transit in narco+cs was a new category that had not been considered in 2013. In the 28 cases in which narco0cs
transi!ng through Bermuda’s ports were detected, all were des!ned for other jurisdic!ons. Although the value of
narco&cs in such cases was likely to be rela%vely high and Bermuda’s “clean port” status was being taken
advantage of by the oﬀenders in ques4on, the money laundering threat to Bermuda from transit in narco5cs was
non-existent.

6

Organised crime is not a speciﬁc predicate oﬀense in Bermuda.
Kidnapping & illegal restraint; Murder & Grievous Bodily Harm; Sexual Exploita<on (including all sexual oﬀences, including
those against children); Traﬃcking in Human Beings.
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Origin of the proceeds of crime
It was determined that interna.onal sources have a signiﬁcant impact on money laundering in Bermuda. The
predicate oﬀences that were rated as high and medium-high threats to money laundering helped solidify this
view.

a) Domestic
Based on the criteria used in this assessment, the money laundering threat from domes2c crimes was determined
to be high, primarily because of domes2c drug traﬃcking (es2mated to have a value in excess of BD $25 million).
Drug traﬃcking features both domes5c-only and joint domes.c/foreign elements: the drug trade in Bermuda is
wholly dependent on imported drugs, but the actual proceeds-genera&ng ac&vity takes place wholly within
Bermuda. This aspect of the drug trade has the greatest immediate impact on the money laundering threat, as
the actual traﬃcking of drugs within Bermuda generates the proceeds, which are then laundered within Bermuda
and par'ally sent outside of Bermuda for laundering overseas.
Corrup&on/bribery and domes&c tax crime are also relevant, but it should be highlighted that there is li)le actual
evidence of domes,c money laundering from these sources.

b) Foreign jurisdictions
The money laundering threat from predicate oﬀences commi6ed overseas is also assessed as high, as given the
nature of our economy, it is likely that that proceeds from such oﬀences will be found in Bermuda’s ﬁnancial
industry. The oﬀences that are considered to be sources of such funds include interna'onal fraud, interna'onal
tax crime, foreign corrup,on/bribery and market manipula-on/insider trading (interna-onal). It is likely that the
es#mated undetected proceeds of crime from these oﬀences would exceed BD $10 million.

c) Both domestic and foreign
Dual-jurisdic(on criminality was determined to be medium-high for money laundering, primarily in rela+on to
drug traﬃcking involving the importa4on of drugs, or conspiracy to import drugs. The money laundering impact
of this crime is, however, signiﬁcantly less than with domes6c drug traﬃcking; narco6cs experts within law
enforcement indicate that the mark-up on drugs imported into Bermuda is signiﬁcant, but the spread from the
markup is not realized un1l the drugs are sold on the streets in Bermuda.
For instance, the wholesale price of cocaine purchased for importa5on into Bermuda is BD $4,000 per kilo, which
becomes BD $250,000 per kilo when sold on the streets. This means that even a,er the wholesale price and any
associated commission fees paid to middlemen drug suppliers outside of Bermuda, the majority of the realized
proceeds from domes+c traﬃcking remain in Bermuda. Extrapola)ng from law enforcement experience with cash
seizures at the borders, and knowledge of currency conversion prac9ces, experts have concluded that, of the
es#mated BD $25 million represented by the domes+c drug trade for all drugs annually, only about BD $5 to $6
million is sent out of Bermuda to pay foreign suppliers and middlemen.

d) Origin not identified
There were no types of oﬀences in which the origin of the criminality that poten5ally would give rise to money
laundering would not be known. Therefore, this was rated as represen1ng a low money laundering threat to
Bermuda.

39

Cross-border Threat Analysis
Bermuda has a number of economic touch points and a high frequency of interna6onal coopera6on in criminal
ma#ers and ﬁnancial intelligence with many countries, but more commonality and coopera8on with eight
countries and one region in par/cular. For the purposes of examining the cross-border impact of the money
laundering threat, the working group examined Bermuda’s rela7onship with:
•
•
•
•
•
•
•
•
•

United States of America
United Kingdom
Canada
the Caribbean8
Germany
Netherlands
Switzerland
France
Mexico

The Department of Sta-s-cs provided:
•
•
•

country-by-country data on the inﬂows and ou1lows rela3ng to the trade in goods for major trading
partners (the USA, UK and Canada)
aggregate regional data on the inﬂows and ou1lows for trade in services
aggregate es(mates on the inﬂows of foreign direct investment

In addi'on, the Bermuda Monetary Authority provided data on por3olio investments on a per-country basis.
Through the informa/on provided, the working group was able to conclude that Bermuda’s money laundering
threat ﬂowed in both direc/ons in rela/on to the USA, Canada, UK and the Caribbean, with the outgoing money
laundering threat arising as a result of the need to pay foreign drug dealers for drugs imported into Bermuda.
This analysis was also supported by the two-way direc*on of the interna*onal coopera*on requests in rela*on to
those countries and around the Caribbean region. However, in rela-on to Germany, Netherlands, Switzerland,
France and Mexico, the money laundering threat was considered to be only likely to be incoming.
The data provided on por.olio investments conﬁrmed expecta5ons that the United States, followed by the United
Kingdom and Canada, were the main sources of, and des'na'ons for, the majority of Bermuda’s investment
ﬂows. The working group concluded that regionalised remi'ance data strongly suggests that the inﬂow of funds
into Bermuda is consistent with the origin of Bermuda’s interna4onal business client base.
THREAT LEVEL: Based on the data available, the working group iden%ﬁed the money laundering threat from these
eight countries and the Caribbean region as medium. No cross-border analysis of this nature was conducted in
the 2013 NRA.

8

Given the nature of drug traﬃcking in Bermuda and the role of the Caribbean region in drug traﬃcking in the Americas, the
Working Group was of the opinion that disaggrega0ng Caribbean countries in this analysis would not cover the full scale of
the problem. Accordingly, it was agreed that using the region in this case was jus&ﬁable.
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Summary of Sector-Specific Analysis of Money
Laundering Threats
To determine which sectors were at highest risk of money-laundering threats, the working group considered all
available sta*s*cal data and factual details about the actual cases. Intelligence was gleaned from FIA
dissemina(ons, which were based on suspicious ac(vity reports ﬁled with the FIA, to aid this analysis. However,
before any conclusions can be drawn as to the money laundering threat to the sectors, other factors had to be
considered, such as the size of each sector in the economy and the es2mated amount of undetected money
laundering ac,vi,es in each sector.
Bermuda’s inherent exposure to money laundering predominantly arises from its economy being largely
supported by interna#onal ﬁnancial business. Accordingly, the sectors determined to have a high exposure to
money laundering threats from foreign predicates are:
a.
b.
c.
d.

the banking sector, which is more likely to be exposed to all money laundering threats in the en8re
economy
the securi*es sector
corporate service providers
the TSP sector, which has signiﬁcant property under management and services a largely
interna'onal client base

The sectors in the economy determined to have a medium-high exposure to money laundering are:
a.

the money service businesses sector, which is considered to poten/ally have a high exposure to the
threat posed by domes.c drug traﬃcking
b. insurance (long-term direct) sector, but more speciﬁcally, annui3es products derived from that
sector
c. lawyers, as they service domes/c and interna/onal clientele (though on a lesser scale) in real estate
services and interna,onal clients seeking a gateway into Bermuda’s ﬁnancial sector
Addi$onal informa$on on the threats at the sectoral level is provided later in the report, in the sec$ons that
provide the assessment of risks for each sector.

Conclusion
In assessing the factors that contribute to Bermuda’s money laundering threat, the working group was able to
draw conclusions about the general nature of money laundering risks in Bermuda. Bermuda’s money laundering
threat is primarily derived from a rela,vely small number of poten,al predicate sources. The origin of the money
laundering threat to Bermuda is primarily interna3onal, as seen from the nature of predicate crimes that underpin
it. The excep(on to that trend is drug traﬃcking, where Bermuda’s status as an end-user des'na'on in the drug
trade has domes+c implica+ons. Recent ma)ers related to corrup&on are s&ll under inves&ga&on, so provide no
concrete evidence of a signiﬁcant level of domes2c laundering derived from corrup2on within Bermuda.
In 2013, during the last na4onal review of the threats from money laundering, the threat to Bermuda was ranked
as medium. The 2017 assessment is both more comprehensive and, based on stronger data and on the basis of
more detailed analysis, the threat was rated medium-high. If these same techniques and informa2on had been
available in 2013, it is the view that the previous working group would likely not have come to the same
conclusion.
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Although drug traﬃcking remains a high threat for money laundering in Bermuda, foreign crimes pose a
sta$s$cally more signiﬁcant threat of money laundering to Bermuda’s ﬁnancial system. The ﬁnancial services
sector and its suppor.ng sectors are most likely to be aﬀected by these threats that originate from overseas.
Given the nature and size of these sectors, there is poten&al for signiﬁcant adverse eﬀect to the sectors and to the
economy of Bermuda as a whole.
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Chapter 6: The Banking Sector
Summary Findings:
The Banking sector is assessed as having an inherently high risk to ML for two primary reasons.
Firstly, the sector plays a central role in Bermuda’s economic and ﬁnancial ac#vity. Secondly,
Bermuda’s banks have considerable exposure to interna7onal businesses and play a vital role
in the cross-border transfer of funds.
AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
Bermuda’s banking sector consists of ﬁve deposit-taking en))es—four banks and a credit union—with
total income of BD $795 MM for the sector in 2016 cons&tu&ng 13% of na)onal GDP.
At the end of 2016, banks had total assets of BD $23 billion. The majority of the customers and accounts
– but not value – are within retail banking. About 93% (87% in dollar value) of the deposit account
holders reside in Bermuda and about 96% (87% in dollar value) of the loan account holders reside in
Bermuda.
Banks in Bermuda oﬀer a sophis1cated variety of ﬁnancial products and services to a wide range of
clients. For the purposes of this ML risk assessment, Bermuda’s banking sector is divided into three subsectors:
•
•
•

retail and business banking for local residents
corporate and transac,on banking mostly for interna,onal companies domiciled in Bermuda
wealth management and private banking services for high-net-worth individuals

In addi'on to mee'ng the banking needs of the resident popula'on, Bermuda’s banks extend their
services to the interna-onal business sector with investment trustee and ﬁnancial management
services. As an example, Bermuda’s banks oﬀer tailored corporate banking packages for the cap1ve
insurance market, combining cash management, le3ers of credit, treasury, custody and investment
services to streamline transac.ons among a cap.ve, its parent, and insurers.

Assessment of Sectoral ML Threats
The banking sector features prominently in money laundering inves2ga2ons. During the review period,
there were 214 money laundering inves3ga3ons involving the banking sector, including 11 prosecu3ons
with 10 convic,ons and one civil asset recovery ac/on. Although only approximately BD $340,000 in
proceeds was conﬁscated in those cases, none of these funds were actually seized from the banks, but
rather were cash seizures made in connec1on with those cases.
The majority of Suspicious Ac4vity Reports (SARs) ﬁled with the FIA during the period under review were
ﬁled by banks, and primarily involved low-value currency-conversion transac,ons, usually from Bermuda
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Dollars to US Dollars. This, in the view of law enforcement, is typical ac5vity to support the domes(c
drug trade, and to a lesser extent, the domes&c ﬁrearms trade.
In the drug trade, cash is the primary revenue source and also the primary means of paying overseas
suppliers, so the banking sector can be involved in conver)ng local currency to US Dollars. The
experiences of law enforcement and intelligence authori5es in Bermuda strongly suggest that this sector
has a higher detec,on rate for suspicious ac,vity connected to cash-based money laundering, as it takes
place in front of tellers and through ATMs.
The threat of money laundering from interna2onal tax crimes, interna'onal market manipula-on and
insider trading and interna+onal fraud are all likely to have an impact on the banking sector, speciﬁcally
in the commercial banking and possibly private wealth management segments of the banking business.
Undetected money laundering in this sector could poten&ally be high, and given the scale of the banking
sector in the economy and the scale of the money laundering threat from these predicates, the money
laundering threat to the sector is also high. This is most true in the banking segments exposed to
interna'onal business.

Analysis of Sector Inherent ML Vulnerabilities
Globally, banking is generally considered to be exposed to a high level of ML inherent risk. This is due to
the sheer size and scope of its role in the ﬁnancial sector, its high transac4on volumes and broad
customer base, as well as its complex and interna4onal nature, and the availability of products which
can be abused to conceal illegal transac,ons. Banking involves the fast, electronic movement of funds,
the transfer of access rights to deposit accounts to third par1es, and remote access—all a$rac've
features for ML purposes.
According to the Financial Ac0on Task Force (FATF), banking products/services that pose the greatest
risk of money laundering are private banking, anonymous transac,ons, remote business rela.onships or
transac'ons, and payment received from unknown or un-associated third par-es9.
The customer segments that create the most vulnerability to ML are non-resident high-net-worth
individuals, managed corporate/trust clients and Poli$cally Exposed Persons (PEPs).
(i)

Retail and Business Banking

In most jurisdic.ons the retail and business banking is considered vulnerable to ML due to the broad
range of products oﬀered, the large number of clients involved, and the high transac7on volume. In
par$cular, payment service ac$vi$es carried out by banks can be vulnerable to layering and integra$on
techniques used by criminals for ML. Unscrupulous third-party payment services have been associated
with money laundering; as an example, processing payments for illegal gambling sites. Cash transac*on
thresholds set by the bank can be circumvented by structuring the transac-on, a common technique
which enables the laundering of substan3al volumes of illegal proceeds.
The retail and business banking sub-sector in Bermuda has an inherent ML risk of medium-high. Around
90% of all deposits are made to two of the island’s banks. The fact that there are very few deposittaking ins)tu)ons in Bermuda—the four banks have 13 branches, and there is one credit union—

9

FATF, Speciﬁc Risk Factors in Laundering the Proceeds of Corrup9on, 2012
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decreases ML risks10. The banking risk in Bermuda is driven by the number of small businesses, as banks
are more likely to approve larger transfers for businesses than for individuals.
Deposit accounts represent the highest risk and challenges for monitoring transac5ons, because of the
large number of accounts, their size and transac.on ac.vity. Mortgages are also vulnerable to ML risks,
since signiﬁcant criminal proceeds can be cleaned in a single transac2on.11 The sheer size of Bermuda’s
real estate market (around 17% of GDP in 2016), and the mortgage lending associated with it, makes
this sector poten&ally vulnerable to abuse by criminals. However, the real estate market in Bermuda is
not par(cularly ac(ve and is mostly restricted to residents, decreasing its vulnerability.
Another product with high poten&al of ML risk is safety deposit boxes. Although FATF Recommenda2on
12 requires a document of reliable personal iden5ﬁca5on to open a safety deposit box, the owner is not
required to disclose the box’s contents.12
(ii)

Corporate and Transac.on Banking

From a global perspec.ve, corporate and transac.on banking may also be vulnerable to ML risks, due to
its interna)onal nature and the volume of transac)ons that come through Bermuda. Products such as
correspondent banking have a higher inherent ML risk, as the correspondent o0en has access to limited
informa(on regarding the iden(ty of the underlying par(es, or the purpose of the transac(on;
corporate loans may be abused for ML purposes through the use of collateral or mingling of dirty money
during the pay-oﬀs. Trade ﬁnance is also vulnerable to high ML risks as it o7en involves complex
transac'ons with mul'ple par'cipants, several manual and resource-intensive processes and a lack of
transparency. More complex laundering processes within the sub-sector may include using corporate
vehicles to conceal beneﬁcial ownership informa4on and may involve overseas jurisdic4ons.
Corporate and transac-on banking in Bermuda is assessed to have a high inherent vulnerability to ML.
The vulnerability of the sub-sector is driven by the signiﬁcant number of interna5onal companies
domiciled in Bermuda and the high volume of interna3onal transac3ons. Of all cross-border
transac'ons, 91% are between Bermuda and the US, Canada and Europe.13 Corporate loans pose one of
the highest ML risks. As of 201614, BD $2.3 billion in loans were outstanding and included opera4ng
loans, all business loans, working capital and overdra5s.
Although banks in Bermuda rely on correspondent banks overseas to complete and process
interna'onal incoming and outgoing wire transfers, the overall amount of correspondent banking
provided in Bermuda itself is low and does not contribute signiﬁcantly to the overall ML risk of the
sector. Similarly, trade ﬁnance represents a very low volume of transac3ons for Bermudian banks (BD
$300 million in 2016)15 and therefore is not a key driver of ML risk for this sub-sector.
(iii)

Wealth Management and Private Banking
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Globally, wealth and private banking are considered to be par.cularly vulnerable to ML ac.vity because
it oﬀers complex services and products embedded in a culture of conﬁden6ality. Private banking can
enable criminals to launder proceeds of crimes—such as bribery or corrup.on—through products
targeted at high-net-worth individuals with large transac2ons and complicated ﬁnancial arrangements.
Addi$onally, the repor$ng ins$tu$on’s desire for lucra$ve business rela$onships may make it diﬃcult
for compliance oﬃcers to convince their boards to turn down dubious customers. 16
Wealth management and private banking in Bermuda are deemed to have a high level of inherent
vulnerability to ML as Bermuda’s wealth management and private banking sub-sector has a
predominantly interna.onal client base.
Wealth management products had a total value of BD $3.5 billion in 2016.17 Deposits associated with
private banking were BD $1.0 billion in 201618. However, private banking in Bermuda is concentrated,
with around 60% of private banking transac'ons undertaken by one en'ty.19 Deposit accounts are
deemed to have the highest ML risk in this sub-sector. Mutual funds, securi0es and brokerage products
are also especially vulnerable to ML due to their complexity and signiﬁcant value. This sector has a high
vulnerability to ML.
(iv)

Consolidated Banking Sector

Across all sectors, deposit accounts are assessed to have the highest inherent vulnerability because the
number of accounts, their volume and the inﬂows/ou7lows are the most signiﬁcant. These factors
represent challenges for the consistent execu2on of transac2on monitoring.
Bermuda’s banks have considerable exposure to interna7onal businesses and play a vital role in the
cross-border transfer of funds. Further, the sector plays a major role in Bermuda’s economic ac#vity.
These factors are seen as primary contributors to the overall high ML inherent vulnerability ra8ng for
the sector.

Conclusion
The assessed level of inherent ML vulnerability across the banking sub-sectors can be seen in the table
below:
Table 1: Overview Inherent Vulnerability of Banking and its sub-sectors
Sub-sectors of the banking sector

Inherent vulnerability level
Medium-High

Retail and Business Banking
Corporate and Transaction Banking

High

Wealth Management and Private Banking

High

Overall banking sector

High

The overall inherent vulnerability in the banking sector is high and the ML threat is also considered high.
The banking sector’s overall inherent ML risk is therefore high.
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Chapter 7: The Insurance Sector
Summary Findings:
The Insurance sector is assessed in two dis1nct groupings of “Long-Term Direct” and
“Reinsurance – general and non-life insurance” reﬂec&ng the dis(nct suscep(bili(es to ML risk
of the underlying business conducted by each group.
Long-term direct insurance has a medium-high inherent risk, driven primarily by the nature of
the products oﬀered and the predominantly interna3onal client base served.
Reinsurance – general and non-life insurance has a medium-low inherent risk. The baseline low
risk for this business was raised primarily due to the presence of certain Bermuda-speciﬁc
products which were assessed to present a rela1vely higher risk of AML.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
The insurance sector is the largest ﬁnancial sub-sector in Bermuda and has signiﬁcant interna2onal
reach. As of 2016, the insurance sector’s US $632 billion in assets accounted for approximately 72% of
the total assets in the ﬁnancial sector in Bermuda. The sector also accounts for about 28% of Bermuda’s
total GDP.
Bermuda has 1,224 registered insurance en44es. It is the third-largest reinsurance centre in the world,
as well as the largest cap-ve domicile. Bermuda is also the leading jurisdic3on for the issuance of
catastrophe bonds and the leader in insurance-linked securi,es (ILS), issuing 71% of global outstanding
ILS capacity in 2016.
For AML/ATF risk analysis purposes, licensed insurance en77es are grouped into two broad categories,
depending on the type of insurance ac2vity that they underwrite:
The ﬁrst group, long-term direct, is covered by the AML/ATF regula:ons and comprises long-term
insurance en**es (interna*onal and domes*c), insurance managers registered under sec*on 10 of the
Insurance Act 1978, and any insurance broker registered under sec8on 10 of the Insurance Act 1978
(only in so far as he or she acts as a broker in connec(on with long-term business other than reinsurance
business) falling within paragraph (a) or (c) of the deﬁni7on of “long-term business” in sec-on 1(1) of
the Insurance Act 1978).
The second group, general business and reinsurance, which is not AML/ATF regulated, includes longterm reinsurance, general business re/insurance en..es, insurance brokers not connected with longterm business, insurance agents and insurance salesmen. However, all en,,es are required under the
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POCA Act to have AML/ATF policies and procedures in place for repor/ng suspicious ac/vi/es on
AML/ATF to the FIA.

Assessment of Sectoral ML Threats
Long-term direct insurance poses the greatest ML threat within the insurance sector. During the review
period, there were 15 inves*ga*ons involving this sector, though no criminal prosecu*ons or
convic&ons. However, there were ﬁve civil asset recovery cases during the period under review, in which
property amoun,ng to approximately BD $13.3 million was frozen. So far, approximately BD $5.8
million has been conﬁscated. The FIA made 24 dissemina0ons arising from Suspicious Ac"vity Reports in
which this sector was also featured. Law enforcement and intelligence authori3es have noted that, over
the past four years, there has been an increase in repor.ng on the use of annui.es for criminal
purposes. Notwithstanding this, the Working Group acknowledged that annui7es represent a rela7vely
small segment of this speciﬁc insurance sector. The ML threat to the long-term direct insurance sector
is assessed as medium-high.
In the case of reinsurance, general and non-life insurance, there was no evidence that the ins3tu3ons or
products in this sector were used or could be used successfully in ML cases. The ML threat was assessed
to be low.

Analysis of Sector Inherent ML Vulnerabilities
The global insurance sector is recognised as vulnerable to money laundering to varying degrees. The
vulnerability arises from the possibility of weak controls and limited regulatory intelligence, which
enables criminals to conceal the proceeds of crimes. Speciﬁc indicators of ML include purchases of
large, single-premium insurance policies, customers who assign policies just a4er incep5on and
customers who surrender high-value policies early. It is globally recognised that life insurance (“longterm insurance” in Bermuda) is more vulnerable to ML than the non-life insurance (“general business
insurance” in Bermuda) and reinsurance sector. Non-life insurance and reinsurance are not par(cularly
vulnerable to ML risks. Insurance managers tradi/onally have had some vulnerability to ML20. Global
insurance intermediaries (brokers, agents and salesmen) have a moderate vulnerability to ML.
In Bermuda, the re/insurance sector is split across several sub-sectors that vary in size, level of inherent
vulnerability and extent of ML regula4on. The sub-sectors have diﬀerent levels of vulnerability to ML.
The majority of the sector’s Gross Wri#en Premiums, around 99%, is held by general business
re/insurance or long-term re/insurance that are perceived as having medium-low vulnerability to ML.

Long-Term Direct Insurance
(i)

Long-Term Insurance – Interna(onal

Interna'onal long-term insurance has a high ML vulnerability in Bermuda. This is primarily because of
its interna)onal customer base, making it harder to carry out the necessary due diligence on
policyholders. Interna'onal long-term insurance contributes around 99% of all long-term insurers’ GWP

20

FATF, Methodology for Assessing Technical Compliance with the FATF Recommenda8ons and the Eﬀec8veness of
AML/CFT Systems, 2013
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and primarily services global needs through insurance intermediaries. There is signiﬁcant use of
intermediaries in this space, which facilitates the distribu(on of products globally.
It is considered more challenging for insurance companies to “know their customers” when they are
from overseas or only deal with the insurer via one or more intermediaries, making it more a6rac8ve for
money launderers. In these instances, the disconnected nature of the rela2onship may impede
veriﬁca(on of a customer’s iden-ty and source of wealth.
(ii)

Long-Term Insurance – Domes'c

Domes&c long-term insurance has medium inherent ML vulnerability in Bermuda. However, the size of
the sector is rela,vely small, transac(on volume is low, and there are a small number of long-term
policies.
Some of the challenges faced by insurance with interna6onal presence, such as diﬃculty with CDD are
mi#gated by the domes#c nature of its opera#ons. In addi'on, the majority of products u'lised by
Bermudian residents are made less risky by being sold directly instead of through intermediaries.

Reinsurance – general and non-life insurance
(i)

Long-Term Reinsurance

The long-term reinsurance sub-sector in Bermuda has a medium-low ML risk and is currently not
supervised for AML/ATF compliance. The scale of the sub-sector, average transac-on sizes and its
amount of interna,onal business could leave it suscep,ble to money laundering.
However, there are no known instances of reinsurance companies being abused or misused for ML in
Bermuda, and the BMA considers the sector to have medium-low ML vulnerability.
(ii)

General Business Re/insurance

General business re/insurance in Bermuda has medium-low inherent ML vulnerability. Although the ML
vulnerability of general re/insurance is generally considered low, given the rela3vely large size and
diverse interna+onal customer base, the risk ra+ng for Bermuda has been assessed as medium-low.

(iii)

Insurance Managers

Bermudian Insurance Managers are assessed to have a medium inherent vulnerability to ML. Insurance
managers provide management services to a broad range of insurers, including long-term insurers,
which are rated at higher ML vulnerability. They can also play a crucial role in the management of
cap$ves, commercial re/insurers and providing corporate services, ac%ng as a point of contact between
the regulator and the managed en.ty. In addi'on, there are also a number of insurance managers in
Bermuda that provide a limited suite of corporate services to their clients under the Corporate Service
Provider Business Act 2012, including administra/ve and secretarial services.

49

(iv)

Insurance Intermediaries (Brokers, Agents and Salesmen)

Insurance intermediaries have medium-high inherent vulnerability to ML in Bermuda. That vulnerability
is driven by the signiﬁcant roles these companies/individuals play in the insurance sector, as well as the
signiﬁcance of the product they are distribu4ng.
Intermediaries also act as a gatekeeper, which creates a level of ML exposure since they are the direct
point of access between the customer and the sector. Furthermore, interna.onal client proﬁles, a
signiﬁcant number of cross-border transac,ons, and PEPs in the customer base add a level of complexity
to the sub-sector and increase its risk.

Conclusion
The assessed level of inherent ML vulnerability across the insurance sub-sectors can be seen in the table
below:
Table 2: Overview of Inherent Vulnerability of Insurance and its Sub-sectors
Sub-sectors of the Insurance sector

Long-term insurance – international
Long-term insurance – domestic

Number of
licences

53

Inherent vulnerability
level

AML/ATF regulated
as of 2017

High

Yes

Medium

Yes

Overall long-term insurance sub-sector

53

Medium-High

Yes

Long-term reinsurance

111

Medium-Low

No

General business re/insurance

1067

Medium-Low

No

Insurance managers21

113
203

Medium

Yes

Medium-High

Partially

1,547

Medium-Low

Partially

Insurance intermediaries (brokers, agents
and salesmen) 22
Overall reinsurance – general and nonlife insurance sub-sector

With an assessed ML threat of medium-high and the overall inherent ML vulnerability rated as mediumhigh, the overall inherent risk for long-term direct insurance is medium-high.
For general business insurance, the ML threat is deemed to be low and the inherent ML vulnerability is
medium low, resul-ng in an inherent ML risk of medium-low.

21

As at 2016 insurance managers were par&ally regulated for AML/ATF purposes, this was amend in 2017 to
capture the en+re subsector.
22
Insurance brokers registered under sec1on 10 of the Insurance Act 1978 (only so far as they act as a broker in
connec%on with long term business other than reinsurance business) are covered by the AML/ATF regula:ons.
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Chapter 8: The Securities Sector
Summary Findings:
The ML threat for the securi0es sector is high as the clients in this sector are primarily
interna'onal and there are high dollar values generally managed in the sector. The inherent
vulnerability in all segments of this sector is deemed to be medium-high.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
Bermuda’s securi-es sector is well developed and oﬀers a sophis-cated range of products. The sector
caters to a diverse, interna.onal client base with substan.al foreign por7olio holdings. The securi*es
sector has the following sub-sectors:
(i)
(ii)
(iii)

investment businesses, which include investment managers and investment broker-dealers;
fund administrators ; and
investment funds.

The investment funds sub-sector includes pooled investment vehicles structured either as mutual fund
companies, unit trusts, partnerships or limited liability companies. These funds can apply to the BMA
for authorisa+on as funds, or for an exemp/on or exclusion from the Investments Fund Act.
Bermuda has 57 licensed investment businesses and 31 licensed fund administrators.23 There were 890
registered investment funds in Bermuda in 201524, including funds deﬁned as authorised, excluded or
exempted. Authorised funds include 312 authorised ins4tu4onal funds, 7 authorised administered
funds and 160 authorised standard funds.25 The securi*es sector in Bermuda is primarily regulated by
two pieces of legisla,on: the Investment Fund Act (IFA) and the Investment Business Act (IBA).
In December 2015, investment funds in Bermuda had a total net asset value of approximately BD $144
billion, represen,ng 19% of the island’s total ﬁnancial services sector assets26 and making securi.es
second only to insurance in Bermuda’s ﬁnancial industry.

Assessment of Sectoral ML Threats
There were nine inves&ga&ons in which the securi&es sector was featured. Although there were no
criminal prosecu.ons or convic(ons involving the sector, there were in fact two civil asset recovery
23
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cases in which property amoun1ng to approximately BD $5.2 million was frozen and, in one case, BD
$52,554.63 was conﬁscated27. The FIA has also reported that they made 15 dissemina7ons to local law
enforcement and foreign counterparts, pertaining to this sector, though the majority of dissemina5ons
were to foreign FIUs.
Suspicious ac*vity repor*ng in the sector is rela*vely low. However, law enforcement and FIA
experience gleaned from the civil asset recovery cases and relevant mutual legal assistance requests and
other ma)ers, suggests that the money laundering threat to this sector derives from the marke7ng of
funds in foreign jurisdic.ons by foreign brokers.
Although many foreign-based funds are managed by local fund administrators, the threat of ML to such
funds appears to come mainly from foreign investors. Previous experience has indicated that the threat
was not iden%ﬁed on some occasions because of over-reliance on foreign third par0es to introduce
investors into the funds and to carry out the requisite due diligence. These funds generally involve
extremely high dollar values and individual investments into some of these funds can range in the
millions. The a&rac)veness of oﬀ-shore funds as an investment vehicle for the proceeds of foreign tax
crimes, interna,onal fraud or interna,onal corrup,on is believed to be well-established.
The money laundering threat to the securi,es sector is high.

Analysis of Sector Inherent ML Vulnerabilities
Globally, the worldwide securi3es industry is considered to have a high ML vulnerability. Securi'es can
be a%rac(ve vehicles for criminals due to the complex structure of the products oﬀered. The clients are
o"en high-net-worth individuals and/or PEPs, who are considered an elevated risk for ML. In addi'on,
the large volume of products traded and the variety of strategic investment approaches oﬀer unique
opportuni(es to disguise sources of funds. ML risks signiﬁcantly outweigh those posed by TF.
In most securi-es markets, only intermediaries and administrators can engage in ﬁnancial transac-ons.
Therefore a key considera.on in the assessment of ML vulnerabili/es of the sector is the gatekeeper
role of these en))es. Furthermore, the tradi.onally conﬁden.al nature of fund structures may make
tracing the source of wealth and the owner’s iden2ty more diﬃcult, since a fund oﬀers a private
agreement between investors, and the iden2ty of investors may not be known even by the intermediary
providing administra)ve services.
Fund Administrators primarily maintain investment fund accounts and process the issue, conversion and
redemp&on units of a fund, as well as distribu&ng fund dividends to par&cipants. They are typically
associated with high vulnerability to ML risks. Risks are primarily driven by the scale of ac)vity, client
proﬁle and source of funds. In general, signiﬁcant assets and a high volume of cross-border transac,ons.
Globally, investment funds have medium-high vulnerability to ML. Funds can adopt various complicated
structures, which can readily be used for layering and integra1on of criminally obtained funds.28
From the Bermuda-speciﬁc perspec)ve, the analysis of inherent vulnerabili1es was conducted based on
the various sub-sectors, as outlined below:
27

The second case is s,ll pending comple,on.
Interna(onal Monetary Fund (IMF), Bermuda: Detailed Assessment Report on An'-Money Laundering and
Comba&ng the Financing of Terrorism, 2008
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(i)

Investment Businesses

The investment businesses sub-sector comprises investment managers, investment advisors/agents,
custodians and investment broker-dealers. Overall, the inherent ML vulnerability of the investment
business sub-sector in Bermuda was rated as medium-high.
Investment managers have medium-high vulnerability to ML, largely in line with the global risk
assessment. 29Similarly, investment broker-dealers have medium-high vulnerability to ML in Bermuda, in
line with the global risk assessment. The risk posed by the 11 investment broker-dealers in Bermuda,
and one en'ty fulﬁlling a broker-dealer role joint with investment management business is primarily due
to client proﬁle and global reach of the securi4es sector30.
Total assets managed and administered by investment businesses are dominated by discre0onary
investment management.
The vulnerability of non-discre'onary investment management is perceived to be rela%vely higher than
the discre*onary investment management due to the client-driven nature of the rela#onship in which
investment manager primarily provides advice. The interna*onal nature of the funds and associated
investors may make it harder to determine the source of funds, which increases the exposure to ML.
Of the 311 PEPs associated with investment business licences in 2015, approximately 70% were
domiciled outside Bermuda. Bermudian discre-onary investment businesses are associated with a
lower number of PEPs amoun0ng to just 15.31
(ii)

Fund Administrators

In Bermuda, the Fund Administrators’ sub-sector has a medium-high inherent vulnerability to ML,
primarily due to the rela/vely high volume of cross-border transac,ons. In 2015, Bermuda-licensed
Fund Administrators administered 1,307 funds.32 In aggregate, BD $156 billion in assets under
administra)on was reported by the 31 fund administrator licensees at the end of 2015.33 Of the 479
authorised funds in 2015, 56% were administered by Bermudian fund administrators with the remaining
44% administered by a foreign en2ty.34
The propor(on of Poli$cally Exposed Persons (PEPs) and high net worth individuals associated with fund
administrators is more modest. In 2015, there were 155 PEPs under the remit of Fund Administrators;
66 associated with authorised funds and 89 associated with other funds.35 However, the vulnerability of
this client base is heightened by the greater por2on of interna2onal nature of these PEPs being foreign
with only 6% that currently reside in Bermuda.36 This may increase exposure to ML.
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Most assets handled by Fund Administrators are sourced from investors outside Bermuda. Of the funds
regulated under the IFA, 26% of authorised funds were sourced from domes:c investors.37 Similarly, for
all other fund categories, only 15% were sourced domes8cally.38
(iii)

Investment Funds

In Bermuda, the investment funds sub-sector has a medium-high inherent vulnerability due to the
combina(on of its interna(onal nature and technical complexity. Investment funds in Bermuda are
pooled investment vehicles structured either as mutual fund companies, unit trusts or partnership
funds. Once incorporated, investment funds can apply to the BMA to become an authorised fund, an
exempt fund or an excluded fund. Exempt and excluded funds are required to register as an NLP (nonlicensed person) before commencing business ac3vi3es. Closed-ended funds are typically formed as
limited partnerships or companies incorporated with limited liability.
In 2015, there were 890 investment funds in Bermuda39 comprising: 479 authorised funds, 174 excluded
and 148 exempt funds.40 Of the total 890 investment funds, 76 hold a segregated account company
licence.41 All exempt funds and excluded funds and exempted investment business in Bermuda fall
under the jurisdic-on of NLPs, but as noted later in this sec0on are s0ll subject to AML/ATF oversight.
The client proﬁle also increases the vulnerability of the Investment Funds sub-sector to ML; investors in
funds are typically high net worth individuals and from foreign jurisdic)ons. A substan)al number of
funds in Bermuda are owned by investors that are located interna6onally, which can make veriﬁca(on
of client iden+ty and adequate CDD more diﬃcult. The level of poli+cal exposure though, was low as of
2015, where of the 8,323 client base of authorised funds administered by the Bermuda licensed
administrator, only 58 were foreign PEPs. Of the remaining funds administered by the licensed Bermuda
fund administrator, 88 were foreign PEPs of the 2,487 client base.42 The layer of anonymity associated
with funds as well as a higher-risk client proﬁle compound the vulnerability to ML of funds in Bermuda.
The assessment of inherent vulnerabili2es across diﬀerent investment fund types is outlined in Table 4
below.
Table 3: Overview of Inherent Vulnerability of Investment Funds and its types
Legal persons & arrangements
of Funds
Authorised Funds

Number of
en##es
479

Inherent vulnerability
level
Medium-High

Non-Licensed Persons (NLPs)

411

Medium-High

Yes

Closed-ended Funds

-

Medium

No

Overall Funds sub-sector

890

Medium-High
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AML/ATF regulated
As of 2017
Yes

(a) Authorised Funds
A Bermuda-formed company, trust or partnership that meets the deﬁni4on of an investment fund as
outlined by the IFA must apply to the BMA for authorisa+on as a fund or, alterna+vely, apply to the
Authority for an exemp1on from the Act (see sec1on 4 below for more detail on exemp0ons and
exclusions). The IFA requires investment funds, which do not qualify for exemp<on or exclusion from
regula'on to be classiﬁed as either standard funds, ins'tu'onal funds, administered funds or speciﬁed
jurisdic!on funds.
In 2015, of the 479 authorised funds in Bermuda, 160 were standard funds, 312 ins:tu:onal funds, and
7 administered funds.43 Half of the authorised funds are administered by licensed fund administrators,
and the rest by CSPs, investment businesses, or foreign en77es. The greatest vulnerability to ML lies
with authorised funds administered by foreign en33es.
Bermuda’s authorised funds are perceived as having a medium-high level of vulnerability to ML,
primarily due to their client proﬁle and global reach. Only 26% of investors in authorised funds are
Bermudian, with the rest domiciled overseas.44 The overall number of PEPs is rela(vely small but most of
them are domiciled outside of Bermuda. The propor(on of clients with high-risk proﬁles in conjunc/on
with their interna*onal reach adds further complexi*es to the determina*on of ownership and the
source of funds, and adds to the funds’ ML exposure.

(b) Non-Licensed Persons (NLPs)
NLPs are unique to Bermuda and include all ﬁnancial ins5tu5ons which are not already licensed under
statute (e.g. IFA or IBA) and which are exempt from the requirement to apply for a speciﬁc licence
(under Sec*on 6 & 7 of the IFA, or Sec*on 13 of the IBA). An investment business or an investment fund
will qualify for exclusion or exemp3on from licensing if it meets certain qualiﬁca3on standards, or is
deemed exempt by the Minister of Finance. However, although not subject to the pruden6al regime,
they are brought into scope under the AML/ATF requirements.
In 2015, there were 411 NLPs involved in the investment business and investment funds sub-sector in
Bermuda; of which 89 were categorised as investment business NLPs and 322 categorised as investment
fund NLPs.
In Bermuda, NLPs have medium-high vulnerability to ML risks, primarily due to client proﬁle (involving
high-net-worth individuals, PEPs and sophis3cated investors) and the size of investor assets. Registered
NLPs o'en engage with a substan(al propor(on of interna(onal PEPs, although the total number of
PEPs in their client base is not large. As suggested by FATF, this client proﬁle may increase exposure to
ML.
In 2015, the majority of the assets held by NLPs were from outside of Bermuda. That may complicate
the iden(ﬁca(on of beneﬁcial ownership or source of funds, increasing vulnerability of investment
business NLPs to ML.
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Vulnerability is, however, somewhat limited by the legisla6on applying to exempted individuals. For
example, pursuant to the Investment Business (Exemp6on) Order 2004, the IBA permits exemp6ons on
two grounds. The ﬁrst is that, investment services can only be provided to one of eight classes including
sophis&cated private investors, collec&ve investment schemes approved by the BMA, high income
private investors, and en..es with total assets of not less than BD $5M, where such assets are held
solely by corporate bodies.45 Under the second exemp/on, the investment services cannot be provided
to more than 20 individuals at a 1me.
Vulnerability is further constrained by the fact that although the funds may be exempted or excluded
from the licensing requirements under Sec#on 6A & 7 of the IFA 2006, they are, as noted previously,
required to register as NLPs with the BMA for AML/ATF oversight. Furthermore, these exempted and
excluded funds registered as NLPs are likewise highly concentrated into discre8onary funds, which have
lower vulnerability to ML.

(c) Closed-Ended Funds
Closed-ended funds are typically formed as limited partnerships or as companies incorporated with
limited liability.
Investors in closed-ended funds do not have the right to demand redemp2on of their holdings in the
fund, compared with open-ended funds, where investors can issue and redeem their par2cipa2ng
shares on a con*nuous basis.
Closed-ended funds have medium vulnerability to ML risks. Vulnerability to ML is limited by the
opera&onal ability of these funds, given that they can only issue a ﬁxed number of shares to investors,
and investors’ units are typically redeemed only at the end of an investment period, factors which limit
poten&al for ML. Furthermore, closed-ended funds with shares listed on the Bermuda Stock Exchange
(BSX) are less vulnerable to ML due to the public nature of the trade, and the rela4vely modest size of
the BSX.

Conclusion
The assessed level of inherent ML vulnerability across the securi6es sub-sectors can be seen in the table
below:
Table 4: Overview of Inherent Vulnerability of Securities and its sub-sectors
Sub-sectors of the Securi-es
sector

Number of licences

Inherent vulnerability
level

AML/ATF regulated as
of 2017

Investment Businesses

57

Medium-High

Yes

Fund Administrators

31

Medium-High

Yes

Investment Funds

890

Medium-High

Yes

Overall Securi,es Sector

978

Medium-High

Yes
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In Bermuda, the vulnerability of the securi7es sector to ML is assessed as medium-high, primarily due to
interna'onal involvement in the sector and the dollar volumes involved, counterbalanced by a rela'vely
small number of high risk individuals in the client base, and through investment managers typically
dealing with a low volume of high value customers. Combined with the threat ra7ng of High, the overall
inherent ML risk is deemed to be high.
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Chapter 9: Money Service Businesses
(MSBs)
Summary of Findings:
The Money Service Businesses sector is assessed to have a medium high inherent risk, driven
primarily by the intrinsic characteris0cs of the products oﬀered, the wide access to the products,
the transient nature of the customer base and their exposure to cash transac0ons.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
In 2016, the Money Service Businesses (MSBs) sector handled approximately BD $444 million in
transac'ons.46 The core markets for Bermudian MSBs are tourists and Bermuda residents sending
money overseas.
The top jurisdic/ons receiving outward money transfers from MSBs were the Philippines, Jamaica, USA
and Portugal.
Outward money transfers cons1tuted the greatest number of transac.ons.47
The Money Service Business Act 2016, which came into force on January 31, 2017, regulates MSBs in
Bermuda with a licensing regime. Previously MSBs had been regulated under the Bermuda Monetary
Act 1969. Under Sec)on 2(2) of the 2016 Act, an MSB is broadly deﬁned, encompassing a wide range of
services, from money transmissions, cheque cashing, payment services, and opera6on of a bureau de
change.

Assessment of Sectoral Threats
There are only two en##es opera(ng as licensed MSBs in Bermuda. During the period under review,
there were 46 inves-ga-ons featuring this money remi5ance sector. Addi$onally, there were three
prosecu(ons for ML, all of which resulted in convic(ons, in which this sector was featured. The FIA also
made 54 dissemina+ons to law enforcement based on SARs from this sector.
Law enforcement are of the view that this sector is suscep(ble to be used to launder the proceeds of
drug traﬃcking. This sector is responsible for a signiﬁcant number of the SARs ﬁled with the FIA, despite
its small size. On top of this, the working group es2mated that undetected ML ac2vi2es in the sector
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were high. However, given the small size of the sector and its rela1vely low ou6low ﬁgures for
remi%ances, the money laundering threat to this sector is medium-high.

Analysis of Sector Inherent Vulnerabilities
Globally, MSBs typically have high inherent vulnerability to ML. Several characteris-cs of the MSB
sector make it an a-rac.ve vehicle for all stages of the ML process: placement, layering, and integra7on.
The primarily cash-based nature of the sector is the main feature increasing its vulnerability to ML,
making it par+cularly vulnerable at the placement stage of the money laundering process. In addi'on,
the volume and frequency of transac3ons are typically high.
Although the MSB sector primarily involves direct exchanges of funds, it is also characterised by one-oﬀ
transac'ons and less diligent customer iden'ﬁca'on, providing a level of anonymity within the sector.
Criminals may enlist third par0es or false iden00es to prevent the tracking of funds, and this in turn
compounds the sector’s vulnerability to ML.
In Bermuda, MSBs have been assessed to have a medium vulnerability to ML, primarily due to the
limited size of the sector. Compared with other sectors in the ﬁnancial services area, the amount of
money passing through the two MSBs is signiﬁcantly smaller and has only a modest impact on the
ﬁnancial industry. Globally, Bermuda has signiﬁcantly fewer MSBs than many other jurisdic<ons, which
reduces its exposure to ML.
Nevertheless, MSBs oﬀer a widely accessible channel through which criminals can engage in ML. The
use of an MSB is perceived as easier than opening a bank account. The sector is also par.cularly
vulnerable to speciﬁc money-laundering risks related to the exchange of Bermuda dollars into foreign
currencies. Criminals can use Bermuda’s MSBs to transfer and exchange money through legi9mate
channels, sending it overseas, which complicates the tracing of the funds.
The products oﬀered by the two MSBs in Bermuda primarily cover the transfer, guarantee, or exchange
of money. These services most frequently involve the exchange of cash, which enhances the MSB’s
vulnerability during the placement stage of ML. The transient, one-oﬀ, nature of the customers in an
MSB rela)onship decreases the transparency of the sector and therefore may be par)cularly a8rac)ve
to criminals. However, the average outgoing transac-on is less than BD $400,48 which limits poten.al
criminal ac)vity to rela)vely small amounts.

Conclusion
The level of ML vulnerabili1es to the MSB ﬁnancial sub-sector is medium. Given the threat ra+ng of
medium high, the overall inherent risk ra+ng is also medium high.

48

Ibid
59

Chapter 10: Bermuda Stock Exchange
(BSX)
Summary of Findings:
The Bermuda Stock Exchange is assessed to have a medium low inherent risk, driven primarily
by the public nature and transparency of the BSX, its electronic trading, se8lement and
depository pla-orm coupled with its client proﬁle of ins6tu6onal clients, which are all licensed
en##es and have been listed with a lis#ng agent in a predominantly face-to-face process.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
The Bermuda Stock Exchange (BSX) is a recognised investment exchange under the Investment Business
Act 2003 and operates as a self-regulatory organiza.on (SRO) subject to regula.on by the Bermuda
Monetary Authority.
Established in 1971, the BSX is rela%vely modest in size, but globally respected for its commercially
sensible lis(ng requirements.49 It is a leading market for the lis2ngs of investment funds, debt,
insurance-related securi,es, and small-to-medium enterprise companies. In 2016, the total trading
volume was eight million shares with a corresponding value of USD $49 million.50 Total market
capitalisa(on was es(mated at USD $344 billion, of which approximately USD $3 billion represented the
domes&c market51. In 2016, growth in new security lis7ngs across most sectors included a record 61 new
Insurance-Linked Securi,es (ILS) lis,ngs with a capitalisa,on value of USD $6.2 billion.52

Assessment of Sectoral Threats
In the case of the Bermuda Stock Exchange (BSX), the barriers to entry to this sector also represent an
impediment to its usefulness as a means of facilita.ng money laundering resul'ng in a low threat ra'ng.

Analysis of Sector Inherent Vulnerabilities
Globally, a stock exchange is considered to have a medium-low vulnerability to ML. An exchange
provides a public pla/orm for investment broker-dealers to buy and sell securi0es. Securi'es issued on
a stock exchange include stocks issued by listed companies, unit trusts, bonds, and pooled investment
products. The speed in execu-ng transac-ons on a stock exchange and its global reach provide some
49
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exposure to ML. However, the transparency required for listed en))es and the public, regulated nature
of stock exchanges makes them less a0rac2ve to criminals who typically prefer more opaque vehicles.
With a market capitalisa$on of USD $344 billion, the BSX is many 5mes smaller than the New York Stock
Exchange and the London Stock Exchange, with their market capitalisa8on of USD $19.3 trillion and USD
$7.9 trillion respec0vely. Furthermore, its stock market turnover ra!o53 in 2015 was 0.8%, compared
with the US at 165.2% and the world average of 47.3%.54 The compara+vely low stock market turnover
ra#o limits its poten#al to launder money and makes it less vulnerable to criminal ac#vity.
Addi$onally, the public nature and transparency of the BSX is further enhanced by its electronic trading,
se#lement and depository pla0orm, which is licensed by NASDAQ OMX. This automated trading is
speciﬁcally designed to support secondary market trading and the se5lement of sophis%cated listed
securi'es. The BSX is a full member of the World Federa6on of Exchanges and an aﬃliate of the
Interna'onal Organiza'on of Securi'es Commissions. Interna(onal coopera(on as well as high
transparency requirements imposed by public companies and automated transac/ons diminish the subsector’s exposure to ML. In addi'on, the client proﬁle includes ins'tu'onal clients, which are all
licensed en))es and have been listed with a lis)ng agent in a predominantly face-to-face process. All
agents in this sector are regulated ins0tu0ons. Consequently, the vulnerability of this sector is primarily
due to the frequency of interna0onal transac0ons (>95% of all transac0ons) and risks related to ILS.

Conclusion
In line with global risk assessments, the BSX was assessed to have a medium-low inherent vulnerability
to ML. Combined with the threat ra/ng of low, the inherent ML risk to this sector is assessed to be
medium-low.
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Stock Market Turnover Ra0o of domes0c shares (%) is the value of domes0c shares traded divided by their
market capitaliza-on. The value is annualized by mul-plying the monthly average by 12. Higher percentage
turnover indicates higher share liquidity.
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Chapter 11: Trust Service Providers
(TSPs)
Summary Findings:
The Trust Service Providers sector is assessed to have a high inherent ML risk. This is due to the
global reach of the trusts under opera2on, the high value of asset transfers, and the risk proﬁle of
customers, which includes high-net-worth individuals and PEPs, resident and non-resident.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
Bermuda has been in the trust business for the past 50 years, developing a strong interna7onal
reputa'on for forming trust structures. Bermuda’s main statute governing trustees carrying on trust
business is the Trusts (Regula-on of Trust Business) Act 2001 (as amended).
Trusts are administered by trustees, who have the power to manage, employ or dispose of the assets in
accordance with the terms of the trust and the special du3es imposed upon them by law. In Bermuda,
trustees can be licensed trust businesses, private trust companies, or individuals ac3ng in a private
capacity. The market has an emphasis on oﬀering services to discre4onary trusts for families of highnet-worth individuals.
As of 2016, there were 28 licensed trust businesses in Bermuda. The number of trusts must be reported
to the BMA by those TSPs that are licensed or applying for an exemp;on from licensing.
For the purposes of the risk assessment, the TSP sector is divided into three sub-sectors:
•
•
•

licensed trust companies
private trust companies
private individual trustees

Private trust companies are exempt from the licensing regime of the Trusts (Regula-on of Trust
Business) Act 2001. As well, other trustees may be exempt if they meet the requirements of the Trusts
(Regula(on of Trust Business) Exemp(on Order 2002.

Assessment of Sectoral Threats
Very few SARs have been ﬁled by the trust sector, with only two inves:ga:ons in which the sector
featured obliquely and no prosecu3ons or convic)ons associated with the sector. The por$olio of assets
managed by the trust sector is considered to be quite sizeable and the client base is largely interna-onal
in nature. However, there are also local clients within this sector, and the ML threat presented by local
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clients would be lower than that emana2ng from the interna2onal clients. Taking these factors into
considera*on, the ML threat level is assessed as high.

Analysis of Sector Inherent Vulnerabilities
Globally, trust service providers (TSPs) have medium-high vulnerability to ML. They are o4en involved in
the establishment and administra.on of legal persons and arrangements and therefore play a key role in
many jurisdic-ons as gatekeepers for the ﬁnancial sector.
In recent years, a number of studies have explored issues rela6ng to the use or abuse of legal persons or
arrangements for illicit purposes. The FATF states that, “whilst the majority of trust structures appear to
be established for legi/mate purposes, it is clear from research that some trust structures are used,
unwi%ngly or otherwise, to help facilitate the misuse of trust vehicles. Criminal organisa,ons and
individuals may use trust structures to assist with illicit ac3vi3es by seeking professional services and
advice on the most appropriate vehicles or jurisdic3ons to use to further their ill-intended agendas.”55
(i)

Licensed Trust Companies

The licensed trust companies sub-sector in Bermuda has been assessed to have medium-high inherent
vulnerability to ML, which is consistent with the global assessment of vulnerability for this sector.
Factors inﬂuencing this ra0ng include the global reach of the trusts under opera2on, the high value of
asset transfers and the risk proﬁle of customers, e.g. high net worth individuals and PEPs, both resident
and oﬀ-shore. It is common for a trust to be managed by one of Bermuda’s licensed trust companies,
ac#ng either alone or with one or more individual trustees. A licensed trust company can manage
mul$ple trusts. At present, Bermuda has 28 licensed trust companies, which include those owned by
banks, and legal and accoun/ng ﬁrms.
(ii)

Private Trust Companies

The private trust companies sub-sector is deemed to have a high inherent vulnerability to ML. This is
partly based on the lack of informa3on in this sub-sector, which raises its vulnerability in line with FATF
guidance. It is however, known that about half of the Licensed Trust Businesses act as a trustee that own
shares of a Private Trust Company thereby giving a component of indirect applica0on of AML/ATF
obliga'ons through the Licensed Trust Business. The limited oversight however, is insuﬃcient to
decrease the poten-ally high risk proﬁles of Private Trust Companies generally believed to be sizeable
with a largely interna,onal client proﬁle.
(iii)

Private Individual Trustees

In Bermuda, the ML vulnerability of the private individual trustees sub-sector has been assessed to be
poten&ally high due to the lack of detailed informa(on on the subsector.
Individuals such as rela/ves, friends or advisers, can act as trustees provided they do not hold
themselves out as carrying on business, in which case they are subject to licensing requirements. There
is no restric*on on the types of trusts which can be managed by such individual trustees.
This sub-sector is perceived to be rela%vely small, with a large propor%on of business ac%vity focused on
Bermudian real estate and the client base is largely domes*c. This use of trusts for property is
55
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suspected to have greatly diminished with the removal of the inheritance tax on the primary residence.
Nevertheless, where there is a lack of detailed informa2on of a sector it raises the risk proﬁle, so a
conserva)ve approach has been adopted to provide the inherent vulnerability ra)ng for Private
individual trustees.

Conclusion
The assessed level of inherent ML vulnerability across the Trust Service Providers sub-sectors can be
seen in the table below:
Table 5: Overview of Inherent Vulnerability of Trust Service Providers and
its Sub-Sectors (2016 Data)*
Sub-sectors of Trust Service
Providers sector

Number of
licences

Inherent Vulnerability
Level

AML/ATF regulated

Licensed Trust Companies

28

Medium High

Yes

Private Trust Companies

N/A

High

No

Private Individual Trustees

N/A

High

No

Overall Trust sector

28

High

Par$ally

With a threat assessment of high, the overall inherent risk is also high.
*Private Trust Companies and Private Individual Trustees are not licensed.
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as of 2017

Chapter 12: Corporate Service
Providers (CSPs)
Summary Findings:
The Corporate Service Providers sector is assessed to have a high inherent ML risk, driven by the
gatekeeper func-on played by CSPs for interna(onal clients, the complexity of the interna(onal
ﬁnancial transac+ons and the large number of companies being managed.

AML/ATF Supervisory Authority – Bermuda Monetary Authority
Introduction
The CSP sector in Bermuda, similar to other jurisdic1ons, plays a signiﬁcant role as a ﬁnancial
intermediary.
The assessment of the risks in the CSP sector is based on the categories of licensing under the Corporate
Service Provider Business Act 2012, as amended – unlimited licenses and limited licenses. In addi.on,
an assessment of those en++es which can be exempted from licensing is also undertaken. At the &me
that the 2017 Na"onal Risk Assessment was being undertaken, there were no CSPs which had been
licensed as the legisla've and licensing process was s'll being developed. However, there were almost
100 applica'ons pending in 2017. Subsequently, licenses have been issued and the supervisory regime
has been implemented.
Most Bermudian CSPs are owned and/or controlled by a limited number of law ﬁrms, accoun5ng ﬁrms,
or regulated ﬁnancial ins0tu0ons. Approximately 60% of the applica4ons for incorpora4ons have been
submi&ed by the ﬁve largest CSPs.
According to the data available in 2017, CSPs that have applied for a licence are administering and
servicing 14,331 en..es, represen.ng 83% of all companies and partnerships formed in Bermuda
(17,371).56 As it is not mandatory for a company to u0lize a CSP, this is a signiﬁcant percentage of all
Bermuda companies and partnerships, illustra3ng the beneﬁts that will be accrued to the AML/ATF
oversight of such companies and partnerships following the implementa$on of the CSP licencing regime.

Assessment of Sectoral ML Threats
During the assessment period, this sector was featured in one ongoing inves6ga6on, but there were not
yet any relevant prosecu/ons and no convic/ons. There were no dissemina.ons from the FIA that
related speciﬁcally to this sector and the few SARs ﬁled by this sector all came from one en8ty.
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This sector serves as one of the major gateways to Bermuda’s interna8onal ﬁnancial services sector and
it is believed that the majority of its clients are interna-onal. The corporate and legal structures
facilitated by CSPs, as well as the other services provided, could be a8rac9ve to interna9onal criminals
who wish to obscure ownership of property, evade foreign taxes or obscure the criminal origins of the
property.
In considering all key factors, including the interna5onal experience regarding the use of CSPs in money
laundering schemes the overall ML threat was rated as high.

Analysis of Sector Inherent Vulnerabilities
Globally, CSPs are deemed to have a high vulnerability to ML risks. One of the key risks is that the sector
may be used to create front companies and complex corporate structures that may facilitate ML. CSPs
have been found complicit in se3ng up corporate vehicles that were misused for money laundering.57
Similarly, interna-onal crime groups have enlisted CSPs as corporate structures used to open bank
accounts that facilitated ML-related criminality. CSPs have also been found to act as nominee directors
of a large number of companies. In jurisdic+ons where the enforcement of directors’ roles and legal
responsibili*es is weak, this has created an opportunity for ML.
(i)

Limited licence CSPs

Consistent with the global determina2on, in Bermuda, limited licence CSPs were assessed as having a
high vulnerability to ML. During the NRA, it was assumed that most CSPs in Bermuda would be granted
a limited licence, which enables provision of all corporate services under the deﬁni7on of corporate
service provider business. However, the ﬁnal review of beneﬁcial owners and, where applicable,
controllers of all client en--es must s-ll be approved by the BMA, at incorpora*on and prior to changes
to the share register being made.58 As of December 31, 2017 the BMA had issued 62 limited CSP
licences.
(ii)

Unlimited licence CSPs

It was determined that any CSP issued an unlimited licence would also be assessed to have a high
inherent vulnerability to ML. The risk level of this sub-sector is driven by the extended power of the
CSPs to undertake the ve1ng of companies under management in place of the BMA. Given the client
proﬁle of such en..es with its largely foreign customer base and the types of services that are oﬀered, it
is expected that there will be a higher level of vulnerability.
(iii)

Exempt CSPs

CSPs can be exempt from licensing in Bermuda if they meet one of the following criteria:
(1) fund administrators providing registrar and transfer services limited to those ac-vi-es it
overlaps with CSP ac2vity
(2) companies carrying on corporate service provider business with members of its group only
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(3) companies whose CSPs ac0vi0es are restricted to providing the services of director and that
are owned by one shareholder controller who is the sole employee of the company
(4) insurance managers who provide CSP services to licensed insurance companies or the
parent companies of licensed insurers
Fund Administrators under criterion 1 and Insurance Managers under criterion 4 are already licensed
and supervised pursuant to the Investment Funds Act 2006 and Insurance Act 1978, respec'vely and
subject to AML/ATF oversight.
CSPs providing services to their group only (criterion 2) are perceived as having medium vulnerability to
ML, as are CSPs providing services to companies with one employee (criterion 3) due to the smaller size
of opera(on.
However, as there is an intelligence gap with respect to the number of exempted CSPs and number of
Companies they service, the inherent risk of Exempted CSPs is recognised as medium-high.

Conclusion
The assessed level of inherent ML vulnerability across the corporate service provider sub-sectors can be
seen in the table below:
Table 6: Overview Inherent Vulnerability of Corporate Service Providers and
its sub-sectors
Sub-sectors of the CSP sector

Number of licences
(as applica)ons in
2017)*

Inherent
Vulnerability Level

AML/ATF regulated
as of 2017

Limited licence CSP

92

High

Yes

Unlimited licence CSP

4

High

Yes

Exempted CSP

-

Medium-High

Par$ally

96

High

Par$ally

Overall CSP Sector

*There were 62 limited CSPs licences approved and no unlimited CSP licences as at December 31, 2017.

The inherent vulnerability of CSPs is driven by the complexity of the interna:onal ﬁnancial transac:ons
and the large number of companies being managed.
The three types of CSPs opera&ng in Bermuda were all perceived as having high inherent vulnerability to
ML risks especially in light of limited informa3on available at the %me of the assessment because they
have not yet been subject to an approved licence and supervisory oversight.
With an ML threat assessment of high and an inherent vulnerability assessment of high, the overall
inherent ML risk was deemed to be high.
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Chapter 13: The Legal Sector
Summary Findings:
The money laundering threat to the legal sector is medium-high, based on two balancing
factors. The sector has close aﬃlia.ons with a signiﬁcant segment of the CSP sector (which is a
high threat); but the money laundering threat to the sector’s real estate prac7ce is lower, given
the legal barriers to the purchase of Bermudian real estate by foreigners.
The inherent vulnerability ra/ng for the legal sector was medium-high due to the size of
transac'ons facilitated by the legal profession, the profession's role in crea'ng complex legal
structures that can provide anonymity, the use of the profession in tax-evasion schemes, the
diﬃculty in accessing transac0on records and the use of non-face-to-face channels.
AML/ATF Supervisor – Barristers and Accountants AML/ATF Board
Introduction
Bermuda’s legal sector includes 79 law ﬁrms registered with the Bermuda Bar Associa8on (as of
December 2016). Twenty-three of these law ﬁrms registered with the Barristers and Accountants
AML/ATF Board on the basis that they provided services which are “speciﬁed ac;vi;es”59 as deﬁned in
the Proceeds of Crime Act 1997.
Of the 23 regulated professional ﬁrms, 19 provided services rela7ng to “incorpora7on services,”
meaning they organised contribu,ons for the crea,on, opera,on or management of companies, legal
persons or arrangements or aided in the buying and selling business en$$es.
Upon further review of the services oﬀered by regulated professional ﬁrms, it became clear that these
“incorpora)on services” were being provided under the auspices of a separate legal en)ty outside of the
law ﬁrm to which the AML/ATF Board (herea(er “the Board”) has supervisory remit.
Informa(on provided by the ﬁrms have indicated that
•
•
•

ﬁve ﬁrms had clients they classiﬁed as a high net value
ﬁve ﬁrms had clients ranked by the ﬁrms as high risk
four ﬁrms had clients ranked by the ﬁrms as medium risk
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Sec%on 49(5) of the Proceeds of Crime Act 1997 lists the ‘speciﬁed ac%vi%es’, in respect of which when
conduc&ng such ac&vi&es legal advisors and others should be required to carry out the AML requirements
speciﬁed in regula/ons. Speciﬁed ac/vi/es are (a) buying and selling real property; (b) managing of client monies,
securi'es and other assets; (c) management of bank, savings or securi3es accounts; (d) organisa(on of
contribu)ons for the crea)on, opera)on or management of companies; and (e) crea&on, opera&on or
management of legal persons or arrangements, and buying and selling business en%%es.
69

In addi'on to “incorpora'on services”, some ﬁrms also facilitate buying and selling real property.
Eleven law ﬁrms conducted real estate transac2ons regarding purchases of real property; while ten
ﬁrms conducted real estate transac/ons regarding the sale of real property. The larger law ﬁrms
reported that their client base for real property transac2ons included corpora2ons and trust clients, but
these services were being provided by the ﬁrm’s corporate service provider aﬃliate.

Assessment of sectoral threats
There were eight inves-ga-ons over the review period that featured lawyers, but only one
dissemina(on to law enforcement from the FIA. The level of SAR repor.ng from law ﬁrms has
tradi&onally been low.
This sector consistently indicates that most speciﬁed ac3vi3es—for which lawyers are supervised—are
carried out by the CSP aﬃliates of their law ﬁrms instead of by the law prac:ces themselves. However,
it was assessed that the demarca(on lines between the law ﬁrm and its aﬃliated CSP appear to be
blurred.
Lawyers also play a role in the majority of real estate sales and purchases, but the legal barriers to
purchasing real estate in Bermuda mean there is a lower exposure to money laundering threats through
these transac*ons, especially compared to corporate and client ﬁnancial services.
Overall primarily due to the involvement with CSP ac7vi7es, the threat level was assessed at the same
level as for the CSP sector; namely, medium-high.

Analysis of sectoral inherent vulnerabilities
The working group relied heavily upon the input of regulated professional ﬁrms and collected data
through a data call survey. The informa,on requested through the survey included types of customers,
the nature and scope of the services oﬀered, geographic risks, and delivery channel risks. In addi'on to
the survey, several group sessions were held with members of the Bermuda Bar, and with a8orneys
from local law ﬁrms, to collect addi%onal input. This informa%on was then used in the determina%on of
the inherent vulnerability.
The key factors used to determine the inherent vulnerabili0es of the legal sectors were:
•
•
•
•
•
•
•

the size of transac.ons facilitated by lawyers
their client proﬁle
the ability to create anonymity through complex legal structures
the diﬃculty in tracing transac*ons records
the existence of money-laundering typologies
the use of the profession in tax evasion schemes
the use of non-face to face channels

Size of transac.ons
The size of transac/ons facilitated by the legal profession has a medium-high vulnerability. The legal
profession is involved in most real estate transac1ons and legal ﬁrms can be involved in the crea1on of
complex legal structures, both of which are likely to involve high monetary values, so the profession
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presents an opportunity for substan.al amounts of proceeds of crime to be laundered. As previously
men$oned, members of this profession believe that this vulnerability is mi$gated by the fact that the
majority of ac,vi,es related to the crea,on of legal en,!es and some real estate transac!ons are
undertaken by the corporate services aﬃliates of the legal ﬁrms.
Client base
The profession’s client base was determine to be overall at a medium risk level, as some of the clientele
are poli)cally exposed persons and high-net-worth individuals. Although there is a poten0al for high
risk clientele in Bermuda, it is suggested that CSPs (rather than legal ﬁrms) conduct the bulk of speciﬁed
ac#vi#es with such clients. However, as noted previously, the dis$nc#on between law ﬁrms and their
wholly owned/aﬃliated CSPs is not clear and there is not suﬃcient data to properly assess some of the
criteria in this variable.
Level of cash ac,vity
The level of cash ac+vity associated with the legal profession was determined to be low. All ﬁrms
reported that they either had “no cash” policies in place or that they have a low cash threshold limit.
Crea%on of legal structures
Lawyers can be retained to advise on the crea2on of complex legal structures. While the actual
transac'ons are apparently conducted under the aﬃliate CSP and not by the law ﬁrm, the legal advisory
service provided by the lawyer is a contribu4ng factor in how the structures are established. It is well
known interna+onally that the global legal profession has been iden1ﬁed in numerous money
laundering typologies and tax evasion schemes, all related to the nature of the services provided.
Finally, the conduct of non-face-to-face transac*ons is common place in the profession, especially given
the range of interna,onal clients serviced by the profession in Bermuda.
Taking all of these factors into account, the inherent ML vulnerability was assessed as medium-high.

Conclusion
The inherent sectoral risk ra/ng for the legal sector is medium-high. When taking into account the
medium-high threat ra'ng a*ributed to the legal sector by the Threats Working Group and the
inherent vulnerability ra.ng of medium high, the overall inherent sectoral risk of money laundering in
the legal profession is medium-high.
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Chapter 14: The Accounting Sector
Summary Findings:
ML threats to the accoun.ng sector were ranked as low.
The accoun*ng sector’s inherent vulnerabili*es were rated as medium. Varying ﬁndings in
rela%on to some inherent vulnerabili%es connected to the size of corporate transac%ons, the
user of agents, the possibility to create structures that permit anonymity, the poten5al for use
of the sector in tax evasion schemes and the possibility of conduc$ng non-face-to-face
transac'ons have contributed to this ra'ng.

AML/ATF Supervisor – Barristers and Accountants AML/ATF Board
Introduction
As of December 2016, the accoun6ng sector comprised six ﬁrms registered with the Barristers &
Accountants AML/ATF Board as Accoun'ng Regulated Professional Firms. In addi'on, as of 2016, there
were 265 members in the Chartered Professional Accountants of Bermuda (CPA Bermuda).
Generally, these six regulated professional ﬁrms oﬀer services related to liquida*on and receivership,
advisory work, audit, assurance and taxes. One ﬁrm does not conduct “speciﬁed ac+vi+es”60 as deﬁned
in the Proceeds of Crime Act 1997. Four ﬁrms conduct very few speciﬁed ac5vi5es, and these services
were only conducted as part of broader liquida4on services. The majority of the transac1ons connected
to the liquida,ons were court-appointed liquida-ons. One ﬁrm owns a Corporate Service Provider (CSP)
and a Trust Company (both of which are separate legal en99es), which conduct speciﬁed ac9vi9es.

Assessment of sectoral threats
Notwithstanding, the fact that some ﬁrms have CSP aﬃliates/subsidiaries, it was determined that
auditors and accountants should be assessed diﬀerently from law ﬁrms. Overall, a low threat ra*ng was
given to this sector. A few SARs have been received from this sector, but these are primarily driven from
their ﬁndings in their audit prac0ce. For accountants, a primary factor contribu*ng to their threat ra'ng
is the fact that the six ﬁrms that make up this sector are all aﬃliated with interna6onal ﬁrms and the
primary business of these ﬁrms is audi3ng. Further, unlike law ﬁrms, these businesses have very clear
ﬁrewalls separa*ng their audit business from the business of their CSP aﬃliates/subsidiaries.

60

Sec%on 49(5) of the Proceeds of Crime Act 1997 lists the ‘speciﬁed ac%vi%es’, in respect of which when
conduc&ng such ac&vi&es legal advisors and others should be required to carry out the AML requirements
speciﬁed in regula/ons. Speciﬁed ac(vi(es are (a) buying and selling real property; (b) managing of client monies,
securi'es and other assets; (c) management of bank, savings or securi3es accounts; (d) organisa(on of
contribu)ons for the crea)on, opera)on or management of companies; and (e) crea&on, opera&on or
management of legal persons or arrangements, and buying and selling business en44es.
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Analysis of sectoral inherent ML vulnerabilities
This assessment was carried out using Informa(on from a data call from the ﬁrms and discussions with
representa(ves from the ﬁrms and the sponsoring body. Informa(on obtained through the data call
included details on:
•
•
•
•

types of customers
nature and scope of services oﬀered
geographic risks
delivery channel risks

The analysis was limited to accoun-ng ﬁrms that undertake speciﬁed ac-vi-es. Most of the ﬁrms
indicated that the majority of speciﬁed ac3vi3es in which accountants prepare for, or carry out,
transac'ons for their clients is conducted by aﬃliated CSPs, though these are separate legal en''es
from the accoun-ng ﬁrms. This assessment did not examine audi-ng or bookkeeping ac-vi-es
undertaken by accountants, as these are part of the speciﬁed ac*vi*es as deﬁned by FATF.

Total size of the business
The working group assessed that the size of the accoun.ng business in Bermuda was medium-low. Here
the assessment was focused on the total number of providers, as well as the turnover or total value of
transac'ons handled within the sector. Of the registered ﬁrms, few provide services within the scope of
“speciﬁed ac+vi+es” and the majority of these are in furtherance of liquida5ons and receiverships. As
such, it was determined that outside of liquida.ons and receiverships, the size of the transac.ons
conducted by accountants within regulated professional ﬁrms on behalf of their clients, is not signiﬁcant
compared to other sectors subject to AML obliga6ons in Bermuda.

Client base profile
Although there is a poten0al for high-risk clientele in Bermuda, the accoun3ng ﬁrms under supervision
reported—based on their risk assessments—small numbers of medium or high-risk clients. Given the
nature of the business ac/vi/es carried out by the ﬁrms, it was therefore assessed the client base for
this sector in Bermuda was overall at a low risk level.

Level of cash activity
The level of cash ac,vity associated with the business/profession was assessed as low. All ﬁrms
reported that they either had “no cash” policies in place or that they had a low cash threshold limit.

Other factors
The working group determined that accountants could poten5ally be involved in the crea5on of
complex structures that provide anonymity; that in the interna(onal sphere accountants have been
iden%ﬁed as playing key roles in money laundering typologies and tax evasion schemes; and that in
Bermuda they do provide services through non-face-to-face channels. By oﬀering certain types of
services, accountants can be retained on ma/ers that could bring them within the scope of mainstream
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ﬁnancial services—though most of these services are o0en oﬀered under an aﬃliate CSP corporate
en#ty.
Based on the analysis, the inherent vulnerability was determined to be medium.

Conclusion
When taking into account the low threat ra1ng a2ributed to the accoun1ng sector by the Threats
Working Group and the inherent vulnerability ra5ng of medium, the inherent sectoral risk was
determined to be medium.
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Chapter 15: The Real Estate Sector
Summary Findings:
Real Estate agents represent a medium-low threat of money laundering to Bermuda. The
inherent risks involving the sector’s client proﬁle is considered medium-high due to the size of
real estate transac*ons, the inability to iden*fy poli*cally exposed persons and conduct
customer due diligence on beneﬁcial owners of transac/ons involving trusts.

AML/ATF Supervisory Authority – Superintendent of Real Estate
Introduction
Real Estate sales represent approximately 5% of Bermuda’s GDP and were valued at BD $271 million in
2016.61 The Real Estate sector as a whole was the second-highest contributor to GDP, contribu2ng
16.6% in 2015, which represents BD $983 million in output compared to BD $962 million in 2014.
As of June 30, 2017, the real estate sector was comprised of approximately 85 licensed brokers and 250
licensed agents. There are two large real estate ﬁrms opera0ng on the island who provide full-scale
services. The services include: residen'al and commercial real estate sales; land and valua(on
surveying; property management and rentals.
The majority of real estate ﬁrms are medium-sized or small, sole-proprietorship operators that focus on
rentals and engage in residen,al and commercial sales. Real estate ﬁrms have a diverse clientele,
including trustees, domes0c and interna0onal individuals. The purchase of real estate in Bermuda is not
a cash-based ac(vity and there are ﬁrm policies restric(ng the use of cash for real estate transac(ons, as
well as limita*ons on foreign ownership. Indeed, the Bermuda real estate market is small with a limited
ability for foreigners to purchase property due to statutory immigra5on controls.

Assessment of sectorial threats
Although real estate is tradi/onally a primary target for money laundering in most jurisdic/ons, this is
not the case in Bermuda. The most signiﬁcant threat for money laundering in Bermuda originates from
foreign predicates, and it is diﬃcult for foreigners to enter the economy through the real estate sector.

Analysis of sectoral inherent vulnerabilities
The scope of the analysis is restricted to transac2ons involving the buying and selling of real estate, as
guided by the Financial Ac1on Task Force recommenda)ons, and therefore transac)ons involving
rentals fall outside of the assessment analysis.
Value of transac-ons
61

Including residen-al and commercial sales, rentals and property management, property valua-ons and other
real estate support services
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The value of transac0ons presents a medium-high vulnerability for the real estate sector. Sales of real
estate was valued at BD $271 million in 2016; although not as sizeable as the ﬁnancial services industry,
the amounts involved provide an opportunity for large sums of money to be poten4ally laundered.
Client proﬁle
Because the real estate sector has among its clients Poli$cally Exposed Persons (PEPs) and high-networth individuals, its client proﬁle is rated as a medium risk. Although PEPs and high-net-worth
individuals form part of the real estate sectors’ client base, real estate ﬁrms are not currently capturing
this type of client informa1on in their records.
There is also a dis,nc,on between local and interna,onal high-net-worth individuals. The local highnet-worth segment is considered low risk, as there is low turnover of proper1es by local owners. On the
other hand, interna,onal high-net-worth individuals purchasing property in Bermuda are regulated
through the legal alien licensing framework and are the subjects of police criminal background checks.
On top of this, there are very limited introduc6ons/referrals from high-risk jurisdic*ons, as there is a
requirement to engage a local professional in buying and selling real estate.
Other factors
Other inherent vulnerability factors involve the anonymous use of the product, since real estate brokers
are generally not aware of the beneﬁcial owners of transac3ons involving trusts—this informa,on is
retained by lawyers and not shared with brokers.
The majority of real estate ﬁrms surveyed indicated that they have no systems in place to support SARs,
although most have systems to collate informa3on of their clients for the purpose of dra6ing Sale and
Purchase Agreements and to conﬁrm /tle.
Furthermore, most businesses and staﬀ in this industry have limited knowledge about money laundering
and, consequently, an/-money laundering.
As a result of the analysis of the various factors, a medium-high ML vulnerability ra(ng was determined.

Conclusion
The real estate sector has a medium-high ra$ng for inherent ML vulnerabili$es and a medium-low ra#ng
for threats, resul-ng in an overall ﬁnal ML inherent risk ra1ng of medium.
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Chapter 16: Dealers in High-Value
Goods
Summary Findings:
Dealers in high-value goods represent a low threat of money laundering to Bermuda. The
inherent vulnerability ra.ng of the sector was medium-low because of a low total
turnover/value of the retailers in this group, and because their client base has a low risk and a
low level of cash ac,vity associated with their businesses.

AML/ATF Supervisory Authority – Financial Intelligence Agency
Introduction
This sector is comprised of various dealers in high-value goods (DiHVG) in Bermuda. High-value goods
dealers are deﬁned as car, boat and motorcycle dealers, an1que dealers and auc1oneers. These are
pure retail businesses, as there are no known wholesale importers or exporters in these sectors in
Bermuda. The sector contributed less than 1% to the GDP of Bermuda during the relevant period. The
yearly value for this sector during the review period was in the range of BD $30 to 44 million.
The level of cash ac,vity in this sector, in par,cular, large-level transac"ons, is minimal. There are less
than 30 retailers opera/ng in Bermuda and a low ra'o of non-resident clients due to residency
restric'ons on the licensing of cars and registra/on requirements for the opera0on of boats within the
jurisdic(on. The number of vehicles that can be licensed and operated for commercial purposes is
strictly monitored by the Department of Transport Control.
It should be noted that this sector was not in scope of Bermuda’s AML/ATF regime for the period
covered by the 2017 Na(onal Risk Assessment as the sector was brought under the framework with
eﬀect from December 1, 2016. Under the requirements, only persons who wish to take more than BD
$7,500 in cash are required to be registered with the FIA. Other en((es are expected to have processes
and procedures to ensure they do not exceed that limit.

Assessment of sectoral threats
There was no evidence that the ins0tu0ons’ products in this sector were used or could be used
successfully for money laundering. Therefore a low threat ra*ng was assigned.

Analysis of sectoral inherent vulnerability
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Despite the somewhat disparate nature of the sector, all the sub-groups within this sector were
assessed and the ﬁndings are deemed to relate to all segments of the sector.
The inherent vulnerability of this sector is assessed as medium-low, based on a low total turnover/value
of the business, the client base proﬁle having a low risk and a low level of cash ac8vity associated with
the businesses. The sector contributed less than 1% to the gross domes/c product of Bermuda during
the relevant period and is not a cash-intensive sector.
This sector has very li/le exposure to dealings with any corporate structures or legal en77es, as its
clientele are almost exclusively individuals. Further, any transac.ons with corporate structures or legal
en##es are conducted via electronic transfers or bank dra3s, but not cash. In addi'on, there is no
indica&on from the sector that their limited dealings with corporate structures or legal en))es involve
any foreign en++es. Accordingly, beneﬁcial ownership informa7on would be easy to obtain if it was
required.

Conclusion
Taking into account the low threat ra'ng a*ributed to high-value dealers sector and the inherent
vulnerability ra-ng of medium-low, the overall sectoral ML risk was determined to be medium- low.
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Chapter 17: Dealers in Precious
Metals and Stones
Summary Findings:
Dealers in previous metals and stones represent a medium-low threat of money laundering to
Bermuda. As a result of the low level of cash ac4vity associated with these businesses, the
inherent vulnerability level was rated as medium.

AML/ATF Supervisory Authority – Financial Intelligence Agency
Introduction
The Dealers in precious metals and stones sector in Bermuda is comprised wholly of retail businesses.
There are no known wholesale importers or exporters in Bermuda and mining ac7vi7es do not exist.
There are less than 30 retailers opera0ng in this sector, and only one retailer oﬀers loose stones for
purchase on a regular basis. There is a low ra'o of non-resident clients (seasonal transac.ons) versus
annual purchases by residents. During high tourist season (May-October) sales of jewellery increase due
to tax-free status of many jewellery items.
The sector contributed less than 1% to the gross domes5c product of Bermuda during the relevant
period, with a total annual value of between BD $20 and $25 million.
The level of cash ac,vity, in par,cular larger transac,ons, within the sector is minimal.

Assessment of sectoral threats
Precious metals and stones are poten0ally a2rac0ve to criminals as an easily transportable source of
value to remove criminal proceeds from Bermuda. However, in light of the low level of money
laundering detected in this sector and the established trend for currency conversion (BD to USD) this is
not considered to be a preferred method for drug traﬃckers in Bermuda. There was also no evidence to
support that criminal proceeds were being brought into Bermuda through precious metals and stones.
The threat was therefore assessed as low.

Analysis of sectoral inherent ML vulnerability
The assessment resulted in an inherent vulnerability ra.ng of medium, though it was assessed to be on
the lowest end of a medium ra$ng.
As most of the clientele is comprised of individual buyers, the sector has very li7le exposure to
corporate structures or legal en**es, and what li1le transac*ons exist are conducted via electronic
transfers and bank dra,s rather than cash. There is no indica-on from the sector that their limited
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dealings with corporate structures or legal en22es involve any foreign en''es. Accordingly, beneﬁcial
ownership informa.on would be easy to obtain, if necessary.
As with some other sectors, dealers in precious metals and stones were not within the scope of
Bermuda’s AML/ATF preventa5ve measures regime for period covered by the 2017 Na2onal Risk
Assessment. The legisla*ve provisions that bring Dealers in High Value Goods under the scope of
AML/ATF supervision came into eﬀect as of December 1, 2016. These provisions apply to dealers in
precious metals and stones as well, requiring registra,on to undertake cash transac)ons equal to or
above BD $7,500 or the equivalent in any other currency.

Conclusion
The inherent vulnerability ra/ng for dealers in previous metals and stones is medium. Taking into
account the threats ra,ng of medium-low, supplied by the Na0onal Threats Working Group, the ﬁnal
sectoral ML risk ra.ng is also medium.
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Chapter 18: The Betting Sector
Summary Findings:
Notwithstanding the rela0vely small size of the sector, the na0onal ML threat ra!ng was assessed
to be medium, given concerns about the cash-intensive nature of the business. The inherent
vulnerability score for the be2ng sector is medium. The rela(vely small size of transac(ons
conducted in the be,ng sector makes it unlikely to be used for signiﬁcant money laundering.
Nonetheless, vulnerabili1es related to the sector stem from the widespread use of cash and the
presence of some higher-risk clients such as PEPs.
AML/ATF Supervisory Authority – This sector does not fall under the AML/ATF regime
(and is not required to be by FATF).
Introduction
Bermuda only has two be2ng operators in four loca8ons. Companies and corpora.ons are restricted
from be(ng, and individuals must bet at a local shop.
Bermuda’s be,ng industry oﬀers the following products:
•
•
•

interna'onal sports be.ng
lo#ery
online slot machines

Based on revenue collected from gaming taxes, the es6mated income for the en6re sector in 2016 was
approximately BD $8 million.
The rela(vely small size of the industry has allowed the be7ng sector to develop its own internal sets of
an#-money laundering controls. One must appear in person to deposit funds into an account to
purchase a lo,ery "cket or to place a sport bet. This face-to-face aspect allows staﬀ in be0ng facili2es
to personally gain insight into individual be3ng habits. Given the small size of the island, most staﬀ in
this sector are aware of individuals that may pose a money-laundering threat.

Assessment of sectoral ML threat
Law enforcement has concerns regarding the poten3al use of be7ng shops/crown and anchor tables to
legi%mise the proceeds of crime. Like MSBs, this is a cash business which has a higher risk unless there
is evidence of extended due diligence. Based on the reported ﬁgures for the tax paid, it is es4mated
that the annual revenue is approximately BD $8 million for the be)ng shops. However, as regula-on or
supervision of the be/ng sector has not advanced since the original Act was put in place, there is no
mechanism to conﬁrm the revenue earned in the sector. Therefore, the ML threat was assessed to be
medium.
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Analysis of sectoral inherent ML vulnerabilities
The en&re be)ng sector was analysed for this assessment, included the four exis3ng gaming houses.
This is not a sector that is required by FATF to be regulated but as it was noted as a high risk sector in
Bermuda’s last AML/ATF evalua&on, it was deemed appropriate to undertake a formal risk assessment.
This sector has a small turnover, no anonymous products, is of limited use in tax evasion and fraud
schemes, its transac-ons are traceable, and transac-ons are all face-to-face.
However, vulnerabili*es iden%ﬁed related to the use of cash, accessibility of transac3on records, some
higher-risk clients and the presence of some money laundering typologies interna5onally.
Although the level of cash ac/vity is high and be5ng shops do have some higher-risk clients, such as
PEPs, the rela,vely small transac,on amounts diminishes the poten,al for even moderate sums of
money to be laundered via the be1ng sector. There are limited interna+onal typologies involving the
be#ng sector. However, there are some indica6ons that the be#ng sector has been used by criminals
to jus'fy the origins of suspected proceeds of crime. In these cases, law enforcement has indicated that
it is not always easy to determine whether be1ng ﬁrms have disbursed funds to clients due to the
absence of record-keeping obliga,ons.
No beneﬁcial ownership requirements are in place for the sector, but this does not have a signiﬁcant
impact, as only individuals can open accounts with be3ng establishments.
In evalua)ng all of these factors, the overall inherent vulnerability ra)ng was assessed as medium.

Conclusion
When taking into account the medium threat ra$ng a'ributed to the be0ng sector and the inherent
vulnerability ra-ng of medium, the overall sectoral risk was determined to be medium.
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Chapter 19: The Casino Gaming
Sector
Summary Findings:
The ML threat level for this sector was considered at the 4me of the analysis to be Low, given that
no casinos have yet been established.
The ﬁnal poten,al inherent ML vulnerability ra,ng for the gaming sector of high is condi,onally
oﬀered based on the interna)onal experiences in this area.

AML/ATF Supervisory Authority – Bermuda Casino Gaming Commission
Introduction
At present, there is no ac/ve casino gaming industry in Bermuda. In December 2014, the Casino Gaming
Act 2014 (the Act) was passed, and various amendments to, and provisions of, the Act have been
brought into force during 2015 through to 2017. The Act allows for a maximum of four licences to be
issued for integrated resort casinos to operate on the island, and there is a three-stage applica+on
process for each.
The Bermuda Casino Gaming Commission (the Commission) is the competent authority responsible for
casino gaming licensing and AML supervision for casino operators. Any resort casinos permi/ed to
operate on the island will not only be regulated by the industry-speciﬁc statute and suppor/ng
regula'ons se,ng out AML obliga'ons, but they will be subject to the provisions of the Proceeds of
Crime (AML/ATF) Regula4ons 2008, which contains customer iden0ﬁca0on and due diligence
requirements.
There is poli+cal will to permit casino gaming in Bermuda, and the Commission has dra8ed a number of
industry-speciﬁc statutory instruments in an0cipa0on of casinos being licensed to open and operate on
the island. To date, these instruments are in dra0 form, awai3ng approval through the legisla3ve
process.
The ﬁrst step in the applica/on process is to apply for site designa/on. During the review period, there
were two applica,ons for designated site orders. One was granted in 2016 and the other was granted in
January 2017. Two further applica0ons have been received by the Minister responsible for gaming, both
awai$ng the required legisla$ve approvals.
The second stage of the applica1on process is to ﬁle for a casino licence. This stage started in April
2017, when the Commission published a no7ce star'ng the statutory three-month period to ﬁle for the
casino licence. An interna)onal casino operator submi2ed a joint applica)on with one of the en))es
granted approval for a site designa0on, the ﬁrst ever in Bermuda. On September 22, 2017, there was a
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public hearing of the applica1on, a3er which the Commission—sa#sﬁed that all applicable requirements
were met—awarded a provisional casino licence to the applicant and the hotel.
The third and ﬁnal stage of the applica3on process is the suitability stage. Only at the conclusion of this
ﬁnal stage can a casino licence be granted, allowing for the opening and opera+on of a casino. As noted
previously, no applica&on has reached that stage and no casino is yet opera-onal.

Assessment of sectoral ML threat
Although the ML threat in this sector would normally be considered high, as no casino has yet
established an opera/on in Bermuda, the threat was rated as low.

Analysis of sectoral inherent ML vulnerability
Despite no opera,ng casinos during the assessment period, it was agreed that real and poten+al ML
vulnerabili*es would s(ll be assessed in an%cipa%on of opening the ﬁrst casino in Bermuda.
For the analysis of the inherent vulnerabili/es key areas of focus were:
1. an#cipated client base and proﬁles on the basis that many casino patrons will be visitors from
other jurisdic-ons
2. an#cipated use of cash and wire transfers within this industry
3. other factors present in this sector in other jurisdic/ons that may feature in the an-cipated
Bermuda sector and render the sector vulnerable to money laundering
The poten)al inherent ML vulnerability of the Bermuda casino gaming sector was assessed as high. This
overall ra(ng is driven by the fact that the total size of the business was not analysed and a signiﬁcant
propor$on of patrons will possess the characteris$cs that typically increase the vulnerability of an
economic sector to money laundering, speciﬁcally:
•
•
•
•
•

poli%cally exposed persons (both domes*c and interna*onal)
high net worth individuals
non-residents
foreign personal or business interests
persons with criminal antecedents

Bermuda’s proposed model for casino opera2ons is to have integrated casinos and resorts, so the
expecta'on is that casinos in Bermuda will be patronised by a signiﬁcant number of interna3onal
clients. One mi'ga'ng factor is that the vast majority (approximately 85%) of visitors to Bermuda are
from the eastern seaboard of the US. There is no evidence to suggest at this %me that having a casino
opera&ng in Bermuda will change that demographic and a4ract a larger propor&on of patrons from
high-risk jurisdic*ons.
Further, there is no indica,on to date that any casino licensed to open and operate in Bermuda will be
void of the typical characteris1cs that increase the a3rac1veness of using the sector for money
laundering. Four features make the gaming sector par3cularly vulnerable to money laundering:
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•
•
•
•

casino gaming is predominately a cash-intensive business
it involves frequent exchanges of cash for casino chips or 4ckets
there are a high number of electronic transac2ons into and out of casino deposit accounts
the industry facilitates the movement of monies into and out of a jurisdic4on’s ﬁnancial sector

These factors all increase the inherent vulnerability ra3ng. Several other features of the an/cipated
Bermuda gaming sector also increased the inherent vulnerability of the sector to money laundering.
These include:
•
•
•

the existence of extensive typologies and examples of the use of a casino gaming sector for
money laundering and for tax and fraud schemes
the use of agents, allowing for “casino marke1ng arrangements,” where an agent introduces
customers to a speciﬁc casino operator in exchange for a commission
the poten(al of non-face-to-face interac*on with patrons

Conclusion
Based on the low threat ra'ng a*ributed to the gaming sector and the poten&al inherent vulnerability
ra#ng of high, the poten)al inherent sectoral ML risk ra'ng is medium.

85

TERRORIST FINANCING RISK
ASSESSMENT
Chapter 20: Terrorist Financing
Introduction and overview
The Bermuda Government is commi3ed to comba5ng terrorism and terrorist ﬁnancing, and to
suppor&ng regional and global eﬀorts to do the same. Bermuda implemented its ﬁrst an0-terrorist
ﬁnancing (ATF) legisla0on in 2004 and has since reinforced that legisla0on with enhanced legal and
supervisory frameworks and a determina3on to have an ATF regime that meets interna3onal standards
and allows us to play an eﬀec.ve role in comba4ng these nefarious crimes.
In 2016, the Government of Bermuda’s Na9onal An9-Money Laundering Commi0ee (NAMLC) formed a
working group to conduct a terrorist ﬁnancing risk assessment in the jurisdic5on. The ﬁndings from that
working group’s eﬀorts form this sec4on of the NAMLC Report.
Importantly, there is no evidence of terrorism or terrorist ﬁnancing having taken place in Bermuda. S#ll,
no jurisdic+on can be considered immune from either terrorism or the ﬁnancing of terrorism. The
evolving nature of terrorist acts seen interna0onally reinforces the fact that Bermuda’s ATF regime must
remain relevant and eﬀec.ve.
The TF assessment for Bermuda involved iden4fying terrorism and TF threats; and then assessing TF
vulnerabili*es. Based on the available data and an analysis of interna2onal TF typologies that might
hypothe'cally occur in Bermuda, the current levels of terrorism and TF threats in Bermuda is assessed
to be Medium-Low. Sectoral vulnerabili/es based on perceived poten&al risk has been assessed and for
most sectors it has been determined that the TF risk is low or medium-low, with only the not-for proﬁt
sector rated at a poten,al level of medium.
To paint a complete picture of the sectoral risk, the working group also assessed the strength of the
country’s defence mechanisms, including its:
• comprehensive legal and ins0tu0onal frameworks
• coordinated and eﬀec,ve intelligence and law enforcement eﬀorts
• robust ﬁnancial, regulatory and supervisory frameworks
• !mely interna!onal coopera!on
• inter-agency coordina,on
• consistent outreach to sectors that are more vulnerable to TF (such as non-proﬁt organisa,ons
and money remi+ers)
Over the years, Bermuda has undertaken a signiﬁcant amount of work to develop a robust ATF regime.
It has a strong legisla.ve and ins.tu.onal framework and eﬀec.ve coopera.on between domes.c and
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foreign competent authori0es. Overall, the work that has been done to address terrorist ﬁnancing
ma#ers has been posi.ve. Bermuda is con.nuing its work to update and further strengthen this
framework to ensure that it takes into account changes in the marketplace, methods used in rela6on to
terrorism and terrorist ﬁnancing, interna%onal requirements in this regard and any gaps that are
iden%ﬁed in the legal, ins%tu%onal and opera%onal frameworks.

Criminalising Terrorist Financing
Bermuda’s An#-Terrorism (Financial and Other Measures) Act 2004 (ATFA) is the primary legisla3on for
criminalising terrorist ﬁnancing. The ATFA criminalises three forms of fundraising for the purpose of
ﬁnancing terrorism. A person commits an oﬀence if he/she does any of the following (with the inten8on
or suspicion that the money or other property will be used for terrorism or terrorist ﬁnancing):
• invites other persons to provide money or other property
• receives money or other property from other persons
• provides money or other property himself.

Targeted Financial Sanctions
Bermuda implements targeted ﬁnancial sanc2ons as required by UNSCR 1267(1999)—and its successor
resolu'ons (including UNSCR 1988(2011) and 1989(2011))—through UK legisla/on extended to overseas
territories by sanc-ons-related Orders in Council (herea/er “Orders”).
The process of implemen/ng these Orders has been enhanced signiﬁcantly over the years, with the
Bermudian and UK authori0es coopera0ng and coordina0ng processes to allow for simultaneous
implementa)on of the Orders in Bermuda. As a result, in 2016, there were three orders made by the UK
and extended to its overseas territories, which Bermuda was able to bring into force on the same day
that they were enacted by the UK. Addi$onally, when the UK amends the Orders that are already in
eﬀect in Bermuda, the amendments come into force in Bermuda automa3cally and with immediate
eﬀect.

Bermuda Intelligence, Law Enforcement, Prosecutorial and
Asset Recovery Agencies
In Bermuda, ﬁve agencies cooperate on TF-related enforcement – the Financial Intelligence Agency, the
Bermuda Police Service, the Department of Public Prosecu9ons, the Customs Department and the
A"orney General’s Chambers. Because of the rela.vely small size of Bermuda, there are close 3es and
strong working rela.onships between agencies (both formally and informally) allowing for eﬀec.ve
domes&c coopera&on.

International Cooperation
It was highlighted earlier in this report that Bermuda’s A,orney General is the Central Authority for
mutual legal assistance requests and as such receives requests for assistance from foreign countries in
connec%on with criminal proceedings that have been ins%tuted, or criminal inves%ga%ons that are being
conducted. Bermuda provides legal assistance in criminal ma3ers to any country, provided criminal
proceedings or a criminal inves0ga0on has commenced and the proceedings or inves0ga0on concerns a
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criminal oﬀence in that country. The A&orney General can, therefore, assist a foreign country in rela6on
to TF that has occurred in that foreign country, furthering Bermuda’s commitment to the interna7onal
ﬁght against terrorism ﬁnancing. In addi'on, a number of other agencies, including the FIA with their
membership in the Egmont Group, play a key role in ensuring eﬀec8ve interna8onal coopera8on.

Regulatory and Other Controls
As noted previously in this report, Bermuda has a strong legisla1ve framework that imposes
requirements and establish systems that mi.gate the level of TF threat in regulated ﬁnancial en..es
and designated non-ﬁnancial en))es. The supervisory bodies have extensive regulatory and supervisory
toolkits, to ensure that they can eﬀec2vely monitor and enforce compliance with the relevant
provisions. The relevant supervisors are; the BMA, for regulated ﬁnancial ins:tu:ons – which in
Bermuda include trust and corporate service providers; the Financial Intelligence Agency, for dealers in
precious metals and precious stones and other high value dealers; the Superintendent for Real Estate for
the real estate sector; and the Barristers and Accountants AML/ATF Board for lawyers and accountants
in independent prac+ce. Along with the Registrar General which oversees chari+es, they cooperate and
collaborate with each other and the other AML/ATF competent authori8es to appropriately and
eﬀec$vely address TF ma0ers.

What is Terrorist Financing?
The Financial Ac,on Task Force (FATF) deﬁnes a “terrorist act” by reference to widely adopted
interna'onal conven'ons62. Consequently, the FATF deﬁnes terrorist ﬁnancing as any ﬁnancing of
terrorist acts, and of terrorists and terrorist organisa/ons. This can involve the provision of funds from
criminal ac)vity as well as funds from legi)mate origins.
Bermuda’s An--Terrorism (Financial and Other Measures) Act 2004 (ATFA) deﬁnes terrorist ﬁnancing in
broad terms, including commissioning funds, directly ﬁnancing, organising or direc*ng funds, using or
possessing money or property, or any other funding arrangements that contribute to terrorism.63
Further details in this regard can be gained from the ATFA deﬁni7ons for “terrorism”64 and “terrorist
property.”65

How Bermuda Assessed its Terrorist Financing Risk
In keeping with the FATF requirements for jurisdic9ons to iden9fy and assess their exposure to TF risk, in
June 2016, a working group was formed by NAMLC with the aim of conducAng Bermuda’s ﬁrst TF
Na#onal Risk Assessment to gain a deeper understanding of Bermuda’s TF risks. With the support and
sanc%on of the Cabinet and Civil Service Execu%ve, the en%re project was coordinated by the Oﬃce of
NAMLC, which provides secretariat services to NAMLC. The working group included persons with
relevant experience, understanding and exper2se in these ma5ers to be able to appropriately inform
the discussions and analysis. Representa)ves were drawn from judicial, prosecutorial, law enforcement,
62

Page 125, General Glossary, International Standards on Combating Money Laundering and the
Financing of Terrorism and Proliferation, The FATF Recommendations, February 2012
63
ATFA Section 2
64
ATFA Section 3
65
ATFA Section 4
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ﬁnancial intelligence, asset recovery, immigra+on, border control and supervisory agencies. In addi'on,
the working group sought input from the private sector via consulta5on with representa5ves of the
main ﬁnancial sectors, as well as the legal, accoun2ng and non-proﬁt sectors. The private sector’s
involvement was essen%al to ensuring a comprehensive assessment of Bermuda’s TF risks as they are
key players in the detec0on and preven0on of TF.
As it is understood that globally terrorism has both local and interna4onal roots and targets, the
inves&ga&on into its threat to Bermuda looked at the poten&al for domes&c terrorism and the threat of
the jurisdic,on being used as a transit point for people intent on commi+ng terrorist acts abroad.
Addi$onally, the features of terrorist funds were examined, namely:
•

•
•

The direc)ons of terrorist funding, meaning whether funds are generated in the home
jurisdic(on and used for terrorist opera(ons elsewhere, whether funds are generated abroad
and used for terrorist opera.ons in Bermuda, or whether Bermuda is a transit point for terrorist
funds
Sources of ﬁnancing, either from legi1mate sources or from criminal ac1vi1es
Which channels are being used to move terrorist funds

To determine the overall risk of terrorist ﬁnancing in Bermuda, the working group reviewed available
quan%ta%ve and qualita%ve informa%on concerning terrorist acts and terrorist ﬁnancing, including law
enforcement data, intelligence informa.on, and terrorist research. Given the very limited empirical
evidence of TF in Bermuda, the working group adopted an addi0onal approach to assessing the TF risk,
which involved the examina0on of hypothe0cal TF scenarios that were drawn from a wide range of
interna'onal TF typologies, and the assessment of the possibility of such scenarios occurring in
Bermuda. The analysis of these TF scenarios took into account all relevant socioeconomic, ﬁnancial,
ins$tu$onal, legal and regulatory factors within the jurisdic2on that might inﬂuence whether or not the
scenarios could occur and the sectors most likely to be aﬀected if they did occur. In order to carry out
this assessment, a shortlist of 20 relevant TF typologies were selected from credible interna/onal
sources such as FATF and the Egmont Group. The typologies covered both tradi3onal TF techniques and
emerging TF risk. The working group used the 20 typologies to develop hypothe6cal scenarios to cover
a wide array of features seen in the typologies, while being relevant to the dis4nc4ve and relevant
aspects of Bermuda. The working group then used these scenarios to assess the level of terrorism
threats and related TF risk in Bermuda.
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Chapter 21: Terrorist Financing Risk
Assessment
To understand the overall risk of terrorist ﬁnancing in Bermuda, the working group needed to ﬁrst know
the threat of terrorism in the jurisdic1on. A review of intelligence reports over recent years as well as
an inves(ga(on into whether any of the major interna.onal terrorist groups have connec.ons with
Bermuda revealed that the overall risk of terrorism in Bermuda is low.
Since 2009 in Bermuda, there have been 15 intelligence reports and general interna<onal alerts
poten&ally related to terrorism. Only three of these intelligence reports merited domes3c inves3ga3on.
Following these inves.ga.ons, it was determined that there was no evidence to indicate that there was
any actual or poten-al terrorism ac-vity in Bermuda.

Table 1 – Intelligence Reports and General International Alerts on Potential
Terrorist Threats recorded in Bermuda since 2009

In addi'on to the intelligence reports, the working group examined if there were any indica'ons that
Bermuda was being used by any of 13 notable interna6onal terrorist groups, either as a staging
jurisdic(on or as a conduit for TF ac(vi(es. The level of terrorist threat posed by Foreign Terrorist
Fighters (FTF) and self-radicalised (lone wolf) terrorists was also considered.
Based on the informa/on reviewed by the working group, it was determined that there are no known
terrorist groups, organisa.ons and/or terrorist ﬁghters or self-radicalised terrorists opera-ng within, or
targe&ng Bermuda. The terrorist groups were selected for review based on intelligence from the
appropriate authori+es and open source data on the scope and global outreach of these groups,
including previous targets (and ﬁnancing support) to North America region countries (US and Canada) as
well as the UK66. These terrorist groups selected for review were:

66

As noted, Bermuda is part of the North America region and is a UK Overseas Territory
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1. Islamic State of Iraq and Syria (ISIS)
2. Al Qaeda in the Arabian Peninsula (AQAP)
3. Al Qaeda Core
4. Al Qaeda in the Islamic Maghreb (AQIM)
5. Al Shabaab
6. Hamas
7. Hezbollah
8. Jabhat Al-Nusra
9. Khalistani extremist groups
10. Haqqani Network
11. Abu Sayyaf
12. Turkestan Islamic Movement (TIM – formerly ETIM)
13. Al-Qaeda in the Indian Subcon0nent
The Working Group (WG) also examined possible links to FTF and self-radicalised (lone wolf) terrorists.
To further assess the poten.al threat, the working group reviewed the global outreach of each of the 13
groups and looked at, among other characteris4cs:
•
•
•

the poten(al to target, or operate in, Bermuda
techniques used by the groups for raising and transferring funds
the poten(al for these groups to be aﬃliated with Bermuda

There is no indica-on, or even anecdotal evidence, to suggest that Bermuda is being used by any of
these interna*onal terrorist groups or by lone-wolf terrorist operators.
However, the following three main issues emerged when considering broader contextual issues about
the terrorism threat level of Bermuda, in par4cular Bermuda’s vulnerability to FTFs and self-radicalised
terrorists.
•
•
•

Bermuda has a highly diversiﬁed popula3on of guest workers from all over the world, working
predominately in the interna/onal business and hospitality sectors
Most Bermudian undergraduate and postgraduate students travel overseas to undertake their
studies (mostly to the US, Canada and the UK)
The WG determined that the terrorism threat proﬁle of Bermuda can poten4ally shi6, and
drama%cally so, during high-proﬁle events, such as the America’s Cup, or when high-proﬁle
guests visit the jurisdic.on

Bermuda remains vigilant and con2nuously monitors any demographic, or other, changes that could
increase the terrorism threat and vulnerability in Bermuda.

Terrorist Financing Threat
To determine the overall threat of TF involving Bermuda, the working group reviewed the limited data
on TF that was available in rela,on to Bermuda along with the scenarios developed from the typologies.
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In assessing the threats along the three axes iden%ﬁed—the direc)on of funds, the sources of funds and
the channels of funds—most threats in Bermuda are medium-low, and a few are low. Overall, the
working group concluded that the level of TF threat is medium-low.
Since 2009 there have been 22 intelligence reports and interna6onal assistance requests pertaining to
poten&al terrorist ﬁnancing. The intelligence reports included interna2onal and domes2c requests
made to the Financial Intelligence Agency (FIA) from foreign Financial Intelligence Units (FIUs) and local
law enforcement, but also includes spontaneous disclosures made by the FIA to foreign FIUs and local
law enforcement, and interna0onal requests sent by the FIA to foreign FIUs.
For requests made by agencies outside of Bermuda, no further ac7ons were requested by the relevant
jurisdic(ons. Following inves,ga,on of these reports and requests, no evidence was found of ac2vi2es
and/or sectors in Bermuda being used to support and/or ﬁnance terrorism ac4vi4es within, or beyond,
the jurisdic,on.

Table 2 – Intelligence Reports and International Assistance Requests of Potential
TF Reports in Bermuda Since 2009

Addi$onally, and in view of the limited empirical data, the working group considered several
hypothe'cal scenarios that were developed for the purpose of this exercise, taking into account factors
that were relevant in the Bermuda context.

Direction of Funds
In any jurisdic-on, there are four poten-al direc-ons that TF ﬂows:
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1. Funds are generated in the home jurisdic-on for terrorist opera+ons within the home jurisdic%on
2. Funds are generated in the home jurisdic-on for terrorist opera+ons in a foreign jurisdic.on
3. Funds are generated in a foreign jurisdic.on for terrorist opera+ons in the home jurisdic-on
4. Funds are generated in a foreign jurisdic.on for terrorist opera+ons in a diﬀerent foreign
jurisdic(on, and the home jurisdic1on operates as a transit point
The conclusion of the working group’s analysis of these ﬂows is as follows:

i) Funds generated in the home jurisdiction, for operations
within the home jurisdiction
As there are no known terrorist organisa/ons and/or individual terrorists opera/ng in Bermuda, and
accordingly, no domes0c terrorist acts requiring ﬁnance, the TF threat in Bermuda was considered to be
low in rela(on to funds generated in the home jurisdic(on for terrorist opera(on within the home
jurisdic(on.

ii) Funds generated in the home jurisdiction, for operations in a
foreign jurisdiction
The level of TF threat in Bermuda was assessed to be medium-low in rela(on to funds generated in the
home jurisdic-on to support terrorist opera-ons in a foreign jurisdic-on.
Of the 22 intelligence reports and interna3onal requests recorded in Bermuda, 11 related to
transac'ons where funds had been generated in Bermuda and subsequently sent to high-risk
jurisdic(ons. However, there is no evidence to indicate that any funds were generated in Bermuda to
support and/or ﬁnance terrorist ac0vi0es inside, or outside, the jurisdic0on. Nonetheless, the WG
iden%ﬁed that there is s%ll a need for ongoing educa%on of the public in rela%on to tradi%onal and
emerging TF methods. This is reinforced by the recent incidents of phishing fraud in Bermuda. These
incidents were ini+ated from outside Bermuda and targeted residents in Bermuda, but were not
deemed to be connected to TF. However, considering the experience of local law enforcement
regarding foreign phishing a.acks, this technique might moderately impact Bermuda’s exposure to TF
risk.

iii) Funds generated in a foreign jurisdiction for operations in
the home jurisdiction
As there are no known terrorist organisa"ons or individuals in Bermuda, there would be de facto no
ﬁnancing for such ac.vi.es required in Bermuda at this .me. The risk for this type of terrorist ﬁnancing
is therefore rated low.
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iv) Funds generated in a foreign jurisdiction and transiting
Bermuda for operations in foreign jurisdictions
The level of TF threat in this area is considered medium. This ra(ng is due to the rela(vely large size of
the interna)onal business sector and the associated signiﬁcant number of interna)onal transac)ons.
While the majority of the interna0onal transac0ons processed are associated with the interna0onal
businesses domiciled in Bermuda, given the high volumes, the jurisdic6on could be a7rac6ve to
terrorists a)emp,ng to conceal and/or move funds through Bermuda.

Source of Funds
Poten&al domes&c and foreign sources of TF in Bermuda are limited, though poten&al sources of TF in
Bermuda could be from legi0mate sources such as salaries, business incomes and/or dona0ons.
Given the nature of Bermuda’s ﬁnancial sector, it is possible that foreigners might a0empt to use
Bermudian ﬁnancial products as part of a scheme to route funds to terrorist organisa5ons. However,
there are no intelligence reports or any other available evidence sugges4ng this has occurred.
A further poten#al source of funds was iden#ﬁed in rela#on to the illicit drugs trade. Bermuda has a
rela%vely large number of gang-related drug dealers and a rela,vely high rate of drug use, but no
material capacity for the domes1c produc1on of drugs. Since essen$ally all drugs are imported, it is
possible that a por-on of the imported drugs could be linked to ﬁnancing terrorism.
The working group also assessed the Non-Proﬁt Organisa'on (NPO) sector to determine the poten.al
for such organisa-ons, including those not required to be registered (e.g. churches) to be manipulated
to raise funds for terrorist opera.ons. Although 45% of the global TF cases involve NPOs67, it was
determined that in the Bermuda context this poten2al threat is largely oﬀset by the fact that the
majority of Bermuda NPOs focus exclusively on domes8c charity work; less than 10% of Bermuda NPOs
have overseas beneﬁciaries.

Channels
The recorded intelligence reports, interna2onal requests and a review of some hypothe2cal scenarios
highlight several channels that could be poten,ally u,lised for transmi+ng terrorist funds. Insurance68,
Banking and MSBs were deemed to be the most per#nent in the Bermuda context based on the 22
intelligence reports and interna/onal requests. Nine of these related to long-term direct insurance, and
seven to banking, ﬁve to MSBs.
•

Banks: Bermuda’s status as an Interna&onal Financial Centre (IFC) with a signiﬁcant commercial
insurance/reinsurance industry means that its banks undertake a high volume of interna7onal
transac'ons on a daily basis. Accordingly, it is relevant to consider the TF threat to the Bermuda
banking sector. It should be noted that the majority of the global TF typologies highlight that the
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EGMONT Report: FIUs and Terrorist Financing Analysis – A review by the EGMONT Group of
sanitized cases related to Terrorist Financing.
68
Throughout this paper insurer/insurance includes reinsurers/reinsurance. Distribution channels are the
weakest link for ML (and maybe TF) in this sector.
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banking sector is one of the main channels u3lised by terrorists. Nonetheless, the WG concluded
that the TF threat to Bermuda banks being used as channels to move terrorist funds is medium/low
because there are only four licensed banks in Bermuda, none of which carry out correspondent
banking services.
•

MSBs: Bermuda has a growing community of guest workers who remit funds to their home
countries on a periodic basis by using Money Service Businesses. Some of these guest workers are
from jurisdic,ons regarded to be high risk for terrorism or TF, so it is possible that funds sent to
support terrorist opera*ons might be disguised as funds being sent to support family members. In
Bermuda, wire transfers and MSBs are two of the channels used for money laundering, so they
could also be poten.ally used for TF. However, the TF threat to this sector is reduced since there is
no evidence of radicalisa.on in Bermuda, and no evidence that the inﬂuence of foreign terrorist
organisa(ons extends to Bermuda. With regard to MSBs, the level of TF threat is medium/low.

•

Physical transporta-on of cash: There is also always a poten0al for moving terrorist funds
physically, in cash, across interna0onal borders. In interna)onal typologies, this channel is used by
self-radicalised individuals. In Bermuda it is possible that such persons could use this method to
take funds out of the country for the purposes of TF, but as previously noted, there is no evidence of
self-radicalisa(on in Bermuda. The use of cash couriers is known in Bermuda as a method for
laundering the proceeds of drug traﬃcking. However, in those cases the empirical evidence shows
that the couriers are typically not the primary criminals, but merely mules who rarely know the
source or purpose of the funds. Therefore, although this method is used for ML in Bermuda, in
these circumstances, the level of TF threat to Bermuda from this channel is considered medium-low.

•

Insurance companies: The composi+on of the Bermuda insurance market reduces the risk of it
being used as a channel for TF. Over 95% of the Bermuda insurance market is composed of general
business and long-term reinsurance en,,es. Insurance products for these en00es typically have no
cash surrender values and no payouts are made once policies mature. Therefore, they do not
provide the suﬃcient func1onality and ﬂexibility to be likely vehicles for the movement of terroristrelated funds.

Sectoral Analysis of Terrorist Financing Risk
As there is no terrorist ac-vity in Bermuda and no known terrorist organisa"ons or lone-wolf operators
ac#ve in the jurisdic#on, the sectoral analysis is based on poten&al risk.

Banking
In Bermuda, terrorist funds are most likely to be moved through the banking system, though the risk
would have to be based on the presence of radicalized residents making use of Bermuda’s interna5onal
banking products. At present, there is no evidence of any radicalized residents in Bermuda.
The banking sector in Bermuda oﬀers sophis6cated ﬁnancial products and the country is home to many
businesses that operate in the interna.onal marketplace. Some of the ﬁnancial products oﬀered are
poten&ally vulnerable to TF if they are not suﬃciently monitored and/or controlled. The banking sector
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requires careful monitoring, but the TF risk to the Bermuda banking sector is lowered by the fact there
are only four licensed banks in Bermuda, none of which act as a correspondent bank.
The automated AML/ATF monitoring systems used by the banks are adequate. The results of the on-site
and oﬀ-site examina*ons of the banking sector show that the banks have a good understanding of the
risks related to TF and that there’s an open dialogue with the supervisory authori.es and enforcement
agencies.
Overall, the working group assessed the level of TF risks within the banking sector to be medium-low.

Money Service Business (MSBs)
There are only two registered MSBs in Bermuda, both of which are aﬃliated with well-regulated global
ins$tu$ons. Since 2009 there have only been two TF-related intelligence reports related to MSBs; both
were inves)gated and no evidence was found to indicate that the sector had been used to support or
ﬁnance terrorist ac,vi,es.
The key threat iden-ﬁed within the MSB sector is the poten-al of diaspora communi-es located in
Bermuda sending funds to high-risk jurisdic*ons under the guise of familial support. Some of Bermuda’s
growing community of guest workers—who use MSBs to periodically remit funds to their home
countries—are na&onals of countries regarded to be high risk for terrorism and TF. Therefore, there is a
poten&al risk that funds sent to support terrorist opera,ons might be disguised as funds being sent to
support family members, or that such legi4mate funds might be diverted by terrorist sympathisers in
the recipient country.
This sector requires con.nued close monitoring, though a number of factors mi1gate the TF risks of
MSBs. First, MSBs are licensed as ﬁnancial ins2tu2ons and therefore fall under the supervision of the
BMA. Second, similar to banks and other ﬁnancial ins4tu4ons, all persons using these services are
treated as clients, meaning legisla/on requires MSBs to complete a risk assessment and full customer
due diligence prior to conduc.ng client transac.ons. Third, since 2009, the annual supervisory onsite
examina'on of the MSB sector has shown a con'nued improvement in the ability of MSBs to monitor
client transac+ons.
The nature and structure of the MSB sector in Bermuda clearly mi6gates the threat of TF. Overall, the
level of TF risks within the MSB sector is low.

Corporate Service Providers (CSPs)
There are approximately 100 corporate service providers in opera6on in Bermuda. These companies
oﬀer services associated with the forma1on and management of companies, partnerships and other
legal arrangements, which can be used by terrorist ﬁnancers to establish companies with complex
structures that conceal the ul-mate beneﬁcial owners and thereby facilitate the movement of terrorist
funds.
In Bermuda, there is no evidence of such misuse of CSPs. Addi$onally, the CSP sector is currently being
brought under the regulatory umbrella of the BMA, which will see CSPs subject to direct AML/ATF
regula'on. However, the majority of CSPs are already subject to a certain degree of AML/ATF policies
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and procedures and systems and controls, as most CSPs in Bermuda are owned or controlled by law
ﬁrms, accoun,ng ﬁrms, or regulated ﬁnancial ins,tu,ons that are already subject to AMT/ATF
regula'on.
Companies and partnerships can be structured in a way that disguises the iden5ty of the beneﬁcial
owners and thereby poten/ally facilitates terrorist ﬁnancing. However, Bermuda’s regulatory and
legisla've regime—coupled with the fact that there has been no TF ac5vity detected in the CSP sector—
resulted in a determina-on that the TF risk is medium-low.

Long-term (direct-life) Insurance
Long-term (direct-life) insurers represent less than approximately 1% of the total assets in the Bermuda
insurance market. The poten)al TF threat to this sector is primarily in the form of cyber-a"acks for the
purpose of TF. The intelligence reports and interna1onal requests that were reviewed by the WG
showed no evidence to indicate that this sector had been used to support or ﬁnance terrorist ac3vi3es.
Overall, the level of TF risks within the long-term (direct) insurers is low.

General Business (Non-Life) Insurance and Reinsurance
General Business (non-life) insurance and reinsurance do not fully fall within scope of the Proceeds of
Crime (POC) Regula0ons, since they are tradi0onally considered low risk for ML/TF. Given that Bermuda
is an insurance-based IFC, there is a considerable amount of funds ini/ated in, and ﬂowing through,
these ﬁrms. However, insurance products for these en00es typically have no cash surrender values and
no payouts are made once policies mature. Therefore, they do not provide the suﬃcient func4onality
and ﬂexibility to be likely vehicles for the movement of terrorist-related funds.
Furthermore, only a handful of these en22es underwrite business lines that expose them to kidnapping
claims and the WG did not ﬁnd any evidence of misuse of insurance policies for payments related to
such claims that beneﬁt terrorists. A key TF threat within General Business insurance and reinsurance
includes poten-al cyber-a"acks for the purpose of TF.
Overall, the level of TF risks within General Business insurers and reinsurers was considered to be low.

Lawyers and Accountants
There is no evidence of any speciﬁc TF threats to the legal and accoun7ng professions in Bermuda.
Lawyers and accountants are subject to comprehensive AML/ATF requirements and subject to
supervision by the AML/ATF Board. The Barristers & Accountants AML/ATF Board is obligated to ﬁle
suspicious ac)vity reports with the FIA and is also able to speciﬁcally cooperate with the BMA on
supervisory ma-ers, since some aspects of their supervisory remits overlap in rela5on to certain
en##es.
The level of TF risk within the legal and accoun6ng professions was determined to be low.

Non-Profit Organisations (NPOs)
The key poten+al threats iden+ﬁed within the NPO sector are:
• chari&es with overseas opera&ons that send funds overseas and later divert these funds for
terrorist ﬁnancing
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•
•

unregistered churches, including small house churches, receiving dona%ons that are sent
overseas to support terrorists under the guise of charitable funds
members of the public carrying out public fundraising for terrorist ﬁnancing under the guise of a
charity

Funds donated to churches during religious services do not cons'tute public fundraising under the
Chari&es Act 2014 and therefore are not subject to any regulatory oversight for AML/ATF purposes.
Though this is a poten.al risk, it is es.mated that in Bermuda, 317 chari0es (94%) focus on domes0c
charity work - they raise funds in Bermuda and perform all of their charitable ac5vi5es within the local
community. Only 20 (6%) of registered chari,es engage in charitable work or ac,vi,es (cross-border
ﬂows) outside of Bermuda. Furthermore, churches that engage in public fundraising for charitable
purposes, other than during religious services, must either register as chari.es or form charitable arms
that are registered chari,es.
Subsequent to the comple0on of the NRA, a sectoral risk assessment to assess the level of ML/TF risk in
the NPO sector was performed and a risk based approach to address this sector has been implemented.
Although there is no data on terrorist ﬁnancing in the NPO sector, there are TF vulnerabili:es in this
sector. Accordingly, the TF risks within the NPO sector is assessed as medium.

All Other Regulated Sectors
The key TF threats iden/ﬁed in other regulated sectors (trust companies, investment funds, fund
administrators, non-licensed investment en,,es, gaming, high-value dealers and the BSX) are:
•
•

poten&al cyber-a"acks
phishing through the use of e-mail and fax

Complex trust structures with foreign controllers or beneﬁciaries introduce TF vulnerabili;es to
Bermuda, but these service providers are regulated by the BMA as ﬁnancial ins:tu:ons and subject to
comprehensive pruden/al and AML/ATF regula/on.
Similarly, investment funds, fund administrators and licensed investment companies are regulated by
the BMA and thus subject to comprehensive regula8on. Even non-licensed investment companies,
which are not subject to comprehensive pruden4al requirements, are within the scope of the AML/ATF
regime and fall under the umbrella of the BMA.
The abuse of the real estate sector for TF is very low due to the nature of the real estate market in
Bermuda.
Overall, the TF risk in these sectors is assessed as medium-low.

Other Unregulated Sectors
The working group also reviewed private trust companies and be7ng shops and lending occurring
outside of the banking sector. Eﬀorts are underway across the relevant authori4es to comprehensively
review these sectors, with a view to appropriately update the regulatory framework and level of
regula'on.
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Overall, the TF risks in the private trust companies and be8ng shops and lending outside of the banking
sector are assessed to be low, given the nature of their opera/ons.

Conclusion
The methodology used by the working group involved iden6fying TF risks by assessing separately: (i)
terrorist and TF threats; and (ii) TF vulnerabili5es. The terrorism threat in Bermuda was assessed to be
low, owing to an absence of evidence of domes2c terrorism, terrorist organisa2ons and individuals, and
a lack of evidence of foreign terrorist organisa1ons exercising inﬂuence in Bermuda. The terrorist
ﬁnancing threat was ranked slightly higher (medium-low) as there are some channels of TF funding that
Bermuda has higher levels of exposure to, given the nature of Bermuda’s interna7onal ﬁnancial services
sector.
In the absence of terrorist ac$vity in Bermuda and no known terrorist organiza!ons or terrorists
opera&ng in/from the jurisdic,on, an assessment of poten&al TF risk was undertaken. With the
excep%on of the not-for-proﬁt sector which was rated as medium TF risk, all of the other sectors were
rated at either medium-low or low TF risk.
In order for Bermuda to eﬀec0vely contribute to the interna0onal ATF eﬀorts and operate as a quality
IFC, the relevant Bermuda agencies, in conjunc8on with the private sector, must con,nue to:
a. rigorously assess the terrorism and TF threats
b. ensure a strong ATF framework in line with interna5onal standards
While there is no eviden.al support for Bermuda being a source of TF, no jurisdic.on can be considered
immune. Con$nuing interna$onal acts of terrorism demonstrate that terrorist ac$vi$es and TF are
constantly evolving. Bermuda needs to ensure that its ATF regime remains robust and is able to adapt
appropriately to any, and all, risks.
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Chapter 22: Conclusion
Inherent Money Laundering Risk Findings
National Threats
The overall threat level of medium-high takes account of the ra.ngs from the two subcategories with
data, namely domes-c money laundering and money laundering from abroad.
•

•

The domes&c money laundering threat is a medium-low threat, with drug traﬃcking considered
to be the most signiﬁcant predicate in this regard. Other domes4c predicates that could
contribute to money laundering in Bermuda were primarily considered to be low-threat.
Threats from abroad are more severe. This area is viewed as high threat, which is consistent
with interna!onal trends. Interna'onal fraud, interna'onal tax crimes, foreign corrup'on and
interna'onal market manipula'on/insider trading—the core predicates of this category—are all
high threat. The interna*onal ﬁnancial services sector in Bermuda is therefore par/cularly at
risk.

Inherent Money-Laundering Risk at the Sectoral Level
The ﬁndings from this ML risk assessment provide a useful founda8on upon which both supervisory
authori(es and the regulated sectors can undertake meaningful risk analyses. Risk analysis is important;
looking at sectoral and ins/tu/onal money laundering risk allows supervisory authori/es to shape their
inspec'on programmes. It also assists regulated ins/tu/ons in implemen/ng policies and procedures
that are suitable for the task of comba1ng money laundering.
As noted in the table below, of the 15 sectors assessed, four were rated as high-risk for money
laundering, while three were rated as medium-high.
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Sector

Threat
Rating

Inherent
Vulnerability
Rating

Inherent MoneyLaundering Risk
Rating

Banking

High

High

High

Securities

High

Medium-high

High

Insurance
(long-term direct)

Medium-high

Medium-high

Medium-high

Reinsurance (general
and non-life insurance)

Low

Medium-low

Medium-low

Money Service
Businesses

Medium-high

Medium

Medium-high

Gaming

Low

High

Medium

Betting

Medium

Medium

Medium

Real Estate

Medium-low

Medium-high

Medium

Dealers in precious
metals and stones

Medium-low

Medium

Medium

Accountants

Low

Medium

Medium-low

Lawyers

Medium-high

Medium-high

Medium-high

High-value dealers
(Car, boat, motorcycle
and antique dealers;
and auctioneers)

Medium-Low

Medium-low

Medium-low

High

High

Trust Service Providers Medium-high
Corporate Service
Providers

High

High

High

Other ﬁnancials
(Bermuda Stock
Exchange)

Low

Medium-low

Medium-low

101

As previously highlighted, Bermuda’s money laundering is largely imported, which is why the sectors
with high exposure to interna0onal business have higher risk ra#ngs. The banking, securi0es, trust and
corporate service provider (CSP) sectors are rated as having inherently high risk. The banking sector is
considered high risk because of their exposure to the poten1al threat of money laundering from
interna'onal predicates, both directly, from their own interna'onal clients, and indirectly, from their
domes&c commercial clients in the interna*onal business sector.
The trust service provider sector is assessed as having inherently high risk, due to the global reach of the
trusts under opera,on, the high value of asset transfers, and the risk proﬁle of customers, which
includes high-net-worth individuals and PEPs, both resident and non-resident.
In the CSP sector, the gatekeeper func5on played by CSPs for interna5onal clients meant that both the
threat and inherent vulnerability for money laundering were high, resul6ng with an overall inherently
high-risk ra$ng.
The securi*es sector’s inherently high-risk ra$ng is driven primarily by the level of interna$onal
involvement in the sector, high-risk individuals in the client base, and the growing importance of this
sector in Bermuda.
The legal sector, which oﬀers products and services to interna6onal clients, has increased exposure to
being used to harbour the proceeds from foreign crimes. Therefore, they were rated as having mediumhigh inherent risk.
Long-term direct insurance has a medium-high inherent risk, driven primarily by the nature of the
products oﬀered and the predominantly interna1onal client base served.
The MSB sector is also rated medium-high, driven primarily by the intrinsic characteris3cs of the
products oﬀered, the wide access to the products, the transient nature of the customer base and their
exposure to cash transac.ons.
The casino gaming sector is rated as medium, and though this may seem odd in light of interna2onal
experience with casino gaming, it should be noted that this is a prospec6ve ra6ng no casino gaming
takes place in Bermuda. However, the assessment was primarily focused on poten7al vulnerabili7es to
be#er adapt legisla.ve controls and supervisory focus for this sector when opera.ons are licensed.
Therefore, the sectoral working group took some account of the type of gaming expected to be
permi&ed, given the legisla2ve framework. The absence of casino opera/ons is reﬂected in the sectoral
threat ra'ng.

Terrorist Financing Risk Assessment
As expected, there is no evidence of terrorism or terrorist ﬁnancing in Bermuda. Notwithstanding, the
overall TF threat in Bermuda was assessed to be medium-low. Bermuda has moderately higher levels of
exposure to some channels of TF funding, given the nature of Bermuda’s interna:onal ﬁnancial service
sector and the experience of local law enforcement and intelligence authori4es with methods frequently
used in money laundering cases. However, this heightened exposure is oﬀset by the absence of
evidence of TF occurring in Bermuda, or the use of Bermuda’s ﬁnancial systems for the movement of
terrorist funds.
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On the basis that there was no evidence of terrorism or terrorist ﬁnancing in the jurisdic(on, the
analysis of sectoral vulnerability was done of poten&al TF risk. The not-for-proﬁt sector was rated
medium risk, while the banking, trust and corporate service providers, securi6es (investment funds,
fund administrators, non-licensed investment en,,es), gaming and high-value dealers sectors were all
rated as medium-low. All other sectors reviewed, including MSB, insurance (cap3ve and commercial
including long-term (direct-life)), legal and accoun/ng, private trust companies and be7ng were rated
as low. In rela(on to the real estate sector it was concluded that the abuse of this sector for TF is very
low.

Conducting the Second Iteration of the National
Money Laundering Risk Assessment on Money
Laundering
Compared with 2013, there was a marked improvement in the quality and availability of data required
for the NRA, and enhanced par1cipa1on from AML/ATF authori1es and other government agencies. In
many of the sectoral groups that make up the ﬁnancial sector, lessons learned from 2013 had already
resulted in data calls being incorporated in the annual returns required from regulated ins5tu5ons,
though this is not yet implemented across all ﬁnancial sectors. In the case of non-ﬁnancial sectors, data
calls had to be undertaken during the NRA.
The 2017 NRA saw ac0ve par0cipa0on from the private sector in all sectors. In some cases the private
sector par*cipa*on occurred at the working group level; in others the par*cipa*on was at the results
valida#on stage, but was nevertheless s#ll meaningful. This la(er approach was taken in sectors subject
to more mature supervisory regimes, where data was already in hand and could be used early in the
process to populate the input variables for those sectoral assessments. In those sectors, the preliminary
scores were generated by data and later validated through outreach to, and discussion with, industry
representa(ves.

Subsequent Events
While the assessment period of this report is from January 2013 to December 2016, the data collec*on
period commenced in 2015 and con.nued through 2017.
The following represents a documenta5on
of the regime changes and progress made by the authori4es during 2017:
1. New legisla*on enacted in February 2017 allows the Registrar of Companies to implement a
regime for monitoring compliance with obliga2ons rela2ng to legal persons under the
Companies Act and other relevant corporate legisla1on.
2. Cabinet has taken a more focused approach to monitoring progress in the enhancement of the
AML/ATF regime, through implementa6on of various accountability measures such as the
establishment of a special Cabinet Commi1ee and invoca4on of a repor4ng mechanism for the
Na#onal An#-Money Laundering Commi0ee to report on their ac%vi%es.
3. Legisla(ve amendments to the Proceeds of Crime Act 1997 made income/proﬁt-based foreign
tax evasion a predicate for money laundering in Bermuda, which now allows for the ﬁling of
Suspicious Ac"vity Reports when there is a suspicion that such ac'vi'es are taking place.
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4. Na#onal-level training was oﬀered to senior government execu4ves and Cabinet Ministers, to
enhance their understanding of the AML/ATF regime and the interna7onal standards. Training
was also conducted for supervisory authori(es and for other opera(onal agencies involved in
the AML/ATF regime.
5. The new Real Estate Brokers’ Licensing Act 2017 was enacted in October 2017 and required real
estate agents and brokers to submit applica3ons for licences by November 15, 2017. Among
other things, this new Act imposes new ﬁt and proper requirements on licensees and their
associates. There will also be requirements for submission of relevant informa4on in rela4on to
compliance with the AML/ATF requirements.
6. A risk analysis of the types and categories of legal persons that can be incorporated in Bermuda
has been conducted and a report is being ﬁnalised to enhance the eﬀec4veness of the Registrar
of Company’s compliance programme.
7. CSPs now have more supervision, following legisla&ve amendments. Accordingly, the
supervisory framework for CSPs is now opera4onal, and licences have been issued to a number
of corporate service providers, star/ng in 2017.
8. Legisla(ve changes came into eﬀect in early November 2017 in rela(on to the High-Value
Dealers regime that will allow for more eﬀec0ve “policing of the perimeter” of this sector.
These changes allow the supervisor—the Financial Intelligence Agency—to get informa,on
about, and take ac)on against, en$$es that have not registered.
9. Amendments to legisla.ve requirements in rela.on to beneﬁcial ownership con.nue. In
addi$on to imposing speciﬁc requirements for legal persons in rela$on to holding and ﬁling
accurate beneﬁcial ownership informa4on, the exchange control ﬁling, and the ve/ng
framework has been expanded to ensure that the deﬁni5ons of beneﬁcial ownership are fully in
line with FATF requirements.
10. Other legisla,ve amendments addressed a range of gaps in the regime, with the key aims to
strengthen the CDD requirements in rela/on to legal persons and legal arrangements, to
implement a risk-based regime for non-proﬁt organisa,ons and to empower the supervisor
accordingly.
11. Changes have also been made to TF related legisla4on to address gaps in rela4on to
designa(ons of persons.
12. AML/ATF authori/es have reviewed the ﬁndings of the NRA and determined appropriate ac/on
steps, both at the na,onal and agency level. Work is ongoing to update policies and ac2on
plans and to take appropriate steps to address iden)ﬁed gaps.
13. In early 2018, a public/private sector ini"a"ve was launched to highlight to raise awareness of
AML/ATF ma*ers and to highlight to the public the importance of them playing their role in the
ﬁght against money laundering and terrorist ﬁnancing. Key issues highlighted include the
requirements in rela-on to the ﬁling of SARs and the need to appropriately address CDD
requirements. This ini'a've !tled the “Good Business” campaign which has a website at:
www.goodbusiness.bm.
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Appendix A.

Glossary

AGC

Attorney General Chambers

AML

Anti-Money Laundering

AML/ATF Board

Barristers and Accountants AML/ATF Board

ATFA

Anti-Terrorism (Financial and Other Measures) Act 2004

ATF

Anti-Terrorist Financing

BMA

Bermuda Monetary Authority

Board

Barristers and Accountants AML/ATF Board

BPS

Bermuda Police Service

BCGC

Bermuda Casino Gaming Commission

BPS

Bermuda Police Service

CDD

Customer Due Diligence

CFATF

Caribbean Financial Action Task Force

CSP

Corporate Service Providers

Customs

Department of Customs

DPP

Department of Public Prosecutions

EFTs

Electronic Funds Transfers

EU

European Union
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FATF

Financial Action Task Force

FCO

Foreign and Commonwealth Office

FIA

Financial Intelligence Agency

FIU

Financial Intelligence Unit

FTF

Foreign Terrorist Fighters

GDP

Gross Domestic Product

IFC

International Financial Centre

MoF

Ministry of Finance

MoLA

Ministry of Legal Affairs

MoU

Memorandum of Understanding

MSB

Money Services Providers

MVTS

Money Value Transfer Systems

NAMLC

National Anti-Money Laundering Committee

NPO

Non-profit Organisation

NRA

National Risk Assessment

OECD

Organized & Economic Crime Department

PEP

Politically Exposed Person

PF

Proliferation Finance

POCA

Proceeds of Crime Act 1997
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POC Regulations

Proceeds of Crime (Anti-Money Laundering and AntiTerrorist Financing) Regulations 2008

RG

Registry General

RoC

Registrar of Companies

SAR

Suspicious Activity Report

SoRE

Superintendent of Real Estate

TAFA

Terrorist Asset-Freezing etc. Act 2010

TF

Terrorist Financing

TFS

Targeted Financial Sanctions

TSPs

Trust Service Providers

UK

United Kingdom

UN

United Nations

US

United States

UNSCR

United Nations Security Council Resolution

WB

World Bank

WG

Working Group
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Appendix B.

The World Bank Tool

Assessment of Money Laundering Risk
As noted in the body of the report, the World Bank Model iden/ﬁed seven key areas to assess for
Money Laundering, as follows:
MODULE 1 - Na$onal money laundering threat
MODULE 2 - Na$onal vulnerability
MODULE 3 - Banking/credit union sector vulnerability
MODULE 4 - Securi(es sector vulnerability
MODULE 5 - Insurance sector vulnerability
MODULE 6 - Other ﬁnancial sectors vulnerability, namely, money service businesses and the
Bermuda Stock Exchange
MODULE 7 - Non-ﬁnancial sectors vulnerability, namely designated non-ﬁnancial businesses and
professions (DNFBPs) and others, such as:
•

Trust Service Providers

•

Corporate Service Providers

•

Casino Gaming and the Be"ng Sector

•

Real Estate Dealers

•

Dealers in precious metals and stones

•

Lawyers and Accountants;

•

Dealers and Auc#oneers specialising in high-value goods (cars, boats, bikes and
an#ques)

The ﬁgure below illustrates the rela%onships between the modules.
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The World Bank Model produces ra3ngs and scores to determine the overall risk. The general process is
as follows:
i.

Each of the modules to assess vulnerability (Modules 2 – 7) is broken down into what are
called “input variables” and “intermediate variables.” Each input variable assesses
various key features of the sectoral or na2onal AML framework, or the products oﬀered
by each sector, and requires a quan%ta%ve assessment to be made by the working group.
The working group assigns scores for these input variables, which are then input into the
World Bank Model tool, which uses its built-in algorithms to calculate the intermediate
variables.
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ii.

The combina,on of input and intermediate variables generates a single quan-ta-ve score
for each vulnerability module (Modules 2 – 7). These scores translate into the
vulnerability rankings of low, medium-low, medium, medium-high or high. This applies
for both sectoral and na.onal vulnerability assessments.

iii.

The quan)ta)ve scores for each sector are combined with scoring on the na)onal
comba&ng capability, to generate a single quan&ta&ve score that indicates the na&onal
vulnerability level, which can be plo*ed to a na-onal vulnerability rank to determine an
overall ranking of low, medium-low, medium, medium-high or high.

iv.

Module 1 of the assessment tool is an excep4on and doesn’t operate on quan4ta4vely
determined input variables. Instead, the module requires the Working Group to
determine a subjec/ve ranking of the ML threat from the various predicate oﬀences into
low, medium-low, medium, medium-high or high. The module also requires the ranking
of the money laundering threat to each sector, as well as the iden.ﬁca.on and ranking of
the cross-border threat, using the same ranking levels. Upon ranking all of these threats,
the user must determine a single na/onal threat rank.

Assessment of Terrorist Financing Risk
Bermuda’s TF NRA was carried out using an assessment framework developed by the World Bank Group
(WB). The WB tool provides a systema6c method to iden6fy, assess and evaluate TF threats and
vulnerabili*es to enhance understanding of TF risk. The WB tool can be modiﬁed as necessary to take
account of the salient features of each country. For example, in the case of Bermuda the tool was
modiﬁed to reﬂect Bermuda’s status as an Interna3onal Financial Centre (IFC) and the fact that Bermuda
has not experienced any terrorism and TF cases.

Figure 1 – WB TF Risk Assessment Tool

Source - World Bank
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The WB tool involves an overall assessment of TF risk that is based on an examina7on of three factors:
i.

Terrorist Threat Assessment – This part of the tool assesses the level of terrorist threat in the
jurisdic(on by reviewing quan(ta(ve and qualita(ve informa(on concerning terrorist acts e.g.
enforcement data, intelligence sources, and terrorist research. For Bermuda, threats of
domes&c terrorism were assessed, as well as the threat of the jurisdic1on being used as a transit
point for persons who are intent on commi)ng terrorist acts abroad.

ii.

Na#onal Terrorist Financing Threat – The level of the terrorist threat directly inﬂuences the
level of terrorist ﬁnancing. Accordingly, this part of the tool analysed poten4al TF threats by
examining certain features of terrorist funds, namely the direc)on of the movement of terrorist
funds, the source of terrorist funds and the channels through which terrorist funds are
transferred:
a) Direc&ons – assess whether funds are generated in the home jurisdic3on and used for
terrorist opera*ons elsewhere, or whether funds are generated abroad and used for
terrorist opera*ons in the home jurisdic'on. Another possibility could be that terrorist
funds simply pass through the jurisdic5on.
b) Sources – assess the source of funds. Financing may come from legi5mate sources or
from criminal ac+vi+es.
c) Channels - examine which channels are being used to move terrorist funds.

Na#onal Terrorist Financing Vulnerability – This part of the tool assesses the strength of the Country’s
defense mechanisms, including the controls and measures adopted to detect and combat TF. Examples
include: legal and ins#tu#onal framework; intelligence and law enforcement eﬀorts; ﬁnancial regulatory
and supervisory framework; interna/onal coopera/on; inter-agency coordina,on; and outreach to
sectors that are more vulnerable to TF, such as Non-Proﬁt Organisa-ons (NPOs) and money remi1ers.
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Appendix C.

International Typologies used as part of
Terrorist Financing Risk Assessment

The typologies below have been extracted from various FATF documents. FATF compiled the case
studies from several FATF members and the cases demonstrate several ways and or sectors that can be
u"lised to divert funds to support terrorist ac"vi"es.
The list has been put together to facilitate the Working Group’s preliminary discussion in determining
and narrowing down the focus of the TF assessment to only those methods/sectors that are relevant to
Bermuda.
The objec)ve of the next mee)ng will be to review, in general, these typologies and select up to six
typologies which members of the Working Group consider to be most relevant and have a high
likelihood of happening in Bermuda. Therefore, the ini6al review of these typologies should focus only
on assessing and determining which sectors and or methods have the poten2al to have a high
suscep&bility to abuse in Bermuda.

1. Diversion of Funds by Actors to NPOs
An individual (Mr. A) established a charitable founda7on under the pretext of collec7ng dona#ons for
Syrian refugees, people in need of medical and ﬁnancial aid, and construc6on of mosques, schools and
kindergartens. However, Mr. A was the leader of an organised scheme in which dona-ons were sent to
a group of individuals related to Mr. A (Group A) instead of the founda3on's account. In most cases, the
ﬁrst stage involved money being sent through money remi4ers and then transported in cash. The
money was then transferred either to credit card accounts or to e-wallets. The members of Group A
placed the relevant informa1on (that funds are being collected for the declared purposes) on the
Internet, but, in fact, the funds were sent as an aid for terrorists and their families and meant to be used
as a ﬁnancial support for terrorist ac0vi"es. This informa,on was discovered through inves,ga,ons
conducted by the FIU based on regular monitoring of en77es on their domes7c list of designated
terrorist en))es and related persons or on informa)on provided by law enforcement. Analysis of the
collected informa.on allowed the FIU to iden.fy the rela.on between diﬀerent cases: common payers
and recipients and similar modus operandi in collec0on and distribu0on of funds. Further coopera,on
with law enforcement authori0es allowed the FIU to establish the direct link between Mr. A and ISIL's
ac#vity. This resulted in several criminal inves1ga1ons related to Mr. A. In addi'on, Mr. A was listed on
the domes)c list of designated terrorist en))es, with the relevant freezing procedures performed.
Under the court decisions, the assets of the Group A members were frozen.
2. Diversion of Funds by Actors Internal to NPOs
A domes(c NPO was established to provide a place of religious worship for a diaspora community that
had come from an area of conﬂict, and to raise and disburse funds for humanitarian causes.
The na'onal NPO regulator became suspicious when the NPO’s mandatory repor'ng indicated that it
had sent funds to organisa/ons that were not legally prescribed beneﬁciaries. These funds were sent
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ostensibly in response to a natural disaster that had aﬀected the diaspora community’s homeland. One
of the beneﬁciary organisa1ons, however, was believed to be the domes1c branch of an interna1onal
front organisa+on for a foreign terrorist group opera-ng in the diaspora community’s homeland.
The regulator audited the NPO and discovered that it had sent funds to ﬁve organisa7ons or individuals
that were not legally prescribed beneﬁciaries. This included USD $50,000 sent to the interna(onal front
organisa(on through the domes(c branch, and USD $80,000 sent directly to the front organisa2on’s
headquarters branch located in the area of conﬂict.
While the audit was ongoing, the regulator received two leads from the public regarding the NPO. Both
leads cited concerns regarding the opacity of the NPO’s leadership, and that decisions to send funds
overseas had circumvented normal accountability procedures set out in the NPO’s governing
documents. One of the leads indicated that a shi2 in the demographic of the diaspora community had
meant a new fac*on had gained control of the NPO’s board of directors. This fac)on was more
sympathe)c to the cause of the foreign terrorist organisa-on. While these issues had already been
noted through the regulator’s audit, the leads supported the regulator’s concerns regarding the NPO’s
management.
The NPO leadership replied to the regulator’s concerns by sta8ng that the urgent need to respond to a
natural disaster had led the NPO to bypass some internal procedures and to work with whichever
organisa(ons could operate in the aﬀected areas. Taking this into considera0on, the NPO retained its
registra(on but was forced to pay penal/es. The NPO also entered into a compliance agreement with
the regulator that would enforce strict due diligence and accountability standards.
3. Use of Funds transfers near territories where ISIL operates
According to sensi-ve ﬁnancial informa*on, terrorist ﬁnancing risks were discovered regarding the use
of both Electronic Funds Transfers (EFTs) via banking channels and other transfers via Money Value
Transfer Systems (MVTS) to areas located near territories where ISIL operates or designated individuals.
The loca)on of the receipt of these transfers were o2en located in areas known to be a funding,
logis&cal and smuggling hub for foreign terrorist ﬁghters and terrorist organisa&ons. In some of these
cases, social media have suggested that beneﬁciaries of funds transfers may have links to terrorist or
radical groups. In other cases, excessive cash deposits were made in the US with subsequent wire
transfers to beneﬁciaries in areas located near territories where ISIL operates. Risks iden)ﬁed also
included lack of informa/on of the purpose of the wires, the rela/onship of the receivers or the reason
funds transfers were conducted in mul1ple transac1ons over short 1me periods.
4. Facilitator for a network of poten0al foreign terrorist ﬁghters
An individual holding several bank accounts received numerous wire transfers from a large number of
people. The funds received are then transferred to another individual’s bank account, who buys plane
!ckets and insurance on a regular basis. However, the use of his credit card doesn’t show any travel
abroad.
5. Con$nued access to bank accounts by FTFs
According to sensi-ve ﬁnancial informa-on, terrorist ﬁnancing risks were discovered regarding foreign
cash withdrawals via ATMs that were made by unknown individuals in areas located near territories
where ISIL operates. These withdrawals were taken from US-based bank accounts using a check card.
Another terrorist ﬁnancing risk iden1ﬁed was the existence of large deposits into bank accounts
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followed by immediate foreign cash withdrawals in areas located near to territories where ISIL operates.
This informa,on reveals the terrorism ﬁnancing risks posed by the con,nued ability of the individuals
who are believed to have travelled to areas occupied by ISIL to reach their bank accounts in their home
countries.
6. Non-repayment of a personal loan
An individual received two personal loans totaling Jordanian Dinar (JOD) 7,500. A"er he stopped making
repayments, the bank tried to call the individual, and his employer, who men4oned that the individual
had been away from work for a long period of 3me.
A"er reques)ng informa)on from its counterpart, the FIU was told that this individual travelled to
country (H) and then on to a country bordering the conﬂict zone. The FIU of country (H) referred the
case to the competent general prosecutor for a suspicion of conduc3ng terrorist ﬁnancing. The
competent general prosecutor seized his and his family’s moveable and immovable assets.
7. Use of oﬀshore banks and interna0onal business companies, oﬀshore Trusts
In one case a terrorist organisa-on used a foreign based trust for raising, collec-ng and transferring
funds to India through banking/cash couriers/non-banking channels for its distribu'ons to ac've cadres,
other beneﬁciaries of the terrorist organisa"on and families of terrorists. In this case extensive use of email network was cracked and evidence collected. A charge sheet has been ﬁled against 10 accused
persons in the court. Two accused persons have been arrested.
8. Explicit calls for funds on social networks
In a Facebook group on recipes for women, one of the users placed a call for funds in 2013. A ﬁghter in
Syria was men,oned (no name indicated) who urgently needed “equipment, food and
pharmaceu)cals”. There was )me to collect funds un)l “Thursday”, in order to “dispatch” the
requested material by “Friday”. The user also provided the details of an account held with a German
bank where the funds were to be sent. It is unknown if the author of the Facebook call for funds is also
the person responsible for this ini.a.ve. The owner of the account is a convert, who is suspected of
coordina(ng this adver,sing campaign.
9. Abuse of non-proﬁt organisa,ons/direct debit instruc,ons/Private dona,ons
A European na+onal asked his bank for a direct debit instruc+on from his account to a non-proﬁt
organisa(on in another European country. The reference that accompanied this direct debit instruc1on
referred to the sponsoring of an individual. Informa)on collected by the FIU showed that this non-proﬁt
organisa(on was known to be closely linked to certain groups that ﬁnanced terrorist acts. Furthermore,
the name of the individual that was to be sponsored was also men4oned on the United Na4ons list of
persons and organisa,ons suspected of being linked to terrorist groups.
10. Insurance fraud simula/ng traﬃc accidents
Since 2007, members of this plot commi*ed several sporadic frauds to obtain beneﬁts without raising
suspicion, such as faking traﬃc accidents and hiring bogus policies. Compensa)ons provided by
insurance companies were quickly withdrawn in cash.
An increase in the number of frauds was observed in 2012, and a chronological overlap was established
between the most obvious cases of fraud (involving members of a terrorist cell) and terrorists sent to
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join terrorist organisa,ons like Movement for Unity and Jihad in West Africa (MUJWA or MUJAO) and
ISIL.
It was clear that the individuals needed to obtain funds quickly, because they disregarded the need to
keep their opera+ons secret by faking numerous and rough traﬃc accidents which exposed them to
detec%on.
11. Use of the banking sector to transfer interna,onal dona,ons for TF
An ongoing inves*ga*on in India alleges that Hizb-ul-Mujahideen (HM) has been receiving funds
origina'ng from Pakistan through diﬀerent channels in support of its terrorist ac'vi'es in India. HM is
claimed to be ac,vely involved in furthering terrorist ac,vi,es in India and has raised over Indian Rupees
(INR) ₹800 million within the past eight years. This group has been designated as a terrorist
organisa(on by India, US and the EU.
Funds raised in other countries are also reportedly being transferred or diverted to trusts and front
organisa(ons of HM in Pakistan. Once the money reaches India, it is distributed through various
conduits at various places to the ac1ve terrorists and families of killed HM terrorists. It is further alleged
that the banking sector was extensively used for transfer of funds to various bank accounts for the
aforemen(oned ac(vi(es. Funds have also been moved via money value transfer services (MVTS).
The funds are mainly used to ﬁnancially support members of ac4ve and killed militants of the
organisa(on, including family members. HM allegedly incurs expenditure on mobile communica6on,
medical treatment of militants, arms and ammuni1ons, clothing and other military equipment.
12. Complicit MVTS Agent
An individual raised funds for Al-Shabaab from within the Somali diaspora in Missouri and elsewhere
and used a variety of licensed money service businesses (MSBs) with oﬃces in the United States to remit
the money to Somalia in general support of Al-Shabaab ﬁghters. The co-conspirator, who worked for
one of the MSBs involved, helped the individual avoid leaving a paper trail by structuring transac9ons
into low dollar amounts and by using false iden3ﬁca3on informa3on. The MSB worker and other
conspirators used ﬁc//ous names and phone numbers to hide the nature of their transac/ons.
13. Cash Smuggling
A passenger from an EU member state arrived in İstanbul Sabiha Gökçen Airport with four large pieces
of luggage and two sport bags. Upon the suspicion by the competent authori2es at the airport, he was
interviewed and found to be in possession of €3,500 Euros. The passenger stated that he was visi0ng
and would go back to his homeland in a weeks’ 4me. Upon search of his luggage, many pairs of tracking
boots, jeans, ISIL labelled t-shirts and sweatshirts and torches were found. He was denied entry and was
added to the Turkish no-entry list.
14. Vishing fraud
Courier and vishing frauds (a type of telephone scam) have been seen as a TF method. The funds have
been used to ﬁnance travel to Syria and Iraq and also to sustain individuals who have travelled to these
areas to ﬁght with ISIL. UK based extremists have adopted the organised crime group tac<c of targe<ng
vulnerable individuals with phones calls purpor2ng to be either police or banking oﬃcials. They are
informed that their account(s) have been compromised in some way and are persuaded to either
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transfer money into accounts controlled by the suspects or to physically withdraw the cash. A courier
from the criminal network is then dispatched to the vic4ms’ home address and picks up the cash.
London-based networks are known to have targeted individuals in Devon, Cornwall, Dorset, Kent,
Bedfordshire and London. The method as to how the vic-ms are selected is to date unclear but it may
be as simple as online telephone directories ﬁltered to regions for a re4rement age demographic.
It is known that such networks have defrauded vic3ms out of hundreds of thousands of pounds.
Evidence shows that some money is being transferred overseas using Money Service Businesses (MSBs)
to the Middle East by suspects, although the ﬁnal des6na6on of these funds is s6ll under inves6ga6on.
The amounts sent are in the low thousands for each transac+on or below the GBP £500 limit so suspects
do not have to provide further iden/ﬁca/on.
15. Promo%on of virtual currency to fund terrorism
On August 28, 2015 Ali Shukri Amin was sentenced to 11 years in prison to be followed by a life<me of
supervised release and monitoring of his internet ac4vi4es for conspiring to provide material support
and resources to the ISIL.
Amin pleaded guilty on June 11, 2015. He admi(ed to using Twi(er to provide advice and
encouragement to ISIL and its supporters. Amin, who used the Twi9er handle @Amreekiwitness,
provided instruc.ons on how to use bitcoin, a virtual currency, to mask the provision of funds to ISIL, as
well as facilita+on to ISIL supporters seeking to travel to Syria to ﬁght with ISIL. Addi$onally, Amin
admi%ed that he facilitated travel for a Virginia teenager, who travelled to Syria to join ISIL in January
2015. This teenager, was charged on 10 June 2015, in the Eastern District of Virginia with conspiring to
provide material support to terrorists, conspiring to provide material support to ISIL and conspiring to
kill and injure people abroad.
Amin’s Twi*er account boasted over 4,000 followers and was used as a pro-ISIL pla(orm during the
course of over 7,000 tweets. Speciﬁcally, Amin used this account to conduct twi6er-based
conversa)ons on ways to develop ﬁnancial support for ISIL using online currency, such as bitcoin, and
ways to establish a secure dona,on system or fund for ISIL.
For example, Amin tweeted a link to an ar3cle he had wri6en en3tled "Bitcoin wa' Sadaqat al-Jihad"
(Bitcoin and the Charity of Jihad). The ar'cle discussed how to use bitcoins and how jihadists could
u"lise this currency to fund their eﬀorts. The ar'cle explained what bitcoins were, how the bitcoin
system worked and suggested using Dark Wallet, a new bitcoin wallet, which keeps the user of bitcoins
anonymous. The ar'cle included statements on how to set up an anonymous dona-ons system to send
money, using bitcoin, to the mujahedeen.
16. PayPal accounts used for fundraising
A charity, set up in 2010, whose chairman is specialised in e-marke&ng, oﬀers on its website several
op#ons to make dona#ons by credit card, PayPal, cash transfers, checks.
Over a year and a half, bank accounts of this charity received numerous dona7ons by cheques and wire
transfers below EUR 500. Of the €2 million Euros collected, EUR 600,000 came from a few PayPal
transac'ons from another country.
Personal PayPal accounts were also used to collects funds, then to be withdrawn by cash, or transferred
to other accounts.
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17. Inci%ng terrorist violence via the Internet
Three Bri(sh residents used illicit funds to pay for websites promo!ng martyrdom through terrorist
violence. The three men were sentenced in 2007 in the UK to jail terms ranging from six-and-a-half
years to ten years. All three pleaded guilty to "inci3ng another person to commit an act of terrorism
wholly or partly outside the United Kingdom which would, if commi8ed in England and Wales,
cons%tute murder.'' These are the ﬁrst people to be convicted in the UK of inci!ng terrorist murder via
the Internet. Two of the men registered dozens of Internet domains through Web hos6ng companies in
the US and Europe. The sites facilitated communica7ons among terrorists through online forums, hosted
tutorials on computer hacking and bomb-making, and hosted videos of beheadings and suicide
bombings in Iraq. The sites were paid for with funds stolen from “hacked” credit card accounts, with the
money laundered through online gambling sites.
Commentary: This case demonstrates the full scope of terrorist exploita/on of the Internet. The three
men involved took advantage of the web’s global reach and mul7media capability for terrorist
recruitment, training, and tac.cal coordina.on. They also used the web for terrorist ﬁnancing through
online ﬁnancial fraud and money laundering.
18. A small, self-funded network launches major a3ack
The oﬃcial report into the July 7, 2005 a&acks on the London transport system stated that:
"Current indica-ons are that the group was self-ﬁnanced. There is no evidence of external sources of
income. Our best es/mate is that the overall cost is less than GBP8,000."
"The bombs were homemade, and that the ingredients used were all readily commercially available and
not par(cularly expensive".
"The group appears to have raised the necessary cash [for overseas trips, bomb making equipment,
rent, car hire] by methods that would be extremely diﬃcult to iden7fy as related to terrorism or other
serious criminality."
Terrorist A "appears to have provided most of the funding. He had a reasonable credit ra0ng, mul0ple
bank accounts (each with just a small sum deposited for a protracted period), credit cards and a GBP
10,000 personal loan. He had two periods of intensive ac/vity – ﬁrstly in October 2004 and then from
March 2005 onwards. He defaulted on his personal loan repayments and was overdrawn on his
accounts.”
Terrorist B “made a number of purchases with cheques (which subsequently bounced) in the weeks
before 7 July. Bank inves4gators visited his house on the day a-er the bombings."
Commentary: Though Terrorist B was not speciﬁcally iden9ﬁed as a terrorist un9l a:er an a;ack took
place, this case demonstrates that ﬁnancial intelligence on its own was suﬃciently accurate to prompt
inves"ga"on by ﬁnancial ins"tu"ons.
19. Terrorist organisa,on ﬁnanced using proceeds of drug traﬃcking
During a drugs inves-ga-on in rela-on to cocaine importa-on from South America to Europe, the FIU
found out that the organisa/on involved in the drug traﬃcking used money transfers to send funds from
the Netherlands to Paraguay and Brazil to invest in drugs and proﬁts to Lebanon. Police inves+ga+ons
indicated that the proﬁts were used to fund a terrorist organisa3on.
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20, Criminalizing Ransom Payments
The United Kingdom’s (UK) Terrorism Act 2000 prohibits the provision of funds to terrorists under any
circumstances (s15). It also prohibits the entrance into an arrangement as a result of which funds may
be made available to terrorist (s17). The threshold – reasonable cause to suspect – is inten'onally low.
These oﬀences have extraterritorial eﬀect. However, two recent cases highlighted a lack of clarity in the
law as it related to insurance payments, meaning there was poten%al for UK insurance/reinsurance ﬁrms
to ﬁnd themselves in a posi0on where they are called upon to reimburse to insured par0es for
payments, (such as ransom payments), where they know or have reasonable cause to suspect that the
funds have gone to terrorists. Exis+ng UK terrorist ﬁnance legisla+on, while comprehensive, is not
explicit on whether or not such reimbursements were prohibited in law. This clearly went against the
UK Government’s clear stance on kidnap for ransom. To put beyond doubt that such reimbursements
are illegal, the UK Government introduced a measure in the CT and Security Bill, currently before
Parliament, making it an oﬀence for insurers (or reinsurers) to reimburse a payment which they know or
have reasonable cause to suspect has been made in response to a terrorist demand.
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